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Outline of the document

ATOM Platform provides users to develop various extensions to out-of-the box capabilities.

Anuta Portal

1) Device Drivers - Device Drivers allow ATOM to work with devices to Collect

configuration, Provision Configuration, Collect Performance & Other Operational Data,
Execute Show and Diagnostic Commands.

a) Configuration Discovery & Provisioning
b) Performance & Inventory Collection (SNMP, SNMP Trap, Syslog, Telemetry)

2) Network Automation

a) Stateful Services like Application Delivery, L3 VPN, L2 VPN, Day0, Cloud
Interconnect etc.,

b) MOP Automation like Software Upgrade, Password Rotation etc.,

ATOM Workflow Engine
t t

i Config Changes
Topalogy Changes
Device Health
rware rode, Migrark rojects, Bul onf otes e Porrwor ot Device ﬂ"ﬂilﬂhilih’
l RESTCOMNF [API otk de il e St e Device Performance
Service Model Resource Model Config
(Loyer Addressing, Lotations, Cuttom Scripts "
e SUPES paw cU, ARI Calls
YANG Model YANG Model Raw CLI, API Calls (Line-By-Line or Batch)
R 8y Lreor by AIOM
] Notification
Device Model (YANG) Config Driver Exec/Oper Driver Engine
Cﬁmmﬁn, Ndﬂ'\fe o OpenCoang [Authentication, Security, [Authentication, Security,
& Terminal Handling, Connedion Terminal Handling, Connection
e = =
Device Driver (Transport)
S ] Leeoc] oo Rover

Infrastructure

This document covers Network Automation Stateful Services Development flows that have the
following life cycle:

a. Create - Create a green field service

b. Update - Update Service. This may be repeated multiple times
c. Delete - Retire the service

Following is a high level breakdown of the content:

1. Installing ATOM locally

2. Working with Development tooling
3. Services Development against ATOM platform
4,

Deploying, Upgrading & Operating Services in ATOM

In the Appendix, additional examples, extensions, library utils and FAQs are available in detail.




Intended Audience

This document is meant for the reader who is interested in developing network services or
applications against ATOM.

ATOM relies heavily on YANG modelling language and RESTCONF. Hence, a good knowledge of
YANG and working knowledge of RESTCONF are required.

Service logic is implemented in python hence good working knowledge of python is required.

ATOM SDK is built on top of the Gradle build system. This document explains the build
commands in detail.

YANG : https://tools.ietf.org/html/rfc7950
RESTCONF : https://tools.ietf.org/html/rfc8040
Gradle : https://gradle.org/
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Overview of Modelling in ATOM

Anuta ATOM platform with it’s layered, YANG model driven approach helps in delivering vendor
neutral, extensible and maintainable network services for multiple domains such as branch/CPE,
Data Center, Cloud, and Carrier Core networks.

ATOM Portal, Code Generation Tools,
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Network Service or application development involves the following major components:
1. Device Model (Not required for Native/Openconfig Models)
a. Abstracted object model defined using IETF YANG
b. Defined once for each device feature or function
2. Vendor Plugin (Not required for Native/Openconfig Models)
a. Common model mapped to vendor specific CLI or API
b. Defined once for each vendor or OS type of a platform
3. Service Model
a. Service description in YANG
b. Mapping to Device models
c. Glue logic to augment service model & mappings with business logic (Optional)

ATOM SDK and Platform provides a full life cycle for network services & apps in - Design,
Develop, Package, Deploy, Test, Upgrade.

Each of the individual blocks covered under ATOM SDK development are illustrated below:
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Create the Service package

After the successful one time setup of the ATOM SDK environment (Refer Appendix section
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ATOM SDK), you can create packages of your choice.

1. Run the command to create the requisite package:

python sdk.py -c

create.py: This script helps you create different types of package; service package, device
package, or device driver package.

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -c
Running create script
This script creates a package

Select from the following options
1.SERVICE_MODEL

2.DEVICE

3.DEVICE_DRIVER

choose any one from above:[]

2. Select the type SERVICE_MODEL package type as shown below:

his script creates a package

Select from the following options
1.SERVICE MODEL

.DEVICE

.DEVICE_DRIVER

hoose any one from above:1l

nter the name of the package:|j

3. Enter the name of the package and other inputs as shown below

This script creates a package

Select from the following options

1.SERVICE_MODEL

2.DEVICE

3.DEVICE_DRIVER

choose any one from above:1

enter the name of the package:serverportautomation

enter the description (optional):

enter the atom version (optional):

enter the absolute directory path to create the package (optional):
creating the current directory

destination is: fhome/anuta/Music/atomsdk/serverportautomation
initializing the package

iwrapper

:init

BUILD SUCCESSFUL
Total time: 3.866 secs

This build could be faster, please consider using the Gradle Daemon: https://docs.gradle.org/2.10/userguide/gradle_daemon.html
Enter the dependency dictionary (optional) :
creating the folder structure
I:init
The build file 'build.gradle' already exists. Skipping build initialization.
:init SKIPPED
:initPackage
created. src
created. src/main
created. src/main/scripts
created. src/main/vendor
created. src/main/model
created. src/main/resources

BUILD SUCCESSFUL

Total time: 6.449 secs

This build could be faster, please consider using the Gradle Daemon: https://docs.gradle.org/2.108/userguide/gradle_daemon.html




After the successful run of the above build, the service package folder structure for
service development purpose is created. The service package folder contains the
following artifacts

‘ gradle
‘ src

build.gradle
gradle.properties
gradlew
gradlew.bat

{_ settings.gradle

Update the Dependencies & Version in build.gradle

After a successful creation of a package, there could be some additional package(s) required as
‘dependencies’. Accordingly modify the default dependencies listed in the build.gradle file,
which is located in the root level of the created package.

group ‘com.anuta.ncx.packages'
version '8.0.0.0°"

apply plugin: ‘'ear'

apply plugin: ‘'java’

apply plugin: 'ncx-package-plugin’

(dirs: "/home/anutauser/Desktop/codegen/atomsdk/packages”)

ib group: 'com.anuta.ncx.packages', name: 'servicemodel’, version: '7.0.4.0', ext: ‘zip’'
group: 'com.anuta.ncx.packages', name: 'Anuta', version: '7.0.2.0', ext: 'zip'
group: 'com.anuta.ncx.packages', name: 'bitarray', version: '7.0.0.0', ext: 'zip'

group: 'com.anuta.ncx.packages', name: 'abstractdevicemodels', version: '7.0.4.0', ext:

group: ‘com.anuta.ncx.packages', name: 'devicemodel', version: '7.5.0.0', ext: 'zip'
b group: ‘com.anuta.ncx.packages', name: 'pyangbind', version: '7.0.0.0', ext: 'zip'

name ‘'server_port_automation’
type 'SERVICE MODEL’|
description 'server-port-automation Base Package'

'[8.0.0.0,)"

: "/home/anutauser/Desktop/codegen/atomsdk/packages”)

"com.anuta.ncx.packages:ncx-package-plugin:7.0.0.0"
"org.apache.httpcomponents:httpmime:4.5.3"
"org.apache.clerezza.ext:org.json.simple:0.4"

In scenarios where service performs APl invocations against Device or other Models, make sure
dependency of that respective model package is there along with the servicemodel package
which the library utils.

Let’s consider a Service which performs invocations against Juniper Device Models, then make
sure dependencies of servicemodel-7.0.4.0, juniper-8.0.0.1, juniper_cli-8.0.0.1 are mentioned as

10
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below. (The package names are a combination of the name of the package and the version
number separated by a hyphen)

dependencies {
earlib group: 'com.anuta.ncx.packages', name: 'juniper’, version: '8.0.0.1', ext: ‘zip’
earlib group: 'com.anuta.ncx.packages', name: 'juniper cli', version: '8.0.0.1', ext: 'zip’
earlib group: 'com.anuta.ncx.packages', name: 'servicemodel', version: '7.0.4.0', ext: 'zip'

Resolve the dependencies
Run the command : gradle build --refresh-dependencies

Successful execution of this command ensures that the dependencies mentioned in the
build.gradle file are mapped fine.

Update the version

In the “build.gradle” file, metadata about the package is present in the version & packageXml
object. Update the version based on the revision of the service package you are working on.

group ‘com.anuta.ncx.packages’
version '8.0.0.0°

apply. plugin: ‘ear’
apply plugin: 'java'
apply plugin: ‘ncx-package-plugin’

Yang Modelling and Service Logic

Network Service modelling and defining of Service logic in python can be done within the model
and scripts folder respectively of the created service package structure. Refer to Service
Modelling section for detailed procedure of it.

Archive the Service Package

Once the modelling and service logic are defined in the respective package structure, use the
gradle task “gradle archive” for creating the uploadable zip with its dependencies.

Tasks

build

build setup

help

ncx-package
activate
cleanBuild
clischema
copyToDependencies
deactivate
delete
disableMaintenanceMode

The zip will be stored in the build folder and is ready for Upload to ATOM.
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Service Yang Modeling and Logic
Contents of a Service package

The service package which can be uploaded into ATOM as a zip format typically contains the
following entities:

MName

%, model
% scripts
.QJ package.xml

1. The model folder contains the following:
a. <service_name>.yang file - Contains the schema of the service defined in YANG
2. The scripts folder contains python based service logic consiqueting following files
typically:
a. <service_name>.py - Contains the logic binding of the service to the device
Generates the device model operations with reference to the service defined in
the yang model file and also registers service in ATOM

b. plugin.py - Code for adding the service as a new plug-in to ATOM
c. _init_py - Required to make ATOM treat the directories as containing packages
3. The package.xml file contains the metadata about the service.
a. Information such as package name, version, module name, type and description
should be provided.

This section outlines the procedure for creating, deploying, and testing a service package built
by using the ATOM SDK.

Procedure for Modelling & Defining Logic

Follow these steps for creating a service package:

1. Define the service model file - write the service.yang
a. Add Yang validations & constraints for building intelligence in the model
b. Define ATOM extensions useful to map service node to device node
c. Above extensions will help for codegen in step2

2. AutoGenerate service logic using SDK & Define any custom logic in python

Let us take an example of building a service package (dayOservice package) from service.yang
file (dayOconfig.yang) using Plugin Tasks for package development. This dayOservice is intended
to deploy some of the dayO features on the device after it was plugged into the lab with
management reachability.

Create a Service model .yang file

1. Extract the provided ATOM SDK .zip and Setup the environment as per steps mentioned
in Setting up the environment for package development.

12



4,

Select the required package type as SERVICE_MODEL.

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -c
Running create script
This script creates a package

Select from the following options

3.DEVICE_DRIVER
choose any one from above:l
enter the name of the package:

Give the name of the service model: dayOconfig

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -c
Running create script
This script creates a package

Select from the following options

1.SERVICE_MODEL

2.DEVICE

3.DEVICE DRIVER

choose any one from above:1

enter the name of the package:day@config

enter the description (optional):

enter the atom version (optional):

enter the absolute directory path to create the package (optional):

creating the current directory

destination is: fhome/supritha/Desktop/AtomSDK/atom-package-plugin/day@config
initializing the package

:init

The build file 'build.gradle' already exists. Skipping build initialization.
:init SKIPPED

BUILD SUCCESSFUL

After the successful run of the build, the service package, dayOconfig gets created.

Note:: In the service package development process, make sure the package folder
name, yang file and module names are the same.

Take reference of the .yang present in the examples folder of ATOMSDK to develop
dayOconfig.yang service model and place it dayOconfig package path
dayOconfig/src/main/model. This model is for creating multiple user login a/c’s on the
device as part of dayO configurations to be done on the device.

module dayOconfig {
namespace "http://anutanetworks.com/dayOconfig";

prefix dayOconfig;

import controller {
prefix ac;

}
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import user {
prefix cu;

}

import ncx-extensions {
prefix n-ext;

}

organization
"Anuta Networks";
description
"This module contains a collection of YANG definitions for

dayO0 configuration ";

revision 2016-06-16 {
description

"Initial revision";

augment "/ac:services" {
container dayOservices {
list dayOservice {
key "name";
leaf name {
type string;
description
"string";
}
leaf device-ip {
type leafref {
path "/ac:devices/ac:device/ac:id";
}
mandatory true;
description
"device-ip";
}
container users {
list user {

key "name";

14



leaf name {
type string;
description
"string";
n-ext:maps-to "/ac:devices/ac:device[ac:id=current()/../../device-ip]/cu:users/user/name";
}
leaf password {
type string;
description
"string";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../../device-ip]/cu:users/user/password";

}

leaf password-level {
type enumeration {
enum "0";

enum "7";

description
"password encryption level indicator";

n-ext:maps-to "/ac:devices/ac:device[ac:id=current()/../../device-
ip]/cu:users/user/password-level";

}

15




dayOconfig C:'\Users\Admin\Downle
.gradle
Aidea
build
gradle
src
main
maodel
scripts
e packagexml
= .gitignore
& build.gradle
1 gradle.properties
= gradlew
= gradlew.bat
- settings.gradle
|lli External Libraries

5. Inthe above yang model we can see various Yang Constraints and ATOM extensions
added to bring intelligence into the model and enhance the capabilities of ATOM
Ul/platform and SDK.

AutoGenerate & Define Service logic in Python

For any given service.yang ATOM SDK has the capability to generate service package structure
and the required files for service logic by using python libraries available at
atomsdk/packages/servicemodel/scripts/. For detailed reading on python libraries refer to the
Appendix section Library Utils for Service Modelling.

SDK can auto generate python based business logic completely where custom logic addition is
not required at all. To utilize the functionality of the full code generation, use the extension,
maps-to, for all leaf nodes in a service.yang file.

Example: n-ext:maps-to <device model x-path/rc-path>

Few more ATOM yang extensions relevant to Ul and code-generation refer Appendix section
ATOM Extensions to yang.

To generate a service package, make sure the service yang is inside the directory
‘src/main/model’. The user has the flexibility to generate the output in ‘build/generated’ or in
‘src/main’ itself. For details refer plugin task.

Change to current directory i.e. the service package directory and run the commands
gradle tasks --all (this will display all the tasks)
gradle generateServicePackage(Runs the ServicePackage generate task)

Verify the package is created in the destination folder with below folders and file:

16



FEsoUrces
robot
scripts
ternplates
vendor
packagexml
path.td

e b

ey
w

In the Scripts folder, multiple python files and folders are generated as explained below:

« A sample of the plugin.py file that is required for registering and unregistering of
package to ATOM is shown below:

def get_plugin_info():
return Plugin('dayOconfig', '1.0.0')

from com.anuta.service.python.plugin import PythonPlugin

from com.anuta.service.python.plugin import PythonPluginType

from servicemodel import util
import dayOconfig
from dayOconfig_lib import log

class Plugin(PythonPlugin):
"""Class to register dayOconfig plugin to ATOM
def __init__(self, name, version):
self.setName(name)
self.setVersion(version)
self.setPluginType(PythonPluginType.SERVICE_MODEL)
self.setDescription('DAYOCONFIGService Plugin')
def init(self):
log('registering dayOconfig')
dayOconfig. DAYOCONFIGService.getInstance().register()

def shutdown(self):
log('unregistering dayOconfig')
dayOconfig. DAYOCONFIGService.getInstance().unregister()

17



« A sample of the “dayOconfig.py” file is as below and explained:

Import Block:

Below block represents importing library servicemodel.util, servicemodel.yang and
servicemodel.devicemgr

from servicemodel import util

from servicemodel import yang

from servicemodel import devicemgr

from dayOconfig_lib import getCurrentObjectConfig
import dayOservices.dayOservice.dayOservice

import dayOservices.dayOservice.users.user.user

Handler-Maps

Every use-case contains one main file, here dayOconfig.py with its class
DAYOCONFIGService() having handler maps as below.

Significance of Handler-Maps: When client enters data from Ul or from RESTCONF Client
of any entity (container or list) in usecase, respective handler map is called from python
glue logic. Each handler-map is associated with its entity class definition.

class DAYOCONFIGService(yang.AbstractYangServiceHandler):

"""Class for handling dayOconfig service creation request.

_instance = None

def create(self, id, sdata):

config = getCurrentObjectConfig(id, sdata, None)

def __init__(self):
yang.AbstractYangServiceHandler.__init__(self)
self.handler_map = {

'dayOconfig:dayOservices/dayOservice":
dayOservices.dayOservice.dayOservice.Day0Service.getInstance(),

'dayOconfig:dayOservices/dayOservice/users/user':
dayOservices.dayOservice.users.user.user.User.getInstance(),

}

18



@staticmethod
def getinstance():
if(DAYOCONFIGService._instance is None):
DAYOCONFIGService._instance = DAYOCONFIGService()
return DAYOCONFIGService._instance

« The supporting methods specific to this service package are available in the form of
“dayOconfig_lib.py” file. In addition to these, you can add any other lib python modules,
if required for this service package.

When ATOM SDK is used for code generation of a service.yang file, it will generate a folder
hierarchy within the scripts folder of the generated package as per yang tree structure.

For each folder there will be a service_customization.py file to add modifications required in
auto generated python service logic. For example, a user model which is of a yang type list will
have the following file structure.

A  init_
~ service_customization

A user

Below we can see the structure of code generated within these files.
Class Structure Hierarchy

The structure of the User class is shown below:

class User(yang.AbstractYangServiceHandler):
_instance = None

def __init__(self):
self.delete_pre_processor = service_customization.DeletePreProcessor()
self.create_pre_processor = service_customization.CreatePreProcessor()
self.opaque_args = {}

def create(self, id, sdata):
#Create block

@staticmethod
def getinstance():
if(User._instance == None):
User._instance = User()
return User._instance
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Create (Codegen)

When a client creates the service from Ul or via RESTCONF, the payload is sent as an input to
the create() block of service code as sdata. ATOM Platform keeps track of all the references for
device entries/entities it created during a service create operation.

‘create’ code contains below basic structure of generated code
Fetching input values

The input values sent by the client to the python glue logic is captured in inputdict as shown in
the following snippet of the code:

def create(self, id, sdata):
sdata.getSession().addYangSessionPreReserveProcessor(self.create_pre_processor)

#Fetch Local Config Object
config = getCurrentObjectConfig(id, sdata, 'user')

#Fetch Service Model Context Object
smodelctx = ServiceModelContext(id, sdata)

#Fetch Parent Object
parentobj = getParentObject(sdata)

dev =]

inputkeydict = {}

devbindobjs={}

inputdict = {}

opaque_args = self.opaque_args

# START OF FETCHING THE LEAF PARAMETERS

inputdict['name'] = config.get_field_value('name')
inputdict['password'] = config.get_field_value('password')
inputdict['password_level'] = config.get_field_value('password_level')
# END OF FETCHING THE LEAF PARAMETERS

Create logic using input values

The input values given for service yang leafs are assigned to respective leaf variables of device
models based on the maps-to statement defined for that service yang leaf. This mapping is
maintained in a dictionary called mapping_dict.

Create method requires this mapping_dict as one input along with sdata, dev(which is device
object), and addReference.

import servicemodel.device_abs_lib.users.user

if inputdict.get('name’') is not None:
servicemodel.device_abs_lib.users.user.user().create(sdata, dey, fill_map_devices_device_users_user(inputdict,
sdata=sdata), addref=True)

20



def fill_map_devices_device_users_user(inputdict, sdata=None, pinputdict={}, delete=False, update=False):
mapping_dict_devices_device_users_user = {}
mapping_dict_devices_device_users_user['password'] = inputdict.get('password') if not delete else " if
inputdict.get('password') is not None else inputdict.get('password')
mapping_dict_devices_device_users_user|['password_level'] = inputdict.get('password_level') if not delete else " if
inputdict.get('password_level') is not None else inputdict.get('password_level')
mapping_dict_devices_device_users_user['name'] = inputdict.get('name’) if not update else inputdict.get(‘name’) if
inputdict.get('name’) is not None else pinputdict.get('name’)
return mapping_dict_devices_device_users_user

In the above we see the create method present in library
servicemodel.device_abs_lib.users.user is invoked which is based on the maps-to statements
defined in the service yang. This create method translates to device entity creation in ATOM
with reference held in the platform based on addReference being True/False.

In case the developer wants to code additional custom logic for service Create, he can do it on
top of generated code within the create() block.

Update (AutoUpdate)

When a client tries to edit an existing service entry, then the payload is sent as an input to the
create() block itself as sdata. The code within the create itself will be executed with latest
updated service parameter values.

ATOM platform handles the update on device entries/entities automatically using the
references it had previously. Hence ATOM as a platform gives AutoUpdate functionality.

In case the developer wants to code additional custom logic for service Update without
affecting Create logic, he can still do it using a flag sdata.autoupdate which gets set as True
when client did an update of service entry. Hence the update specific code customization can be
added under if (sdata.autoupdate) within the create block itself.

Delete (AutoDelete)

With the service entity deleted, ATOM Platform handles the delete of device entries/entities
automatically using the references it had previously. Hence the ATOM as a platform gives
AutoDelete functionality.

In case the developer wants to code additional custom logic for service Delete, he can still do it
by having delete() definition defined.

def delete(self, id, sdata):
#Delete custom logic

21



Extending Service Model & Custom Logic

Let us take an example of adding an extra day0 feature (dns-name-server) to the existing
dayOservice. The service logic should be modified to accommodate the changes in the service

thereby extending the service model.

1. Open the dayOconfig.yang file present in src/main/model and add the dns-name-server
list entry as shown below.
2. Extend the dayOconfig.yang as shown below:

container dns {
list name-server {

key "name-server";

leaf name-server {
description

"Valid IPv4 Address (A.B.C.D for e.x: 172.16.1.1)";

type inet:ipv4-address;

}

leaf vrf-name {
type string;
description

"string, Ex:management";

3. For the service.yang generate service package using ATOM SDK
i Change to current directory i.e /ServicePackage
ii. Run the commands

gradle tasks --all (this will display all the tasks )
gradle generateServicePackage (Runs the ServicePackage generate task)

4. Verify the package is updated with new service logic and new folders.

i.  Openthe “name_server.py” file (in the
<pkg>/scripts/dayOservices/dayOservice/dns/name_server folder) and look for

the existing python logic.

As ATOM Extensions of the ‘maps-to’ attribute has not been added for the name-server,
the python logic is not fully complete. The logic does not contain the device bindings and
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the corresponding payload.

5. Add the required custom logic in the “service_customization.py” file (in the
<pkg>/scripts/dayOservices/dayOservice/dns/name_server folder).

Add the missing name-server device bindings and then the create operation with
name-server payload.

An excerpt of the code from the def process_service_device_bindings of the
“service_customization.py” file is shown below:

if modify:
config = kwargs['config']
inputdict = kwargs['inputdict']
inputkeydict = kwargs['inputkeydict']
devbindobjs = kwargs['devbindobjs']
id = kwargs['id']

opaque_args = kwargs['hopaque']

if dev is None or (isinstance(dev,list) and len(dev)==0):

return

import servicemodel.device_abs_lib.dns_server.name_server

if inputdict.get('name_server') is not None:

servicemodel.device_abs_lib.dns_server.name_server.name_server().create(sdata, dey,
fill_map_devices_device_dns_server_name_server(inputdict, sdata=sdata), addref=True)

6. Open the build.gradle and upgrade service package by modifying value of version field
from 7.0.0.0t0 7.0.1.0
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broup 'com.anuta.ncx.packages’
version '7.0.1.0'

apply plugin: 'java'
apply plugin: 'ncx-package-plugin'
repositories {
mavenCentral()
flatDir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

dependencies {

earlib group: 'com.anuta.ncx.packages', name: 'Anuta', version: '7.0.2.8', ext: 'zip'

earlib group: 'com.anuta.ncx.packages', name: 'servicemodel', version: '7.6.2.80', ext: 'zip'
/*

earlib group: 'com.anuta.ncx.packages', name: 'devicemodel', version: '7.5.8.8', ext: 'zip'

earlib group: 'com.anuta.ncx.packages', name: 'bitarray', version: '7.0.0.0', ext: 'zip'

earlib group: 'com.anuta.ncx.packages', name: 'pyangbind', version: '7.8.8.8', ext: 'zip'

earlib group: 'com.anuta.ncx.packages', name: 'abstractdevicemodels', version: '7.0.2.8', ext: 'zip'
*/
}

packagexml {
name 'day@config'
type 'SERVICE MODEL'
description 'day®config Base Package'|
moduleName 'day@config’
ncxVersion '[7.0.0.0,)'
deployOnAgent false
autoStart false

}
buildscript {
repositories {
mavenCentral()
flatDir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

dependencies{
classpath "com.anuta.ncx.packages:ncx-package-plugin:7.0.0.0"
classpath "org.apache.httpcomponents:httpmime:4.5.3"
classpath "org.apache.clerezza.ext:org.json.simple:0.4"

7. This package can be archived and uploaded to ATOM for use. For archiving manually zip
the model, scripts folders, and the package.xm/ and upload to ATOM.

For archiving using SDK, change to the directory level of package and run command:
gradle archive

Deploying & Operating Service Packages
Deploying a Service Package

1. Considering the previous created dayOconfig service, Upload the dayOconfig.zip into
ATOM.

® Packages
C 8 9 0 ¥ scected @B 1-500f98 < Pagel10f2 > | | Search Q

o Version Name A Description Driver-Name Type System-Created Active

| L 8000 bgp_correlation BGP Correlation awareness SERVICE_MODEL (€3] (V]

LD O 7000 bitarray Bitarray Package SERVICE_MODEL ® (V]

o O 8300 capacitymgrdriver Capacity Manager Driver Package SYSTEM_SERVICE [V] [V]
O 8000 cla_workflow_remediation cla_workflow_remediation Base Package SERVICE_MODEL ® (V]
O 830026271 compliance Compliance Manager Package SYSTEM_SERVICE (V] ®
O 830026277 compliance Compliance Manager Package SYSTEM_SERVICE (V] ®

D =R compliance Compliance Manager Package SYSTEM_SERVICE (V] ®
O 830026356 compliance Compliance Manager Package SYSTEM_SERVICE [V] ®
O 830026417 compliance Compliance Manager Package SYSTEM_SERVICE (V] ®

Il O 830026593 compliance Compliance Manager Package SYSTEM_SERVICE [V] [V]
O 7500 cox_demo Cox workflow SERVICE_MODEL ® (V]
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2.

AN

Click Add package and upload the dayOconfig.zip and click the OK button.
Up-Load Package

File-Upload
C\fakepath\dayOconfig.zip

If any error occurs, verify if all the dependent packages are uploaded and registered in
ATOM.

ﬁ Packages
c 1] ® O ¥ sclected @B 1-500f98 Page10f2 » >| | Search
o Version Name 4 Description Driver-Name Type System-Created Active
| LJ 8000 bgp_correlation BGP Correlation awareness SERVICE_MODEL (€3] (V]
I O 7000 bitarray Bitarray Package SERVICE_MODEL ® (V]
o O 8300 capacitymgrdriver Capacity Manager Driver Package SYSTEM_SERVICE (V] (]
Bl O soo0 cla_workflow_remediation cla_workflow_remediation Base Package SERVICE_MODEL ® [V]
9B O 8300267 compliance Compliance Manager Package SYSTEM_SERVICE [ ®
O 830026277 compliance Compliance Manager Package SYSTEM_SERVICE (V] ®
D O 830026553 compliance Compliance Manager Package SYSTEM_SERVICE [V] ®
o O 83002635 compliance Compliance Manager Package SYSTEM_SERVICE [V] ®
O 830026417 compliance Compliance Manager Package SYSTEM_SERVICE (V] ®
NIl O s3002650 compliance Compliance Manager Package SYSTEM_SERVICE [V] [V]
O 7500 cox_demo Cox workflow SERVICE_MODEL ® (V]
7.000 day0config dayOconfig Base Package SERVICE_MODEL ® ®
O 830026593 developerutils Developer utils SYSTEM_SERVICE (] (V]
O 83002635 developerutils Developer utils SYSTEM_SERVICE (V] ®
O 830026417 developerutils Developer utils SYSTEM_SERVICE [V] ®
O 830026553 developerutils Developer utils SYSTEM_SERVICE [V] ®
O 830026277 developerutils Developer utils SYSTEM_SERVICE o ®
O 83002627 developerutils Developer utils SYSTEM_SERVICE (V] ®
O 8300 deviceinventorydriver Device Inventory Driver Package SYSTEM_SERVICE [V] [V]
O 7801 ietf_i2vpn IETF_L2VPN Service Package @servicePackageDescription@ SERVICE_MODEL ® [V]
O 7000 ietf_13vpn_sve IETF_L3VPN_SVC Service Package @servicePackageDescriptio. SERVICE_MODEL ® [V]
e - ~ -

Load the Service Package
To load dayOconfig.zip in ATOM, select the package in the list and click the Load button
and verify that the service package is in “Active” state (true) as shown below.

C @ % ¥ sceced @B
Version Name Description Driver-Name Type System-Created

7000 dayOconfig_ext Day0 Config Service Package (@servicePackageDescription@) SERVICE_MODEL ®

Verify the status of the service package, whether it is LOADED or not.
Go to Administration > Troubleshoot > Services & Metrics > Servers > Components >
Python > ServiceModelPlugin.

Click the Statistics tab and verify for dayOconfig state as LOADED.
Navigate to Tenants & Services > Services to view the dayOconfig
All the above manual steps can be done using SDK gradle cmds.

gradle load (to upload package to ATOM)
gradle activate (to activate package, sets active = true)

gradle deactivate (to deactivate package, sets active = false)

For Extending/Migrating the existing dayOconfig-7.0.0.0.zip to dayOconfig-7.0.1.0.zip,
refer to the section, "Upgrading Service packages"
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Testing the Service Package

1. Navigate to Automation > Services to instantiate the dayOservice service.

Click on dayOservices below

gp | T _CTD Dmwmm Opwm
C selected @B 80f8 | Search Service a
I
Y B Service Name Description Version Instance Count
1l (Sl FS-T Service Package (@servicePackageDescription) 7000 0
o Bvprropenconfig 8400 1
< |l 0
o o 0
[
D |iEl 8000 12
o = 7501 0
t-3 O nt Build, branch=UNKNO. 7000 4
>_

2. Fill the form and click on the OK button

) Create DayOconfig:dayOconfig @ D—.

‘Q Entities

¥ DayOconfig:day0config - Name o
1 | . DayOconfig_test string
— day0config_test
%
oo Device
device
Selected (@ 60f6 search Q
D B Device 4
O 172161139
172.16.3.47
[0 172164110
[0 172165156
[J 17216595
[J 1721659

3. Successfully created dayO service entry can be seen below,

® DayOconfig instances

c 7 ] ¥ selected @D 20f2  Search Q
Q B Name 4 Device
1 | - [0  dayoconfig 172.16.5.95
dayOconfig_test 172.16.3.47
*
e
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4. To view details of the task associated with service creation, go to Task viewer and look
for DataModel Create:dayOservice task. Select the task and click on the Details option to
see the details of the service created. We will be able to see the details of what are sent
as input to dayOservice.

Create: dayOconfig:dayOconfig dayOconfig_test

TaskID  ImjFQUEAB-Re6ZmU6q1DOLpg
User Name  admin

Time Taken |ESfiaiE020)10:10:00] - |ESza0a0 058w (1 seconds)

Summary  Logs

90 AN CREATE Service ﬂayn:uang day@config= dayOcunflg test: dayeconfig nayocnnng
AM  get-datal:/controller:servic da

80 AM  Posted on kafka & taskld
SkJpUnJqueCnnstramtVal)datJDn : false, "stacktrace":

FgUtAB Re6ZnUBG1D0Lpg", "timestamp”: 1608638940969, "commit": true, "autoRollback”
, "payload":

true, "force": false, "skipNotify": false, "verbose": false,

<input=<transaction-policy><fail-fast>true</fail-fast><validation-scope=COMMITTED_DATA</validation-scope<command-sequence-policy>DEPENDENCY BASED</comnand-sequence-policy=<do-not-send-commands-to-devices>true</do

", "operation": "', "systemTask": false, "taskStatusManaged": false, “actionContextPath": "", “errorMsg": "
"admin"}

. "logUpdateReferences": false, "targetApi": "DEFAULT", "type": "CREATE", "yangState": "COMMIT_REQUESTED",

90 A atom-core-75fc4dbog7-8cobf: Processing from kafka

MM {"taskId": "ImjFgUtAB-Re6ZmUSGIDOLPG", "taskState": "COMMIT_REQUESTED", "timestamp": 1608608041165, "description”: ",
"commandGenerationDisabled”: false, "autoRollback”: true, "serviceOperationType": "CREATE", "operationType": "CREATE"
A1 Resuming commit

A Triggering data model commit

A1 service(create = 3)

A1 Create: /controller:services/daydconfig:dayBconfig=dayfconfig test

"serviceTemplate": "daydconfig", "serviceInstance": "day@cenfig_test"
, "verbose": false, "processDeletion”: false, "logUpdateReferences": false}

+ daydconfig: daydconfig:
+ device: 3.42

5. Commands generated for dayOservice can also be viewed in the Task Details:

Create: dayOconfig:dayOconfig

X

07/03/2020, 20:47:42 JEll 07/03/2020, 20:47:44 Time Taken : 2 seconds

TASKID : HfdSnvhbM_ROGMFNh16cUU1Q
Logs ~ Commands

Result: DEVICE: name = enacch ip-address = 172.16.3.47

Operation: UpdateSnmp
Status: TO_BE_PROVISIONED

snmp-server community public ro

RollbackCommands :

Result:

Download as Config

Upgrading Service package

1. Service packages can be upgraded to newer versions without disrupting the ATOM.
2. Add the required modifications to the existing service package and tag changes with
appropriate version number in the respective build.gradle file.

group 'com.anuta.ncx.packages'
version '7.0.1.0

3. Create the zip of the required service package to be upgraded.

NOTE: Check that all the tasks running in ATOM are in ‘COMPLETE’ state before
upgrading the package.

4. The package can be upgraded in the ATOM using below gradle task:
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gradle upgrade

This gradle upgrade task will do following steps:
1. Enable’s maintenance mode on ATOM

2. Load the package need to be upgraded

3. Activates the Package and then disables maintenance mode.

ackages x Tasks €

c

T B @ O ¥ sceced @D

Version Name Description Driver-Name Type System-Created Active}

7010 dayOconfig_ext Day0 Config age SERVICE_MODEL ® ®

O roee dayoconfg.ext Dayo Config 9 SERVICE_MODEL ® (V] Load Package: day0config_ext Version =7.0.1.0
0O 7020 g SERVICE_MODEL ® [} ® Data y
O 7so0 tcldayoconfig TCLDAYOGONFIG Service Package build=54785, branch=releas. SERVICE_MODEL ® o © 20201223 115510

Details

Upload: day0config_ext:7.0.1.0

@ Upload: dayoconfig_ext:7.0.1.0 Trace Logs

© 2020-12:23 11:58:52 Debug Logs
View

Delete Package day0config_ext Version -

@ Deleted Package dayOconfig_ext Vers

© 2020-12:23 11:57:42

Download

Load Package: dayOconfig_ext Version = 7.0.1.0

TaskID  MBL2NKUIHMTEKKAZQn13DIQw

User Name admin
Time Taken | ESAREVESSSHD) - Wk
Logs  Summary

Dec 23, 2020, 11:50:10 AW RPC Operation packages:activate-package started.
Dec 23, 2020, 11:50:10 AM  Request

{"input": {"package-id": "PINlvdeztncL6gSbRaUXG30"}}

Dec 23, 2020, 11:59:10 AM g the load package request
Dec 23, 2020, 11:50:11 AW O1d and new schema is exactly same
Dec 23, 2020, 11:59:12 AW No Schema changes to process

Dec 23, 2020, 11:59:12 AW  Generated upgrade script

Dec 23, 2020, 11:50:12 AW Entering: DATA MODEL MODIFICATION
Dec 23, 2020, 11:59:16 AN Approval required after Phasel

Dec 23, 2020, 11:59:16 AW Generating changeset

Dec 23, 2020, 11:59:16 AM

Dec 23, 2020, 11:59:16 AH  Computing leafrefs before commit

Approval

Approval (™) peject O #pprove

Comment

Schedule
Now

Schedule

dd
Later ]

NOTE:

1. The command, gradle upgrade, will automatically put ATOM in maintenance mode,
upload the modified package and disable the maintenance mode.

2. If required execute the command ‘gradle clean’ before upgrade.

5. Look for the ‘Active’ state status of the upgraded package.
6. Observe that the status of the Base package (version 7.0.0.0) is set to FALSE and the
upgraded package status is set to TRUE(version 7.0.1.0).
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Exercise: L2Edge Service Modeling

This section describes the procedure for creating a service package for L2Edge service. (in this
example, 12edge.yang is modelled to configure an interface as L2 interface-types access/trunk

Day0 Config Service Package (@servicePackageDescription@)

with respective vlans)

1.

2.
3.

Packages

c ] @ ¥ sclected @D
Version Name 4 Description
O 8300 Anuta Networks Anuta Networks Base Package
O 8300 Anuta Networks Seed Data Anuta Networks Seed Data Package
O 7020 Cisco Systems Cisco Systems Base Package
O 7500 Device SDK Device Model SDK Package
[J 8300 Vmware Service Vmware device Driver Package
O 7020 abstractdevicemodels Abstract Device Models
O 7000 abstractdevicemodels Abstract Device Models
O 830026277 alarmmardriver Alarm Manager Driver Package
[J 8300 amgplistener Amap Listener
(m] 7.0.0.0 bitarray Bitarray Package
O 8300 capacitymgrdriver Capacity Manager Driver Package
O 830026277 compliance Compliance Manager Package
O 7.000 dayOconfig_ext

7.01.0 dayOconfig_ext Day0 Config Service Package |
m wanlmarsdiln Pvinlannr siln

Driver-Name

VmWare Host

Type

DEVICE

DEVICE

DEVICE

DEVICE

DEVICE

SERVICE_MODEL

SERVICE_MODEL

SYSTEM_SERVICE

SYSTEM_SERVICE

SERVIGE_MODEL

SYSTEM_SERVICE

SYSTEM_SERVICE

SERVICE_MODEL

SERVICE_MODEL

340f34 Search

System-Created

YPRRPOORAIIROB®®

Extract the provided atomsdk zip and create a service package environment by selecting

option of type SERVICE_MODEL and package name as |2edge as per Creating a Package

using SDK.

Create I12edge.yang under src/main/model

Put below content in 12edge.yang

Active

module [2edge {
yang-version 1.1;
namespace "http://oneandone.net/|2edge";

prefix 12edge;

import controller { prefix ac;}

import junos-conf-root {
prefix jcr;

}

import junos-conf-interfaces {
prefix jci;

}

import junos-conf-vlans {
prefix jev;

}

import ncx-extensions {
prefix n-ext;

}
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import sdk-extensions {
prefix s-ext;

}

description

"This module provides the [2-edge service";

revision 2018-06-19 {
description

"Initial revision.";

augment "/ac:services" {
list 12-edge {
n-ext:ncx-service;
n-ext:ncx-auto-update "ENTITY_LEVEL";

description "Provides configuration for [2-edge ports.The |2-edge service provides network
connectivity for end hosts";

key name;
leaf name {
description "Name of the 12-edge service";
type string;
}
leaf description {
description "Description of the user of the service (port description)";

type string;

container devices {
description "Devices that should form an 12-edge service.";
list device {
description "Device the port should be configured on.";
key name;
unique "device-id interface-name";
leaf name {
type string;
}

leaf device-id {
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type leafref {

path "/ac:devices/ac:device/ac:id";

}
leaf unit {
type uint32;
description
"unit value";
n-ext:maps-to "/jcr:configuration/jci:interfaces/jci:interface/jci:unit/jci:name"{
s-ext:device-platform "JUNOS";
}
}
leaf variant {
type enumeration {
enum "trunk";
enum "access";
}
default "trunk";
n-ext:non-updatable;

n-ext:maps-to
"/jcr:configuration/jci:interfaces/interface[jci:name=current()/../interface-name]/unit[jci:name=current()
/../unit]/family/ethernet-switching/port-mode"{

s-ext:device-platform "JUNOS";
}

n-ext:maps-to
"/jcr:configuration/jci:interfaces/interface[jci:name=current()/../port-channel-id]/unit[jci:name=current()
/../unit]/family/ethernet-switching/port-mode"{

s-ext:device-platform "JUNOS";
}
}
leaf interface-name {
description "Interface for the |12-edge service";
type string {

n-ext:atom-leafref-path
"/ac:devices/ac:device[ac:id=current()/../device-id]/jcr:configuration/jci:interfaces/jci:interface/jci:name

}
mandatory true;
n-ext:maps-to "/jcr:configuration/jci:interfaces/interface/name"{

s-ext:device-platform "JUNOS";
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}

n-ext:ncx-add-reference-false;

}

must

'(count(/ac:services/I2edge:|2-edge/devices/device[device-id=current()/device-id]/interface-name[interfa

ce-name=current()/interface-name]) < 2)' {
error-message "Interface Name already used";
}
leaf native-vlan {
description "Native VLAN that is configured when trunk ports are used";
type int16 {
range 1..4094;
}
mandatory true;
when "../variant = 'trunk"";
n-ext:maps-to "/jcr:configuration/jcv:vlans/vlan/vlan-id"{
s-ext:device-platform "JUNOS";
}
n-ext:ncx-maps-to-expr "/jcr:configuration/jcv:vlans/vlan/name = Vlancurrent()"{
s-ext:device-platform "JUNOS";
}

n-ext:maps-to
"/jcr:configuration/jci:interfaces/interface/unit/family/ethernet-switching/native-vlan-id"{

s-ext:device-platform "JUNOS";
}
}
container vlans {
description "List of vlans permitted on the I2-edge ports";
leaf-list vlan-id {
type int16 {
range 2..4094;
}
min-elements 1;
n-ext:maps-to "/jcr:configuration/jcv:vlans/vlan/vlan-id"{
s-ext:device-platform "JUNOS";
}
n-ext:ncx-maps-to-expr "/jcr:configuration/jcv:vlans/vlan/name = Vlancurrent()"{

s-ext:device-platform "JUNOS";
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}

must
'(count(/ac:services/I2edge:|2-edge[name=current()/../../../name]/devices/device[name=current()/../na
me]/vlans/vlan-id) = 1 and ../variant = "access") or
(count(/ac:services/I2edge:12-edge[name=current()/../../../name]/devices/device[name=current()/../nam
e]/vlans/vlan-id) >= 1 and ../variant = "trunk")" {

error-message "vlan should be one if variant is access or vlan should be >= one if variant is
trunk";

}

Using ATOM sdk plugin task generate the service package code for 12edge.yang as below.

Change to current directory i.e. the service package directory & run the commands
gradle tasks --all (this will display all the tasks )
gradle generateServicePackage(Runs the ServicePackage generate task )

Now the scripts folder has the auto-generated code. This code will have device mapping
code as well since the yang has mappings between service leafs and device model leafs
using maps-to statement.

Now we need to generate pybinds specific to device mappings:

gradle gDPB

Change to the current directory, i.e., servicepackage and run:
gradle archive

Uploading I12edge service package zip to ATOM

Navigate to Administration > Plugins & Extensions > Packages > Add
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File-Upload

C:\fakepath\i2edge 8.6.0.0.2ip

On successful upload of the package, the following is displayed on the screen:

ﬁ Packages
Cc i B @ O ¥ scected 280f28  Search

0 Version Name Description Driver-Name Type System-Created Active Activating Task De

1 | o O soo0 Juniper174R1NetconfDriver Juniper174R1NetconfDriver Base Package DEVICE ® ®

. O 7040 abstractdevicemodels Abstract Device Models SERVICE_MODEL. ® ®

)

L[] 880036210 alarmmgrdriver ‘Alarm Manager Driver Package SYSTEM_SERVICE (-] ] Dj6QrhOMN6TZYNACDXNZP26W
O eso0 amgplistener Amgp Listener SYSTEM_SERVICE o ° ja45QCyIMS-CjlS0XME1_mQ

@ O 7000 bitarray Bitarray Package SERVICE_MODEL. ® ®

&) O esoo capacitymgrdriver Capacity Manager Driver Package SYSTEM_SERVICE (V] V] 140rSTIMFDQWK1J7-gAWORAA
O ssoo036z10 compliance Compliance Manager Package SYSTEM_SERVICE [“] ] Dj6QrhOMN6TZyNACDXNZP26W

¢ O ssoo036z10 developerutils Daveloper utils SYSTEM_SERVICE [“] ] Dj6QrhOMN6TZyNACDXNZP26W
O esoo03e210 deviceinventorydriver Device Inventory Driver Package SYSTEM_SERVICE [] ] Dj6QrhOMN6TZynACDXNZP 26w
O sso0 ipaddresspoolmanagerdriver Ip Address Manager Driver Package SYSTEM_SERVICE [] ] Dj6QrhOMN6TZynACDXNZP 26w
O 7000 jinja2 Jinja2 Package SERVICE_MODEL @ ®
O ssoo036210 jobinfradriver Job Infra Driver Package SYSTEM_SERVICE [] ] Dj6QrhOMN6TZynACDXNZP 26w
8.6.0.0 12edge 12edge Base Package SERVICE_MODEL ® ®
O sso0 licensemgrdriver License Manager Driver Package SYSTEM_SERVICE (] ] Dj6QrhOMN6TZYNACDXNZP 26w
O sz00 messagebroker Message Broker Details SYSTEM_SERVICE (] ] Dj6QrhOMN6TZYNACDXNZP 26w
O ssoo0 parserutils Parser utils SYSTEM_SERVICE o ° Esb108jEj5RnaKhsGZAFAFTQ
O eso0 podinvdriver Pod Inventory Driver Package SYSTEM_SERVICE (-] ] Dj6QrhOMN6TZYNACDXNZP26W
O 7000 pyangbind Pyangbind SDK Package SERVICE_MODEL ® ®

8. To Activate the I2edge package by selecting from list of packages using search box as
below

ﬁ Packages
cC 8§ 9 0 ¥ cseeced 320132 | %
st
Version Name 4 Description Driver-Name Type System-Creates
I I - O s300 Anuta Networks Anuta Networks Base Package DEVICE {
O e300 Anuta Networks Seed Data Anuta Networks Seed Data Package DEVICE {
.':,3 O 7500 Device SDK Device Model SDK Package DEVICE
O 7so0a Juniper174R1NetconfDriver Juniper174R1NetconfDriver Base Package DEVICE
@ O 7802 Juniper174R1PyBinds Juniper174R1PyBinds Base Package SERVICE_MODEL
D D 83.00 Vmware Service Vmware device Driver Package VmWare Host DEVICE {
O 7o20 abstractdevicemodels Abstract Device Models SERVICE_MODEL

After entering ‘I2edge’ key in search box hit the enter button to get the result

R Packages
C ® B @ O ¥ sceced 10f1 | Ize

0
Version Name 4 Description Driver-Name Type System-Created Active Activating-Task De-Activating-Task
o 86.00 I2ed, I2edge Base Packa 'SERVICE_MODEL

N = oe oe = ® ®

Select the package and hit Activate button

After Active Package completion, notice Active state changed to true.
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Packages
@

¢} B B g ¥ sceced @ 20f2 | I12e
O -
Version Name Description Driver-Name Type System-Created Active
||| O 7000 branchaccessservice Branch Access Service Package @servicePackageDescription@ SERVICE_MODEL ® [V]
¥ 8600 12edge 12edge Base Package SERVICE_MODEL ® [}
.
-
)

9. Check package python load status in the service model plugin

Navigate to Administration > Troubleshoot > Services & Metrics > Servers >
Components > Parent-Name: Python > ServiceModel Plugin

0
Dashboard @ servers Components | ISHGEUIEEI]
» CJATOM Agents Stop Server
& Resources >
Server Name Server State Criticality Last Event Received TimeStamp
Config Manager Parent Name: Debug (2 Servers)
Collection Parent Name: 0SGi (2 Servers)
Automation B Parent Name: Python (1 Server)
ServiceModel Plugin RUNNING MINOR Registering openstack s..  06/03/19 03:46:36 pm
Assurance
Parent Name: SNMP (1 Server)
HEmTE > Refresh | (T] Edit Columns
Reports . . -
P Service Parameters Statistics Events History
gt A .
Administration
Name Value
@ Developer Tools
No records found
To Check the I2edge package loaded properly or not, select ServiceModel Plugin and
o
22 Dashboard @servers SIS System Health
& Resources » CJATOM Agents P> Stop Server
Server Name ‘Server State Criticality Last Event Received TimeStamp
B Config Manager ey
- B Parent Name: OSGi (2 Servers)
& Collection
B Parent Name: Python (1 Server)
B Automation
ServiceModel Plugin RUNNING MINOR Registering openstack service: plug... 12/24/20 12:30:58 pm
B Assurance H Parent Name: System (8 Servers)
& Alarms
£ Refresh | [DEdit Columns
@) Reports
£ Administration
® Developer Tools Plugin Version State Loaded At Description
ietf_I2vpn_sve_oc 80.0.0 LOADED 2020-12-24 06:48:33.785 ietf_|2vpn_sve_oc Base Packag
evpn_i3vpn 8.0.00 LOADED 2020-12-24 06:48:34.049 evpn_I3vpn Base Package
evpn_vpws 8.0.0.0 LOADED 2020-12-24 06:48:34.16 evpn_vpws Base Package
12edge 8.6.0.0 LOADED 2020-12-24 06:48:34.411 I2edge Base Package
configrestore 7500 LOADED 2020-12-24 06:48:34.608 configrestore Base Package
ietf_I2vpn 81.00 LOADED 2020-12-24 06:48:35.941 IETF_L2VPN Service Package ¢

10. Creating the |2edge through ATOM
Navigate to Automation > Services

In the Catalog pane, click the 12edge:|2-edge > click + to add the [2edge.
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In the Create lI2edge, fill the values in the properties displayed in the form:

& Create L2edge:|2-Edge {8} &

‘D Entities

L2edge:l2-Edge Name o
ame of the .
i
"
e Description

Description of the user of the service (port description)

Click [’4 to instantiate the service.

To track the service, Go to Administration -> Tasks and Events and find for the tasks
created:

Tasks Events

0 C search Q

[
Operation Name Component Status Message Approval Seeker £
> . " .

I I 1 D Create: [2edge:|2-edge Jcontroller:services/|2edge:|2-edge=test m Operation completed successfully admin

Tasks Events

o c o I search Q
A

Operation Name Compaonent Status Message Approval Seeker
I I 1 > Create: [2edge:I2-edge Jcontroller:services/|2edge:12-edge=test Operation completed successfully admin
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Create: |2edge:|2-edge

Legs  Commands

 devices:
device:
device-id: 172.16.5.96
interface-name: ge-8/0/4
name: testl
port-channel-id: 7
unit: @
variant: access
vlans:
+ vlan-id: 789
May 15, 2828, 12:18:22 aM  Update: fcontroller:devices/device=172.16.5.96/junos-conf-
root:configuration/junos-conf-interfaces:interfaces/interface=ge-0%2F0%2F4
interface:
name: ge-8/8/4
May 15, 2@2@, 12:12:23 aM  Create: /fcontroller:devices/device=172.16.5.96/junos-conf-
root:configuration/junos-conf-interfaces:interfaces/interface=ae7
+ interface:
+ name: as? L‘\5
aggregated-ether-options:
link-speed: 1g
lacp:
active: true
unit:
name: @
family:
ethernet-switching:
interface-mode: access
port-mode: access
vlan:
members: 789
May 15, 2828, 12:18:23 &M  Update: fcontroller:devices/device=172.16.5.96/junos-conf-
root:configuration/junos-conf-interfaces:interfaces/interface=ge-0%2F0%2F4/ether-options/ieee-802.3ad

+ o+ o+ o+ o+ o+ o+ o+

F I S T S I R T T S

ieee-2@2.3ad:
- bundle: ael
+ bundle: ae7
May 15, 2828, 12:18:23 aM  Create: fcontroller:devices/device=172.16.5.96/junos-conf-
root:configuration/junos-conf-vlans:vlans/v1lan=V1an789
+ vlan:
+ name: V1an789
+ vlan-id: 789
MAy 15. ?A2A. 12:18:23 AM

Exercise: L3 Service Service Modeling

This section describes the procedure for creating service package for a L3 service (in this
example, 13service.yang is modelled to configure an interface either as I3/sub/vlan and make it
part of a vrf and assign IP)

1. Extract the provided atomsdk zip and create a service package environment by selecting
the option of type SERVICE_MODEL and package name as |3service as per Creating a

Package using SDK.
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2. Create I3service.yang under src/main/model
3. Put below content in I3service.yang

module I3service {
namespace "http://anutanetworks.com/I3service";

prefix [3service;

import ietf-inet-types {
prefix inet;

}

import ncx-extensions {
prefix n-ext;

}

import sdk-extensions {
prefix s-ext;

}

import controller {
prefix ac;

}

import interface {
prefix ai;

}

import I2features {
prefix 12;

}

import I13features {
prefix I3;

}

import ncx-types {
prefix nt;

}

organization

"Anuta Networks";

revision 2014-07-01 {
description

"Initial revision";




typedef interface-mode-type {
type enumeration {
enum "sub-interface";
enum "I3-interface";
enum "vlan";
}
}

grouping I3service {
leaf service-status {
type string;
description
"string";
config false;
default "AVAILABLE";
}
leaf name {
type string;
description
"string";
mandatory true;
}
leaf device-id {
type leafref {
path "/ac:devices/ac:device/ac:id";
}
description
"device-id";
mandatory true;
}
leaf interface-mode {
type interface-mode-type;
description
"sub-interface
I3-interface

vlan
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",
’

mandatory true;

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/mode";

}
leaf interface {
type leafref {
path "/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/ai:interface/ai:long-name";
}
description
"interface";
when "../interface-mode = 'sub-interface' or ../interface-mode = '[3-interface' ";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/long-name = current()";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/name = current()";
s-ext:ncx-maps-to-expr-when "../interface-mode = 'I3-interface";
n-ext:ncx-add-reference-when "../interface-mode = 'sub-interface' or ../interface-mode = 'vlan'";
n-ext:non-updatable;
}
leaf description {
type string;
description
"string";
n-ext:maps-to "/ac:devices/ac:device[ac:id=current()/../device-id]/12:vlans/I2:vlan/I2:name";
n-ext:maps-to

"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/description";

}
leaf vrf {
type string;
description
"string";
n-ext:maps-to "/ac:devices/ac:device[ac:id=current()/../device-id]/I13:vrfs/13:vrf/I13:name";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/vrf";

}
leaf vlan-id {
type uint32 {
range "1..4096";
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}

description
"1..4096";
mandatory true;
n-ext:maps-to "/ac:devices/ac:device[ac:id=current()/../device-id]/12:vlans/I2:vlan/12:id";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/vlan";

when "../interface-mode = 'sub-interface' or ../interface-mode = 'vlan'";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/long-name = Vlan+current()";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/name = Vlan+current()";
s-ext:ncx-maps-to-expr-when "../interface-mode = 'vlan'";
}
leaf ip-address {
type inet:ipv4-address;
description
"Valid IPv4 Address (A.B.C.D for e.x: 172.16.1.1)";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/ip-address";

}
leaf netmask {
type inet:ipv4-address;
description
"Valid IPv4 Address (A.B.C.D for e.x: 172.16.1.1)";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
ce]/netmask";

}
leaf ipv6-address {
type inet:ipv6-address;
description
"Valid IPv6 Address (X::Y for e.x: 2001::1)";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa
cel/ipv6-address";

}

leaf ipv6-prefix-length {
type nt:ipv6-prefix-length;
description

"IPv6 netmask in CIDR notation.";
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n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa

ce]/ipve-prefix-length";
}
leaf vrf-definition-mode {
type boolean;
description
"vrf-definition-mode: True/False";
default "true";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/ai:interfaces/interface[long-name=current()/../interfa

ce]/vrf-definition-mode";

n-ext:maps-to
"/ac:devices/ac:device[ac:id=current()/../device-id]/I13:vrfs/I3:vrf[name=current()/../vrf]/13:vrf-definition-

mode";
config false;
}
}

augment "/ac:services" {
container I3-services {
list I3-service {
n-ext:ncx-service;

key "name";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/long-name =

S(interface).S(vlan-id)";
n-ext:ncx-maps-to-expr "/ac:devices/device/ai:interfaces/interface/name = S(interface).$(vlan-id)";

s-ext:ncx-maps-to-expr-when "../interface-mode = 'sub-interface'";
uses I3service:I3service;

}
}

5. Using ATOM sdk plugin task generate the service package code for I3service.yang as

below
Change to current directory i.e. the service package directory & run the commands

gradle tasks --all (this will display all the tasks )

gradle generateServicePackage(Runs the ServicePackage generate task )
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9. Now the scripts folder has the auto-generated code. This code will have device mapping
code as well since the yang has mappings between service leafs and device model leafs
using maps-to statement.

10. Change to the current directory, i.e., servicepackage and run:

gradle archive
7. Uploading I3service service package zip to ATOM

Navigate to Administration > Plugins & Extensions > Packages > Add

File-Upload

C\fakepathh3service-8.0.0.0.zip

On successful upload of the package, the following is displayed on the screen:

@ Packages
C ® B ® O ¥ sclced 31031 Search
o Version Neme 4. Description DriverName Type System-Created Active Activating Task De-Activating Task
1 | - O ss00 amgplistener AmQgp Listener SYSTEM_SERVICE o ° Fda6Eepu3-Sz2RagHtakJu-w
o O 7oo00 bitarray Bitarray Package SERVICE_MODEL ® ®
(&M [] sso0 pacity ger Driver Package SYSTEM_SERVICE V] [] A6-XdrVSBNQOGY2Tpsd6-Zzw
0O sooa cisco_cli cisco_cli Base Package DEVICE ® ®
@ O ss0036183 compliance Compliance Manager Package SYSTEM_SERVICE o ° N04vhbW8hBTbq1VOBVKMzvXg
D O ssoossies developerutils Developer utils SYSTEM_SERVICE ] (] FIDLY16B8RRIOrg4dNDP2XA
[0 880036183 deviceinventorydriver Device Inventory Driver Package SYSTEM_SERVICE ] [] LR]3WU3TBpRZ200RaX1Ewl6g
Q O seso0 ipaddresspoolmanagerdriver Ip Address Manager Driver Package SYSTEM_SERVICE o o Jyd39ESqkwTBUpPX W7 2ijXH5Q
O 7000 jinja2 Jinja2 Package SERVICE_MODEL ® ®
[0 sesoossies Jobinfradriver Job Infra Driver Package SYSTEM_SERVICE ] () FUnILWS50XQTCtABKK817X1Q
8000 13service. L3 Service Package SERVICE_MODEL ® ®
O sso0 licensemgrdriver License Manager Driver Package SYSTEM_SERVICE (] (] ANXPg2FM1XQEOQViugnve3Tg
O sa00 Details SYSTEM_SERVICE o o KZ86CUxtrsQleDMEZ_HTO7ew
O 7oo00 ncxparser Parser SERVICE_MODEL ® ®
O sso00 parserutils Parser utils SYSTEM_SERVICE ° o FSIp2ASOB|TVIBNri66WOIrw
O sso0 podinvdriver Pod Inventory Driver Package SYSTEM_SERVICE ° ° GAYt2P5BVLREBOpSNhJfUOIiw
O 7000 pyangbind Pyangbind SDK Package SERVICE_MODEL ® ®
O 7000 D g DEVICE ® ®
O 7040  senicem odel Service Model SDK Package SERVICE_MODEL ® ®
O 7so0 Base Package DEVICE ® @

9. To Activate the I3service package by selecting from the list of packages using search box
as below.After entering ‘I3service’ or ‘13’ key in search box hit the enter button to give
the result and Select the package and hit the Activate button.
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10f1  I3sef

Driver-Name Type De-Activating Task Pyang-ignon

SERVICE_MODEL ® ®

System-Created Active Activating-Task

After Active Package completion, notice Active state changed to true.

Packages
®*R

c + B A~ 10f1 lase
fist

Version Name 4. Description Driver-Name Type System-Created Active Activating-Task De-Activating-Task
1 | ] O so00 I3service L3 Service Package SERVICE_MODEL ® ° BmlIfAYOWWTIKLHAjYZ5Aw

10. Check package python load status in the service model plugin

Navigate to Administration > Troubleshoot > Services & Metrics > Servers >
Components > Parent-Name: Python > ServiceModel Plugin

22 Dashboard @ servers

= » [JATOM Agents
&8 Resources

Config Manager

B Collection

Automation

Assurance

&t Alarms

f&l Reports

£ Administration

® Developer Tools

Components | ESEEUIEETG]

P> Stop Server

Server Name Server State Criticality Last Event Received TimeStamp

Parent Name: Debug (2 Servers)
Parent Name: 0SGi (2 Servers)

B Parent Name: Python (1 Server)

ServiceModel Plugin RUNNING MINOR Registering openstack s..  06/03/19 03:46:36 pm
Parent Name: SNMP (1 Server)

> Refresh | [T] Edit Columns

Service Parameters Statistics

Name Value

No records found

To Check the I13service package loaded properly or not, select ServiceModel Plugin and
Click on Statistics will show the list of packages loaded into ATOM as below.
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22 Dashboard @ servers Components [EVSCHTTEEY

» [ ATOM Agents Stop Server
= Resources » stop

Server Name Server State Criticality Last Event Received TimeStamp
B Config Manager — FarCIINaIIS, AYSIL U OTIVET

& Collection B Parent Name: Database (3 Servers)

B Parent Name: Debug (2 Servers
& Automation 9 )

B Parent Name: 0SGi (2 Servers)

B Assurance

B Parent Name: Python (1 Server)

i Alarms

ServiceModel Plugin RUNNING MINOR jisteri ervice: plug... 1 :42:47 pm
) Reports © Parent Name: System (8 Servers)
2 Administration B Parent Name: Yang (1 Server)

£ Refresh | [T]Edit Columns

Plugin Version State Loaded At Description
panoramadevicedriver 7.00.0 LOADED 2020-12-23 07:53:44.442 panoramadevicedriver Base Pa
cumulus 7.020 LOADED 2020-12-23 07:53:44.482 cumulus Base Package
vmwarevnfdevicedriver 7.000 LOADED 2020-12-23 07:53:44.498 vmwarevnfdevicedriver Device |
aristanetworks. 8001 LOADED 2020-12-23 07:53:44.514. Arista Networks Base Package
devicelicenseinfo 7.000 LOADED 2020-12-23 07:53:44.555 Provides License Information F
MPLS_VPN_MIB 7.000 LOADED 2020-12-23 07:53:44.61 MPLS_VPN_MIB Base Package
Juniper194R110NetconfDriver 81.00 LOADED 2020-12-23 07:53:44.662 Juniper! 94R110NetconfDriver |
Juniper174R1NetconfDriver 8000 LOADED 2020-12-23 07:53:44.675 Juniper174R1NetconfDriver Ba
I3service 2.0.0.0 LOADED 2020-12-23 08:12:47.094 L3 Service Package
@® Developer Tools
2 Refresh 2 Refresh | [T]Edit Columns.

11. Creating the I3service through ATOM
Navigate to Automation > Services
In the Details pane, click the L3service icon > click Add L3service.

In the Create I3service pane, fill the values in the properties displayed in the form:

7y Createldservice & [

. X
AQ
Name o
ih
()
el DevicelD o
x v

Interface-Mode o

(o)

Sub-Interface L3-Interface Vlan

PEI  Description

vrf

IP Address

Netmask

Ipvé-Address

Click OK to instantiate the service.
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To track the service, Go to Administration -> Tasks and Events and find for the tasks
created:

ﬁ Tasks  Events

c o 3% search
D

Operation Name Component Status Message Approval Seeker Approver
ils > Create: 13-service star i icela- /13-servi @ESEEN  Operation completed successfully admin N/A
. [ Metric-instance-data: 172.16.1.139 [devices = 1(0) mibs = 2(  /controller:system MCGEEEEN  Completed admin N/A
3
“

> [ Base Config Pull [172.16.1.139] Jeontroller devices/device=172.16.1.139 [SSEEEN  Operation completed successfully admin N/A

@ Tasks  Events

CcC o % search
) _
Opera  View Component Status Message Approval Seeker Approver <
1l [ Details sHealthCheck_DEVICE (count=4) Jeontroller:devices/device=172.16.1.139 @ESEEEN Collection Job Completed for Dummy Device admin N/A
o Debug LV.  Job Collection: DeviceHealthCheck.  /controller:devices/d 172.16.3.31 [MESEEEEN  Operation completed successfully admin N/A
(g
“
f— 1Job Collection:DeviceHealthCheck.  /controller:devices/device=172.16.3.30 | Compiete | Operation completed successfully admin N/A
tace Logs
@ L vonecuon Job Collection:DeviceHealthCheck.  /controller:devices/device=172.16.1.139 [MGSHEEEN  Operation completed successfully admin N/A
3,{# M Create: I3-service star i vice:3 | Complete | Operation completed successfully admin N/A
1 Audit: Create: 13-service star 172.16.1.130 Jeontroller:devices/device=172.16.1.139 [ Complete | N/A

Create: I3-service star

Logs  Summary  Commands
TOTCTEALeULE = 7APP/TESLCUN/UALA/ COMLTDLLET URVICES/QRVICE=1/Z, 10, 1. 139/ L3 EQLUTES VT 1S
+ 111 payload = <I3features:vrf xnlns:13features="http://anutanetworks. con/13features"><nane>star</name><vrf-definition-nodestrue</vrf-definition-node></13features:vrf>

Dec 23, 2020, 2:52:53 PM  entity-exists:/controller:devices/device=172.16.1.139/12features:vlans (duration = 14 msec)

Dec 23, 2020, 2:52:53 PM  create-data:/app/restconf/data/controller:devices/device=172.16.1.139/12features: vlans (duration - 34 msec). Params:
« [6] createData = /app/restconf/data/controller:devices/device=172.16.1.139/12features:vlans
« [1] payload = <l2features:vlan xmlns:12feature: ttp://anutanetworks. com/12features"><id>22</id></12features:vlan>

Dec 23, 2020, 2:52:53 PM  entity-exists:/controller:devices/device=172.16.1.138/interface: interfaces (duration = 7 msec)
Dec 23, 2020, 2:52:53 PM create-data:/app/restconf/data/controller:devices/device=172.16.1.139/interface: interfaces (duration = 32 msec). Params:
- [0] createData - /app/restconf/data/controller:devices/device=172.16.1,139/interface interfaces
- [1] payload = <interface:interface xmlns:interface="http://anutanetworks.com/interface"><long-name=FastEthernets. 22</Long-name><nane>FastEthernets. 22</name><node=sub- interface</mode><ip-address>16.6.6.6</ip-address>
<netmask=255,255.255 . 0</netnask><admin-state=UP</adn. .. (515 bytes)

Dec 23, 2020,
Dec 23, 2020,
Dec 23, 2020,
Dec 23, 2020,
Dec 23, 2020,
Dec 23, 2020,
Dec 23, 2020,

:52:54 PM  Saving commands

:52:54 PM  Resuming commit

:52:54 PM  Dry-run mode. Commands will not be sent to the device

:52:54 PM  Device is in offline provision mode. Command execution will not be attempted.
:52:54 PM  Triggering data model commit

:52:54 PM  Reservation cleanup count: ©

:52:54 pM  device(create = 9, update = 6) service(create = 11)

2
2
2
2
2
2
2
2:52:54 PM  Create: /controller:services/l3service:13-services/13-service=star

+  device-id: 172.16.1.139

+  interface: FastEthernets

+ interface-mode: sub-interface

+  ip-address: 16.6.6.6

+  name: star

+  netmask: 255.255.255.0

+  service-status: AVAILABLE

+ vlan-id: 22

+ vrf: star

+ vrf-definition-mode: true

Dec 23, 2020, 2:52:54 PM  Create: /controller:devices/device=172.16.1.139/13features:vrfs/vrf=star
+ vrf:

+  name: star

+ vrf-definition-mode: true

Dec 23, 2020, 2:52:54 PM  Create: /controller:devices/device=172.16.1.139/12features:vlans/vlan=22

Dec 23, 2020, 2:52:54 PM  Update: /controller:devices/device=172.16.1.139/interface:interfaces/interface=FastEthernet8.22
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Appendix
ATOM Schema Browser

Using the Schema Browser, you can browse the YANG schema (object tree) to derive the relative
path for the modelled entities in ATOM. Using this utility, you can look at all the ATOM entities
that have been modelled in YANG. Apart from the schema structure of the individual entities,
you can also view the schema of any device or service package that is activated in ATOM.

Example

In this example, let us explore how the schema for VRFs
/controller:devices/device/I3features:vrfs can be obtained using the Schema Browser..

1. Go to Administration > System > General settings. Select the Enable-Developer-Mode.
2. Navigate to Developer Tools > Schema Browser

Developer Tools

Workflow builder
Schema Browser

Data Model

Data Model Testing
RestConf APIs

DSL Language Reference
DSL Language Usage
Workflow DB Schema

DSL Categories

3. Inthe text box, type /controller:
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-9 controlter]

/controller:access-control
0

Jcontroller:admin-settings
(Ml /controteratertues
N /controllerbgp-as-numbers
t)

Jcontroller:configuration
O JEE——
0 /controller:data-grouping

K < >

4. By typing the keyword devi in Schema Path (/controller:devi), all the entities starting
with that start with devi as shown below:

[ ) /controller:devi
/controller.device-licenses
/controller:device-support

| I 1 /controller.device-support/capabilities

ice-support/device-famili

/controller:device-support/device-platform-capabilities

ice-support/device-platf
/controller:device-support/device-roles

K < >

5. As devices container is modeled under controller, xpath to fetch the devices schema
present in ATOM is /controller:devices
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6. Hit the Enter button to get the devices schema

The schema path for the VRFs: /controller:devices/device/I3features:vrfs/vrf

Jeontroller:devices|
/controller:devices

/controller.devices/device

I ; : - ;

/controller:devices/device/acl:interface-access-lists

/s i i :numl li

/controller.devices/device/acl:object-groups-acl

p ; : - I

/controller.devices

¥ container devices
v list device
¥ leafid
type nex:device-id

nex-ext-no-bulk-operation no_bulk_operation

v

container reconciliation-policy

v

container location-properties

v

container violations

v

container compliances

v

container netconf-notifications

v

container modules

v

container interfaces

v

container interface-ranges

v

container linecards

v

container telemetry

v

container I2-neighbors

v

container access-ists

v

container number-access-lists

v

container object-groups-acl

v

container interface-access-lists

v

container security-Tules

» container switching-mode
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“Q v listvrf

> leaf name

|I 1 > list route-target

> list rt-import

PN
(50

» list rt-export
¥ listimport-map
» leaf import-map

» leafipv4

D

» leaftable
» leaf upper-limit
key import-map
>_ > list export-map
» list vrf-import
> list vrf-export
» container router-bgp
» list router-ospf
> container router-eigrp
» container mpls
» container bgp-advertise-policy
> container static-routes
»> container routes

» container prefix-sets

ATOM Extensions to YANG

Anuta Networks developed its own custom extensions to enhance the usage of YANG and these
extensions are located in the following folders:

atomsdk/packages/Anuta/anuta/ncx/ncx-extensions.yang
atomsdk/packages/Anuta/anuta/ncx/ncx-ui-extensions.yang

atomsdk/packages/abstractdevicemodels/model/sdk-extensions.yang

Some of the commonly used Ul extensions in ATOM are listed below:

1. ncx-ext-seq-no: This extension is used to indicate the display order of the property in the
ATOM UlI.

E..g:
leaf cpu-mhz {
type uint32;
n-ext-ui:ncx-ext-seq-no 56;

}

2. ncx-ext-hidden: This extension can be used to hide a node from Ul form.
3. ncx-ext-multi-select: This extension can be used to select multiple values in combobox.

Below are some of the extensions useful in service package code-generation and more can be
found in the above mentioned files.

1. maps-to: This extension is used to define a mapping between service data node to device
data node. The mapping can be an Xpath or RC path.

E.g:
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leaf auth-password {
type string {
length "1..8";

}
description
"string";
n-ext:maps-to "/controller:devices/device/if:interfaces/interface/hsrp:hsrp/auth-key";

P

2. ncx-maps-to-expr: This extension is a superset of maps-to, we can write an expression
about how it maps element(s) in service yang to element in device yang.
E.g:

list endpoints {
n-ext:ncx-maps-to-expr '/ac:devices/device/ai:interfaces/interface/long-name' =
'S(interface-name).$(unit)’;
leaf unit {
type uint8;
}
leaf interface-name {
type string;
}
}

3. device-platform: Use this extension as a sub-statement of maps-to for specifying the
platform to which this maps-to is applicable for.
E.g:
leaf native-vlan-id {
type uint16 {
range "1..4094";
}

mandatory true;
when "../variant = 'trunk'";
n-ext:maps-to

“/ac:devices/ac:device[ac:id=current()/../switch1-device-id]/if:interfaces/interface/allowed-vlans/if-ext:nativ
e-vlan"{

sdk-ext:device-platform "JUNOS";
}

YANG Validations & Constraints

Below are few yang statements which will help to build intelligence(validations/
checks/constraints) in the model

1. when

Nodes are valid only if the when condition is satisfied.
E.g:
leaf variant {
type enumeration {
enum "trunk";

enum "access";
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}

leaf native-vlan {
description "Native VLAN that is configured when trunk ports are used";

type int16 {
range 1..4094;

}

when "../variant = 'trunk'";

}

In the above example native-vlan will be used only if variant = trunk.

must
It can be used on any data to have some constraints
E.g:
leaf variant {
type enumeration {

enum "trunk";

enum "access";

}
}

container vlans {
description "List of vlans permitted on the 12-edge ports";
list vlan {
key vlan-id;
leaf vlan-id {
type int16 {
range 2..4094;
}
}

must
'(count(/ac:services/12-edge:12edge[name=current()/../../../../name] /devices/device[name=current()/../../nam
e]/vlans/vlan/id) = 1 and ../../variant = "access") or
(count(/ac:services/12-edge:12edge[name=current()/../../../../name] /devices/device[name=current()/../../name
]/vlans/vlan/id) >=1 and ../../variant = "trunk")' {

error-message "vlan should be one if variant is access or vlan should be >= one if variant is trunk";

Above must is used to validate vlan count to be exactly 1 if the variant is access or
vlan count to be >=1 if variant is trunk
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Library Utils for Service Modelling

For service modeling development Anuta provides library utils which are accessible at
atomsdk/packages/servicemodel/scripts. These can be used in python based service logic
written either manually or auto generated via SDK.

The python classes generated for the device yang models (Python Bindings for Device YANG
Models) will also be present in the above directory which effectively makes the servicemodel
package as a complete library for usage in service python logic.

servicemodel/scripts/device_abs_lib.py consists of various definitions which are basic CRUD
operations performed on an object.

e create()- To create the object in ATOM using post operation
e update()- To edit the object in ATOM using put operation (overwrite)
e delete()- To delete the object in ATOM using delete operation.

The other definition validate_inputs_form_payload in this file will use the python bindings
present in servicemodel/scripts/controller to validate the inputs and form the payload required
for above CRUD operations.

Few other commonly used python modules in servicemodel/scripts are

1. yang.py
2. util.py
3. devicemgr.py

1. yang.py provides Sdk class and AbstractYangServiceHandler class

Sdk Class provides basic methods to do CRUD operations for service models.

e createData()- To create the object to ATOM using post operation

e updateData()- To edit the object of ATOM using put operation (overwrite)
e patchData()- To patch the object of ATOM using patch operation(extension)
e getData()- To get the object of ATOM using get operation

e deleteData()- To delete the object of ATOM using delete operation.

These methods are used for modeled entities only, not for RPC’s. To deal with RPC’s Sdk Class
provides invokeRpc() method

CreateData Method

createData() method takes inputs as url, payload, yang_session, addReference and
failOnExistingData arguments and posts the data to the server.

e url: target on which data to be posted

e payload: xml/json object to be posted

® yang_session: session object

e addReference: If AddReference is True, ATOM will create a reference for this object to
keep track of this object.
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Note: if addReference is True, no need to handle delete block for this object, as ATOM platform
will take care of deletion of this object using reference.

@staticmethod
@util.wrappedmethod()
def createData(url, payload, yang_session, addReference=True, failOnExistingData=False):
if payload =="" or payload is None:
util.log_debug('payload is empty or none')
return
try:
from com.anuta.model.base import YangSessionThreadLocal
except ImportError:
pass
YangSessionThreadLocal.setDeviceAuditDisabled(True)
try:

Sdk.createDataWithTaskld(url, payload, yang_session, yang_session.getTaskld(), addReference,
failOnExistingData)

finally:

YangSessionThreadLocal.setDeviceAuditDisabled(False)

Example

In this example, addReference is True by default as it is not mentioned, So for this entity no
need to handle delete code in service logic

uri = '%s/vrf=%s/router-bgp' % (dev.url, vrf_name)
print 'uri = %s, neighbor = %s' % (uri, neighbor.toXml())

yang.Sdk.createData(uri, neighbor.toXml(), ctx.getSession())

Similarly we have updateData, patchData and deleteData Methods in this Sdk class. Please refer
yang.py module for more details in atomsdk/packages/servicemodel/scripts

invokeRpc() Method
This method takes inputs as rpcname and payload and provide respective output

e rpcname: Name of the rpc
e payload: payload object in xml/json

@staticmethod
# @util.wrappedmethod(detailed_log=True)
def invokeRpc(rpcname, payload, log = True):
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if log:

util.log_debug('rpcname = %s, payload = %s' % (rpcname, payload))
# FIXME: remove this in 5.7
origTaskld = YangSessionThreadLocal.getTaskld()
try:

ret = Sdk.getInstance().restconf.invokeRpc(rpcname, payload)
finally:

YangSessionThreadLocal.setTaskld(origTaskld)
return ret

If any entity in ATOM is not modeled then we can implement RPC for the entity and call when

we require in service modeling using this method.

Example

In this example rpc-name is device-discovery and the payload we are forming with the help of

kwargs dictionary, finally we will get output_xml object when invokeRpc is called.

def sl_device_discovery(**kwargs):
slinput = sciencelogic_rpc.device_discovery.input.input()
slinput.cidn = kwargs.get('cidn')
slinput.source_system = kwargs.get('source_system')
slinput.community = kwargs.get('‘community')
slinput.device_id = kwargs.get('device_id')
slinput.collector = kwargs.get('collector')
slinput.template = kwargs.get('template')
if isinstance (kwargs.get('device_ip"), list):
for devip in kwargs.get('device_ip'):

sldips = slinput.device_ips.add(devip)
else:

sldips = slinput.device_ips.add(kwargs.get('device_ip'))
payload = slinput.getxml(filter=True)
log("create payload is:%s", payload)
output_xml = yang.Sdk.invokeRpc('sciencelogic:device-discovery', payload)
print "output_xml",output_xml
return output_xml

AbstractYangServiceHandler class provide two basic methods

e register() Method: Register all the resource unit handlers. This method is called from the

plugin.py module of the service package.

def register(self):
""" Register all resource unit handlers. This is called from the plugin code
when the plugin is started
for xpath in self.handler_map.keys():
handler = self.handler_map[xpath]
util.log_debug('Registering %s => %s' % (xpath, handler))
registerServiceHandler(xpath, handler)

This register method internally calls registerServiceHandler() class for details refer
yang.py module

e unregister() Method: Unregister all the resource unit handlers. This method is called



from the plugin.py module of the service package when unloading packages done from
ATOM.

def unregister(self):
""" Unregister all resource unit handlers. This is called from the plugin code
when the plugin is stopped
for xpath in self.handler_map.keys():
handler = self.handler_map[xpath]
unregisterServiceHandler(xpath, self.global_map)

This unregister method internally calls unregisterServiceHandler() class, for details refer
yang.py module

2. util.py provides utilities for service model development with the help of IPPrefix class and
some other functions

IPPrefix class takes cidr as input and provides details about address, netmask and wild card etc.,
as output.

class IPPrefix(object):

""" |IP Prefix utility class
def __init_ (self, prefix):
self.prefix = prefix
arr = prefix.split('/')
if len(arr) > 1:
self.address = arr[0]
self.masklen = int(arr[1])
mask = IPPrefix.get_mask_num(self.masklen)
self.netmask = IPPrefix.to_ip_address(mask)
self.wildcard = IPPrefix.to_ip_address(~mask)
# FIXME: handle ipv6
if self.masklen == 32:
self.is_ipaddress = True
else:
self.is_ipaddress = False
else:
self.address = prefix
self.netmask = '255.255.255.255"
self.wildcard ='0.0.0.0'
self.masklen = 32
mask = ~0
self.is_ipaddress = True
# convert address to number
addrnum = IPPrefix.ip2int(self.address) & mask
self.network = IPPrefix.to_ip_address(addrnum)

Example of IPPrefix

In this example IPPrefix class takes cidr as input and provides netmask as output
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cidr_obj = util.IPPrefix(inputdict['cidr'])
dest_mask = cidr_obj.netmask

Few frequently used methods in Module util.py are:

e isEmpty() - This will check if the object is empty or not. Code Snippet for isEmpty()

Method

def isEmpty(val):
""" Check weather val is empty

Args:
Val : Value need to check
Returns:
True: if the value is empty
False: if the value is not empty
if(val == None):
return True
if isinstance(val, list):
return len(val) ==
if Collection.isinstance(val):
return val.isEmpty()
if isinstance(val, str):
return val.strip() == "
if isinstance(val, unicode):
return str(val).strip() =="

return False

Example for isEmpty():

In this example checking if protocol is empty or not, if empty then we are return from

there

def validate_protocol(self, ctx, protocol):
if util.isEmpty(protocol):
return

e isNotEmpty() - This will check if the object is not empty or not. Code Snippet for

isNotEmpty() Method
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def isNotEmpty(val):
""" Check weather val is not empty

Args:
Val : Value need to check
Returns:
True: if the value is not empty
False: if the value is empty
if isEmpty(val):
return False
return True

Example for isNotEmpty():

This example checks inputdict[‘/name’] is not empty and then only proceeds further

#Start of Device binding with python bindings

interfaces_object = devices.device.interfaces.interfaces()

if util.isNotEmpty(inputdict['name']):

interfaces_interface_object = interfaces_object.interface.add(long_name=inputdict['name'])

interfaces_interface_object.name = inputdict['name']

3. devicemgr.py provides basic methods to get device obj from device ip or device id or device
name etc.,

getDeviceBylp() Method
takes input as device management ip and provide device object to service model

Code Snippet for getDeviceBylp() Method:

def getDeviceBylp(ipAddress,validate_type = False,task_id=None):

fetch the device complete tree for given ip

Args: device ip

Return: device object which has device information

rcpaths = yang.Sdk.getRcPathListForXPathAndValue(

'/controller:devices/device/mgmt-ip-address', ipAddress)

if util.isEmpty(rcpaths):
util.log_debug('rcpaths for this device = %s are empty' %(ipAddress))
return None

rcPath = rcpaths[0]

if len(rcpaths) > 1:
util.log_debug('"WARN: got multiple rcpaths. count = %d' % (len(rcpaths)))
util.log_debug('%s' % (rcpaths))

xml = yang.Sdk.getData(rcPath, ", task_id, None)

# util.log_debug('devicexml = %s' % (xml))

if(xml == None):
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util.log_debug('No xml data. rcPath = %s' % (rcPath))
return None

xmlObj = util.parseXmlString(xml)

dev = Device(xmlObj)

if validate_type and util.isEmpty(dev.device.get_field_value('device_type')):
raise Exception('Device type is empty for %s' % (ipAddress))

return dev

Example

In this example getDeviceBylp() method takes input as ip(device-management-ip) and provides
device_object for further actions

Note: If dev object is None then need to check whether device is onboarded or not (or) device is
online or not.

def create(self, ip, os_type, sdata):
print ‘create ip = %s, ostype = %s' % (ip, os_type)
dev = devicemgr.getDeviceBylp(ip)
if(dev == None):
print 'No device by ip: %s' % (ip)
raise Exception('No device by ip: %s' % (ip))

Similarly we have few other frequently used methods
getDeviceByld() method
getDeviceByName() method
getDeviceByUniqueName() method
getDeviceBylnterfaceName() method

Please refer devicemgr.py module for more details at build/lib/servicemodel/scripts
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ATOM SDK

Introduction

ATOM Software Development Kit (SDK) provides a gradle-based plugin Package-Plugin jar that
serves as a backbone for package development in ATOM. ATOM SDK provides CLI and also
integration into IDE like Intelli). The plugin enables you to perform the following tasks of
Services/Drivers Development process in ATOM:

o Develop device packages
e Develop service packages
e Compile, validate, generate device and service packages
e Load Packages to ATOM
e Upgrade of Packages
ATOM Package Flugin
Model Generator
Code Generator
Build and Packaging
Deployment Upgrade and
Migration
Remaote Debugging
Folder hierarchy
Unzip the contents of the ATOM SDK zip to view the following folder structure:.
- doc
- examples
- packages

& create.py
&) sdk.py

&) setup.py
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doc - This folder contains README and the plugin documentation.

examples - This folder has package zip files for different types of packages.

packages - The core Package Plugin jar is part of the packages folder, which also has a
few more library and base dependency packages required for development of new
device and service packages.

create.py, sdk.py, setup.py - These are the python files required for setting up device and
service packages environment.

Setting up the environment for ATOM Package
Plugin

ATOM Package Plugin supports multiple gradle tasks that help create an environment suited for
developing packages. These tasks can be triggered from an IDE or CLI.

For the plugin tasks to run, ensure that the prerequisites are met with.

Prerequisites

To setup the environment, you must ensure that the following software requirements are met:

1.

ok wnN

Python (2.7.12)

Python setup tools

Python Pip and Python modules bitarray, cmd2, TAPI, XEGER
Pyang(1.7.8). Refer Appendix section for the details of pyang installation.
JAVA (java 1.8 or greater)

Gradle

For information about installing gradle in your environment, visit http://gradle.org.

Setting up the environment in Ubuntu

1.

2.

3.

Execute the following commands:

sudo apt-get install python python-setuptools
sudo easy_install pip

sudo pip install bitarray

sudo pip install cmd2

sudo pip install tapi

sudo pip install xeger

sudo pip install requests

Install Oracle JDK for Linux and unzip it.
Set the JAVA_HOME environment variable pointing to jdk directory.

Install gradle by executing the following command:

sudo apt-get install gradle

Setting up the environment in Windows

1.

Download get-pip.py from https://bootstrap.pypa.io/get-pip.
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2. Execute the following command: python get-pip.py
3. Install Visual C++: https://www.microsoft.com/en-us/download/details.aspx?id=44266
4. Execute the following commands in the following order:

pip install setuptools --upgrade
pip install bitarray

pip install cmd2

pip install tapi

pip install xeger

pip install requests

5. Set the JAVA_HOME environment variable pointing to jdk directory.
Example: C:\Program Files\Java\jdk1.8.0_91

NOTE: Proper installation of gradle can be verified by using the command
gradle -version.

6 . Gradle Installation in windows

Step 1. https://gradle.org/releases/ get the latest Gradle distribution

Step 2. Unpack the distribution zip

Step 3. Configure your system environment Path variable

For e.x: C:\Gradle\gradle-4.10.2\bin.

Step 4. Verify your installation

Open a console (or a Windows command prompt) and run gradle -v to run gradle and
verify the version, e.g.:

S gradle -v

Gradle 4.10.2

Setting up the repository for developing packages

In ATOM SDK, the sdk.py script sets up the SDK plugin environment for creating various
packages.

To setup the repository of your choice, follow the steps as outlined below:
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root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -h
: to setup the repo and create new packages

command to run:

python sdk.py [options]

Options:

displays help command options

, --createpackage, --c

This helps you to create the different types of
package like SERVICE package,DEVICE package and DEVICE
DRIVER package etc: SHOULD RUN ONLY AFTER SETUP
COMMAND FOR THE FIRST TIME commands like python sdk.py
[-€] or [--c] or [--createpackage]

-5, --setup, --s This Script will help you setup repository for core-
dependent packages commands like python sdk.py [-s]
or [--s] or [--setup]

1. Runthe command: python sdk.py -s

This command runs the setup.py script which setups an environment for packages
repository.

setup.py - This script is used to setup repositories for core-dependent packages. The
core-dependent packages are present inside the “packages” folder and are necessary for
developing new device and service packages.

2. Select the repository of your choice.

You can either setup a local repository or can publish the core-dependent packages to an
artifact repository such as Nexus.

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -s
Running setup script
This script sets up repository for core-dependent packages

select the repository of your choice
1> Maven

2> Flat directory

enter your choice: |

e Local Repository (Flat Directory Structure) : This option enables you to copy the
core-dependent packages present in the “packages” folder to a flat directory.

e The absolute path of this particular flat directory, for example, ‘/home/’ as shown
below(verify that this folder is present already)

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -s
Running setup script
his script sets up repository for core-dependent packages

select the repository of your choice
1= Maven
2> Flat directory

nter your choice: 2

e Maven Artifact Repository : This option enables the user to copy the core-dependent
packages in the “packages” folder uploaded to the artifact repository, for example
Nexus.
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root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -s
Running setup script

This script sets up repository for core-dependent packages

select the repository of your choice
1> Maven

2> Flat directory

enter your choice: 1

Enter the maven repository URL: [J

After setting up the repository, the script generates a config.xml file. This file contains
two tags:

a) repo-type : Maven or Flat Directory
b) repo-path : The absolute path or URL of the directory.

The metadata present in the config.xml is important to run the subsequent scripts.

Let us take the example of the selected repository as the Flat Directory(a local repository) and
the steps to be followed are illustrated below:

1. Enter the IP address of ATOM

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -s
Running setup script
This script sets up repository for core-dependent packages

select the repository of your choice

1> Maven

2> Flat directory

enter your choice: 2

enter the absolute directory path to copy the dependent packages (optional)

Proper directory path was not provided. Assuming packages directory as the defau
1t dependency directory

Enter the atom host ip of the atom instance to be used for developing packages.
atom instance ip = 127.0.0.1

Enter the username of the atom instance : admin

Enter the password of the atom instance : admin]]

If port is required for accessing the ATOM application then mention that as well. E.g:
172.16.1.10:30443, 127.0.0.1:8890

2. Enter the credentials to login into ATOM

root@User:/home/supritha/Desktop/AtomSDK/atom-package-plugin# python sdk.py -s
Running setup script
This script sets up repository for core-dependent packages

select the repository of your choice

1> Maven

2> Flat directory

enter your choice: 2

enter the absolute directory path to copy the dependent packages (optional) :

Proper directory path was not provided. Assuming packages directory as the defau
1t dependency directory

Enter the atom host ip of the atom instance to be used for developing packages.
atom instance ip = 127.0.0.1

Enter the username of the atom instance : admin

Enter the password of the atom instance : admin

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-pluginz |
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After the successful setup process, the following files and folders are generated

® global.properties - contains the username, password and ATOM ip which will be used in
package development process

® config.xml - contains the information of repo-type and path to dependencies.

e dependencies - The dependency packages for development of device and service
models are copied to the destination folder of your choice.

IMPORTANT: Do not delete these files or folders.

‘ doc
d examples
d packages

%] config.xml
& create.py
& create.pyc
global.properties
& sdk.py
& setup.py

abstractdevicemodels-7.0.4.0.zip

Bl

|4 | Anuta-7.0.2.0.zip

bitarray-7.0.0.0.zip

i

devicemodel-7.5.0.0.zip

i

ncx-package-plugin-1.0.jar

i

pyangbind-7.0.0.0.zip
servicemodel-7.0.4.0.zip

workflowlib-7.5.1.0.zip

Tasks for developing packages

ATOM package plugin internally uses gradle for providing various options in package
development.

General Gradle tasks

Command Description
grade -help All the commands are listed here
gradle tasks --all All the gradle tasks are listed here
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gradle -help

All the commands can be viewed as shown below:

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-plugin# gradle --help

USAGE: gradle [option...] [task...]

?, -h, --help Shows this help message.
-a, --no-rebuild Do not rebuild project dependencies.
-b, --build-file Specifies the build file.
-c, --settings-file Specifies the settings file.
--configure-on-demand Only relevant projects are configured in this build run.
This means faster build for large multi-project builds. [incubating]
--console Specifies which type of console output to generate. Valu
'plain', 'auto' (default) or 'rich'.
--continue Continues task execution after a task failure.
-D, --system-prop Set system property of the JVM (e.g. -Dmyprop=myvalue).
-d, --debug Log in debug mode (includes normal stacktrace).
- -daemon Uses the Gradle daemon to run the build. Starts the dae
on if not running.
--foreground Starts the Gradle daemon in the foreground. [incubating]
-g, --gradle-user-home Specifies the gradle user home directory.
--gui Launches the Gradle GUI.

gradle tasks --all

Execute this command at root level as shown below:

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin# gradle tasks --all

init - Initializes a new Gradle build. [incubating] [wrapper]
wrapper - Generates Gradle wrapper files. [incubating]

Execution of these commands at the package level displays all the tasks that are available in the
plugin, Build, Documentation

buildEnvironment - Displays all buildscript dependencies declared in root projec
t 'atom-package-plugin’'.

components - Displays the components produced by root project 'atom-package-plug
in'. [incubating]

dependencies - Displays all dependencies declared in root project 'atom-package-
plugin'.

dependencyInsight - Displays the insight into a specific dependency in root proj
ect 'atom-package-plugin’'.

help - Displays a help message.

model - Displays the configuration model of root project 'atom-package-plugin'.
[incubating]

projects - Displays the sub-projects of root project 'atom-package-plugin’.
properties - Displays the properties of root project 'atom-package-plugin'.
tasks - Displays the tasks runnable from root project 'atom-package-plugin'.

IBUTILD SUCCESSFUL

Total time: 1.813 secs
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ATOM specific tasks

Few of the Important Gradle Tasks, specific to ATOM, along with their descriptions are listed
below:

Task Description Modeling
Relevance
generateYin This task is used to convert a YANG file to | Device & Service
a YIN equivalent. The generateYin task Modelling

internally uses python's PYANG tool
which has been modified to support
validating of the ATOM YANG models.

generateDeviceOperationTe | This task generates the Device Modelling
mplate deviceoperation.xml file containing the

details of the create, delete, and update

operations.
verifyDeviceOperations This task is used to verify the device Device Modelling

operations defined for a device yang
model. It creates a file that consists of
warning statements of invalid device
operation yang Xpath targets.

generateDevicePackage This task is used to generate device Device Modelling
packages for a given device.yang being
developed.

generatePyBinds This task is used to generate python class | Device Modelling

hierarchy for a YANG data model and its
dependencies.

generateDeviceDriverPacka | This task is used to generate a device Device Modelling
ge driver package for a given
device-driver-yang being developed.

generateServicePackage This task is used to generate a service Service Modelling
package for a given service.yang being
developed.

generateDevicePybinds This task is used to generate python class | Service Modelling

hierarchy for a YANG data model and its
dependencies in a service package.
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Load

This task is used to upload a package to
an ATOM instance.

Device & Service
Modelling

Activate This task is used to activate a package Device & Service
present in an ATOM instance. Modelling

Deactivate This task is used to deactivate a package Device & Service
loaded in an ATOM instance. Modelling

Delete This task is used to delete a package Device & Service
present in an ATOM instance. Modelling

Upgrade This task is used to upgrade an already Device & Service
existing package present in an ATOM Modelling
instance.

Replace Replace a package with new package Device & Service
content without any manual package Modelling
upgrade steps

Purge Clean all/specific data and its reference Device & Service
data under the package Modelling

cleanBuild This task is a combination of two gradle Device & Service

tasks, ‘clean’ and ‘ build
--refresh-dependencies’. This task first
executes gradle clean. The clean task is
defined by the java plugin and it removes
the buildDir folder, thus cleaning previous
builds’ artifacts, which are no longer
relevant.

Modelling

copyToDependencies

This task internally runs the archive task
(which generates the
ready-to-be-uploadable zip). After
generating the zip, it ascertains the
repository type (whether maven/local)
from config.xml file and the repository
path.

Device & Service
Modelling

enableMaintenanceMode

This task is used to enable maintenance
mode on an ATOM instance. To run this
task make sure all the necessary
modifications are made in
gradle.properties file, that have been
explained in the load task.

Device & Service
Modelling
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disableMaintenanceMode

This task is used to disable maintenance
mode on an ATOM instance. To run this
task, ensure that all the necessary
modifications are made in
gradle.properties file, explained in the
load task.

Device & Service
Modelling

restartServiceModelPlugin
Agent

This gradle task is used to stop and restart
service model plugin for the agent.

Device & Service
Modelling

restartServiceModelPlugin$
erver

This gradle task is used to stop and restart
service model plugin for server.

Device & Service
Modelling

Below is a bit more detailed explanation of Gradle Tasks useful in Service Modelling.

generateYin

1. Before running this task, ensure that the YANG model of the package is available in the

path: src\main\model.

2. The generated yin file is created in the build\generated directory.

root@User:/home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle generateYin

:compileJava UP-TO-DATE

:processResources UP-TO-DATE

:classes UP-TO-DATE
rear UP-TO-DATE
:assemble UP-TO-DATE

:compileTestJava UP-TO-DATE
:processTestResources UP-TO-DATE

:testClasses UP-TO-DATE
:test UP-TO-DATE

:check UP-TO-DATE
:build UP-TO-DATE
:generatePackagexml
:generateyYin

GenerateDeviceDriverPackageTemplate is logging to file .

BUILD SUCCESSFUL

./../GenerateDeviceDriverPackageTemplate.log
Files are generated in /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel/src/main

In the gradle.properties file, if the overwrite flag is set to ‘true’, the result is generated in
the folder, usermodel\src\main, where ‘usermodel’ is the name of the package created.

el model
] resources
- scripts
- vendor

package.xml

If this flag is set to ‘false’, the file is generated in the path usermodel\build\generated

69



generateServicePackage
The service package generated contains the following entities:

1. The model folder contains the following:
<service_name>.yang file - Contains the schema of the service defined in YANG. This
yang will be taken as input for the task to generate a service package basic service
logic files.
2. The scripts folder contains the following files:
e <service_name>.py - Contains the logic binding the service to the device.
e plugin.py - Code for adding the service as a new plug-in to ATOM
e _init_.py - Required to make ATOM treat the directories as containing
packages

If gradle.properties file autoupdate flag is set to true, it won’t generate updates and delete
pieces of code, whereas ATOM platform will handle it automatically.

If the driverimport flag is set to true it will take the driver name as the import for pybinds.

# Host of the atom instance to be used for developing the package.
atomHost=http://localhest:8890

# AuthToken for authentication. Auth Token is base 64 encoding of the string <username:password>
authToken=Basic YWRtawdeYWRtawd=

# Flag to denote if the packages should be forced to upgrade while activating
forcelpgrade=false

# Flag to write files to src/main(when true) or build folder(when false).
overwrite=true

# Used to split python directories instead of generating under one directory
splitDir=true

# Used to strip code and compartmentalize in different python files
stripcode=False

# Used to generate dewvice abstract library

devAbsLib=true

# Used to delete data from device when its true for Purge data

deleteTargetData = true

# If we set autoupdate flag to true it should not generate update piece of code
autoupdate = true

yangmount = falseg

If gradle.properties file overwrite flag is set to false, the result is generated in path
servicepackage/build/generated else it is generated in src/main as shown below:
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W servicepackage Chndk\ncx-package-pluginiscriptsisenvi
> Jgradle
» JAdea
» build
¥ gradle
v SrC
v rnain
> rnodel
FESOUrCEs
> rebot
¥ scripts
templates
wendor
= path.bd
test
& build.gradle

generateDevicePyBinds

By performing this task on device models of ATOM, the resulting python classes allow
additional methods to be associated with the service modelling.

This generates with <devicedrivername> named library package which has python classes
for the YANG data models mentioned as dependency.

J Juniper190penconfigDriver

J 13vpn

__init__.py
& init__.pyc
@ [3vpn_openconfig_lib.py
@ 13vpn_openconfig_lib.pyc
@ 3vpn_openconfig_mapstoexpr.py
@ 13vpn_openconfig_mapstoexpr.pyc
@ L3vpn_Openconfig.py
@ L3vpn_Openconfig.pyc
& plugin.py
@ plugin.pyc
Load

This task is used to upload a package to an ATOM instance.

Before uploading the package to ATOM, make sure the parameter values in the
gradle.properties file are as per ATOM instance you use.
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root@User: fhome/supritha/Desktop/AtomSDK/atom-package-pluginfusermodel# gradle L
oad

:compileldava UP-TO-DATE

:processResources UP-TO-DATE

:classes UP-TO-DATE

:generatePackageXml

rarchive UP-TO-DATE
RGED

BUILD SUCCESSFUL

Total time: 17.98 secs

# Host of the atom instance to be used for developing the package.
atomHost=https://172.16.21.4:30443

# Flag to denote if the packages should be forced to upgrade while activating
forceUpgrade=false

# Flag to write files to src/main(when true) or build folder(when false).
overwrite=true

# Used to split python directories instead of generating under one directory
splitDir=true

# Used to strip code and compartmentalize in different python files

stripcode=False

# Used to generate device abstract library

devAbsLib=true

# AuthToken for authentication. Auth Token is base 64 encoding of the string <username:password>
authToken=Basic YWRtalW46YWRtald=

# Device platform for Telemetry Seed Data Generator

platform = ALL-ALL-ALL-IOSXR-Cisco Systems

# Used to delete data from device when its true for Purge data

deleteTargetData = true

# If we set autoupdate flag to true it should not generate update piece of code
autoupdate = true

# Driver import if it is false it will take servicemodel else it will take driver name
driverimport = false

# Give which driver name need to import instead of servicemodel

drivername = '

# To ignore device driver python_bindings and devices_abs_lib folder for netconf set as false
generatepybinds=true

# Used to generate yangmount related schema in package.xml

yangmount = false

1. atomHost property should be provided with a valid IP address.
If a port needs to be included for accessing applications. Then include that as well. E.g:
https://172.16.16.177:30443

2. authToken should be provided.
AuthToken is used for basic authorization. The format of the authtoken is, the keyword
Basic followed by base64 encoding of the string <username>:<password>", as shown
above. These are the default values that can be updated as required.

Upon Load gradle task being successful, the desired changes can be observed in the ATOM Ul.
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Packages
&

C 8 & O ¥ seected 50-970f97 [< < Page2 Of2 Search Q
‘;Q Version Name 4 Description Driver-Name Type System-Created A
L eowu Lasnappiu < 1asn AppIUY aunaye STSIEM_SERVILE -
II Ll [] 830026553 templateengineprovider Template Engine Provider Package SERVICE_MODEL [}
* D 8.3.0.0.26356 templateengineprovider Template Engine Provider Package SERVICE_MODEL o
e D 8.3.0.0.26417 templateengineprovider Template Engine Provider Package SERVICE_MODEL o
[0 83.0.0.26593 templateengineprovider Template Engine Provider Package SERVICE_MODEL o
O 830026271 templateengineprovider Template Engine Provider Package SERVICE_MODEL (]
D [0 83.0.026277 templateengineprovider Template Engine Provider Package SERVICE_MODEL o
D 8.3.0.0.26417 uiscripts Ul Script Package SERVICE_MODEL o
[0 830026271 uiscripts Ul Script Package SERVICE_MODEL o
[0 830026277 uiscripts Ul Script Package SERVICE_MODEL °
- O 83.0.02635 uiscripts Ul Script Package SERVICE_MODEL Q
D 8.3.0.0.26553 uiscripts Ul Script Package SERVICE_MODEL o
[J 83.0.026593 uiscripts Ul Script Package SERVICE_MODEL o
O 8300 upgrademanager Upgrade Manager Package SYSTEM_SERVICE Q
7.0.0.0 usermodel usermodel Base Package DEVICE ®
[J 83.0.026553 workflow-designer Workflow Designer SYSTEM_SERVICE o
[0 83.0.026593 workflow-designer Workflow Designer SYSTEM_SERVICE o
[0 830026271 workflow-designer Workflow Designer SYSTEM_SERVICE o
[0 83.0026417 workflow-designer Workflow Designer SYSTEM_SERVICE °
Activate

This task is used to activate a package available in an ATOM instance. To activate a package,
ensure the gradle.properties file has the aforementioned properties (mentioned in load task).
This task changes the active flag of a package to ‘true’ in ATOM. Upon success, the desired
changes can be observed in the ATOM UL.

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle A
ctivate

:generatePackageXml

:activate

Percent Completed

Percent Completed

Percent Completed

BUILD SUCCESSFUL

Total time: 9.134 secs
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Packages
&

Version

7.03.0

7.0.00

7.50.0

8300

8.3.0.0.26417
8.3.0.0.26356
8.3.0.0.26553
8.3.0.0.26593
8.3.0.0.26271
8.3.0.0.26277
8.3.0.0.26417
8.3.0.0.26277
8.3.0.0.26271
8.3.0.0.26553
8.3.0.0.26356
8.3.0.0.26593

o o o o o o o A o R

8300
7.00.0
8.3.0.0.26417
8.3.0.0.26553
8.3.0.0.26356

jooo

Deactivate

This task is used to deactivate a package loaded in an ATOM instance. To deactivate a package

3

Selected
Name 4+

servicemodel
servicemodel
snmpservercli
taskapprovaldriver
templateengineprovider
templateengineprovider
templateengineprovider
templateengineprovider
templateengineprovider
templateengineprovider
uiscripts

uiscripts

uiscripts

uiscripts

uiscripts

uiscripts
upgrademanager
usermodel
workflow-designer
workflow-designer

workflow-designer

Description

Service Model SDK Package
Service Model SDK Package
snmpservercli Base Package

Task Approval Driver Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Ul Script Package

Ul Script Package

Ul Script Package

Ul Script Package

Ul Script Package

Ul Script Package

Upgrade Manager Package
usermodel Base Package
Workflow Designer

Workflow Designer

Workflow Designer

Driver-Name

Type

SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL

SYSTEM_SERVICE
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL
SERVICE_MODEL

SYSTEM_SERVICE

DEVICE

SYSTEM_SERVICE

SYSTEM_SERVICE

SYSTEM_SERVICE

50-970f97 1< < Page2 02

System-Created

1AAARAAAA0AAAAAQQAIPBB(

Active

Search

IRV RRIRRRAVORRROODA!

ensure that the gradle.properties file has the aforementioned properties (mentioned in load
task). This task changes the active flag of a package to ‘false’.

Upon success, the desired changes can be observed in the ATOM UL.
root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle
Deactivate
deactivate
Percent Complet =

BUILD SUCCESSFUL

Total time:

4.636

® Packages
(¢} '] 9 O ¥ sclected @
o Version Name 4
I O 7030 servicemodel
O 7000 servicemodel
*
oo O 7500 snmpservercli
@ O 8300 taskapprovaldriver
O 830026271 templateengineprovider
(] O 830026593 templateengineprovider
O 8.300.26277 templateengineprovider
O 8.30.0.26553 templateengineprovider
O 830026356 templateengineprovider
>— O 830026417 templateengineprovider
O 830026503 uiscripts
O 830026553 uiseripts
[0 8.300.26356 uiscripts
O 830026271 uiscripts
O 8.300.26277 uiscripts
O 830026417 uiscripts
O ss300 upgrademanager
7.00.0 usermodel
O 830026553 workflow-designer
O 830026417 workflow-designer
O 830026277 workflow-designer
M annnncon PSR

100

Secs

Description

Service Model SDK Package
Service Model SDK Package
snmpservercl Base Package

Task Approval Driver Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Template Engine Provider Package
Ul Seript Package

Ul Seript Package

Ul Script Package

Ul Script Package

Ul Script Package

Ul Script Package

Upgrade Manager Package
usermodel Base Package
Workflow Designer

Workflow Designer

Workflow Designer

Driver-Name

Type

50-980f98 I< < Page2 Of2

‘SERVICE_MODEL
‘SERVICE_MODEL
‘SERVICE_MODEL

SYSTEM_SERVICE
‘SERVICE_MODEL
‘SERVICE_MODEL
‘SERVIGE_MODEL
‘SERVICE_MODEL
‘SERVICE_MODEL
‘SERVICE_MODEL
‘SERVICE_MODEL
SERVICE_MODEL
‘SERVICE_MODEL
‘SERVICE_MODEL
‘SERVIGE_MODEL
‘SERVICE_MODEL

SYSTEM_SERVICE

DEVICE

SYSTEM_SERVICE

SYSTEM_SERVICE

SYSTEM_SERVICE

System-Created

1OAOXO0AAAAA000000MNBd®I

Search

Active

IPPORORIPPPOIRORIIOIROI®A(




Delete

This task is used to delete a package from an ATOM instance.

mashankar@umashankar-P52s:~/workspace/atomsdk/usermodelS gradle delete
:delete
Percent Completed = 180

BUTLD SUCCESSFUL

otal time: 3.755 secs

Upon success, the desired changes can be observed in the ATOM UI.
@) atom > Packeges @

Packages

1]
(€]
S'.

c + 8 usermode|

Neme 4 Description Driver-Neme Type System Created Active

Upgrade

This task is used to upgrade an already existing package present in an ATOM instance. To
upgrade a package ensure that the gradle.properties file has the properties mentioned in the
load task. The ‘to be upgraded’ package should have a different version than the existing
package in ATOM.
The version of the package can be changed in the build.gradle file as shown below.

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle

Upgrade

:compiledava UP-TO-DATE

:processResources UP-TO-DATE

:classes UP-TO-DATE

:generatePackageXml

rarchive
:upgrade

BUILD SUCCESSFUL

Total time: 19.738 secs
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apply plugin: 'ear’
apply| plugin: 'java’

repositories {
mavenCentral()

}

dependencies {

packageXml {
name 'usermodel’
type 'DEVICE'
description 'usermodel
moduleName 'usermodel'
ncxVersion '[7.0.0.0,)'
deployOnAgent false
autoStart false

}
buildscript {

repositories {
mavenCentral()

dependencies{

Version being changed to ‘7.0.1.0’ from ‘7.0.0.0’

! ackages'
version '7.8.8.8°

earlib group: 'com.anuta.
earlib group: 'com.anuta.
earlib group: 'com.anuta.
earlib group: 'com.anuta.
/*
earlib group: 'com.anuta.
earlib group: 'com.anuta.
*/
}

apply plugin: 'ncx-package-plugin’

ncx.
ncx.
ncx.
.packages’

ncx

ncx.
ncx.

packages’
packages'
packages'

packages',
packages',

Base Package'

name:
name:
name:
name:

name:
name:

flatdir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

'"Anuta’, version: '7.0.2.0"', ext: 'zip'

'bitarray', version: '7.0.0.0', ext: 'zip'
'pyangbind', version: '7.0.0.0', ext: 'zip'
'abstractdevicemodels', version: '7.0.2.0', ext: 'zip'

'devicemodel', version: '7.5.0.0', ext: 'zip'
'servicemodel', version: '7.0.2.0', ext: 'zip'

flatdir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

classpath "com.anuta.ncx.packages:ncx-package-plugin:7.0.0.0"
classpath "org.apache.httpcomponents:httpmime:4.5.3"
classpath "org.apache.clerezza.ext:org.json.simple:0.4"
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group 'com.anuta.ncx.packages'
version '7.8.1.8°

apply plugin: 'ear’
apply plugin: 'java'
apply plugin: 'ncx-package-plugin’

repositories {
mavenCentral()
flatdir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

dependencies {
earlib group: 'com.anuta.ncx.packages', name: 'Anuta', version: '7.0.2.0', ext: 'zip'
earlib group: 'com.anuta.ncx.packages', name: 'bitarray', version: '7.0.0.0', ext: 'zip'
earlib group: 'com.anuta.ncx.packages', name: 'pyangbind', version: '7.0.0.0', ext: 'zip'
earlib group: 'com.anuta.ncx.packages', name: 'abstractdevicemodels', version: '7.0.2.0', ext: 'zip'

}f*
earlib group: 'com.anuta.ncx.packages', name: 'devicemodel', wversion: '7.5.0.0', ext: 'zip'
earlib group: 'com.anuta.ncx.packages', name: 'servicemodel', version: '7.0.2.0', ext: 'zip'
*/
}

packageXml {
name 'usermodel’
type 'DEVICE'
description 'usermodel Base Package'
moduleName 'usermodel’
ncxVersion '[7.0.0.0,)'|
deployOnAgent false
autoStart false

}
buildscript {
repositories {
mavenCentral()
flatdir(dirs: "/home/anuta/Documents/ATOM_Proj_doc/Work_space/ATMSDK_new/atomsdk/packages")

dependencies{
classpath "com.anuta.ncx.packages:ncx-package-plugin:7.0.0.0"
classpath "org.apache.httpcomponents:httpmime:4.5.3"
classpath "org.apache.clerezza.ext:org.json.simple:0.4"

On completion of the upgrade task, the latest version of the package is updated to ‘Active: true’
and the older version of the same package is set to ‘Active:False’ as shown below:

C i % ¥ sdcac @B 150-16501165 I< < Page4 0f4 Search a
Sy Voo Description Driver Name Type SystemCreated Active
O sa0 Upgrade Manager Package SYSTEM_SeRVIcE ) )
il O 8310 Upgrade Manager Package SVSTEM_SERVICE I ®
oy O ce20 Upgrade Manager Package SYSTEM_SERVICE () ®
Ml O oo oevie ® ®
Q9 7010 oevice ® [
0O sooo validate._dry_run_automate validate_dry_run_automate Base Package ‘SERVICE_MODEL ® [ B
(] O s43028311 workflow-designer Workflow Designer SYSTEM_SERVICE Y )
Y O s420285 workflow-designer Workflow Designer SYSTEM_SERVICE [ ®
O 830026277 workflow-designer SYSTEM_SERVICE () ®
Nl O sezoome workflowde SYSTEM_SERVICE () ®
O 842028276 workflowde SYSTEM_SERVICE () ®
O 842028206 workflowde SYSTEM_SERVICE () ®
O 42028164 workflow-de: SYSTEM_SERVICE [ ®
O 842028279 workflowde SYSTEM_SERVICE () ®
[ 831027033 workflow-designer SYSTEM_SERVICE 9 ®
.
cleanBuild

This task is a combination of two gradle tasks, ‘clean’ and ‘build --refresh-dependencies’. This
task first executes gradle clean. The clean task is defined by the java plugin and it removes the
buildDir folder, thus cleaning previous builds’ artifacts, which are no longer relevant.

After cleaning, this task runs gradle build --refresh-dependencies.
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The --refresh-dependencies option - Enables Gradle to ignore all cached entries for resolved
modules and artifacts. A fresh resolve will be performed against all configured repositories, with
dynamic versions recalculated, modules refreshed, and artifacts downloaded.

To run this task, enter: gradle cleanBuild

oot@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle cleanBuild
:clean

:cleanBuild

:compileJava UP-TO-DATE

:processResources UP-TO-DATE

:classes UP-TO-DATE

cear
:assemble
:compileTestlava UP-TO-DATE

:processTestResources UP-TO-DATE
:testClasses UP-TO-DATE

:test UP-TO-DATE

:check UP-TO-DATE

:build

BUILD SUCCESSFUL

otal time: 18.792 secs

copyToDependencies

This task internally runs the archive task (which generates the ready-to-be-uploadable zip). After
generating the zip, it ascertains the repository type (whether maven/local) from config.xml file
and the repository path.

Based on the information gathered, it either publishes the artifact repository in case the
repository is maven or copies the dependencies to the local dependencies directory in case the
repository is flat Directory.

To run this task, enter: gradle copyToDependencies

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle copyToD
ependencies

:compileJava UP-TO-DATE

:processResources UP-TO-DATE

:classes UP-TO-DATE

:generatePackageXml

:archive UP-TO-DATE

:copyToDependencies

BUILD SUCCESSFUL

Total time: 2.282 secs

Above task copied from usermodel zip into package dependency folder so that usermodel
package can serve as a dependency for any other package development.

wanoptimizerfeature-7.0.0.0.zip
vrouterfeature-7.0.0.0.zip
virtualnetworkfeature-7.0.0.0.zip
usermodel-7.0.0.0.zip

[

user-7.0.0.0.zip

—
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enableMaintenanceMode

This task is used to enable maintenance mode on an ATOM instance. To run this task make sure
all the necessary modifications are made in gradle.properties file, that have been explained in
the load task.

# Host of the atom instance to be used for developing the package.
ncxHost=https://172.16.1.10:30443

# Flag to denote if the packages should be forced to upgrade while activating
forceUpgrade=false

# Flag to write files to src/main(when true) or build folder(when false).
overwrite=true

# Used to split python directories instead of generating under one directory
splitDir=true

# Used to strip code and compartmentalize in different python files
stripcode=False

# Used to generate device abstract library

devAbsLib=true

# AuthToken for authentication. Auth Token is base 64 encoding of the string <username:password=
authToken=Basic YWRtaW46YWRtal4=

root@User:/home/supritha/Desktop/AtomSDK/atom-package-pluginf/usermodel# gradle enable
aintenanceMode
:enableMaintenanceMode

BUILD SUCCESSFUL

otal time: 5.162 secs

Upon success, the desired changes can be observed in the ATOM UL.

sys-manager:put-in-maintenance-mode

19/05/2020, 01:10:25 |
RPC Operation sys-manager:
Request

disableMaintenanceMode

This task is used to disable maintenance mode on an ATOM instance. To run this task , ensure
that all the necessary modifications are made in gradle.properties file, explained in the load
task.
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# Host of the atom instance to be used for developing the package.
ncxHost=https://172.16.1.10:30443

# Flag to denote if the packages should be forced to upgrade while activating
forceUpgrade=false

# Flag to write files to src/main(when true) or build folder(when false).
overwrite=true

# Used to split python directories instead of generating under one directory
splitDir=true

# Used to strip code and compartmentalize in different python files
stripcode=False

# Used to generate device abstract library

devAbsLib=true

# AuthToken for authentication. Auth Token is base 64 encoding of the string <username:passwords>
authToken=Basic YWRtaW46YWRtaWd=

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle disable
MaintenanceMode
:disableMaintenanceMode

BUILD SUCCESSFUL
Total time: 4.765 secs
This build could be faster, please consider using the Gradle Daemon: https://docs.grad

le.org/2.10/userguide/gradle_daemon.html
root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# |

Upon success, the desired changes can be observed in the ATOM UL.

sys-manager:remove-maintenance-mode x

RPC Operation sys-mansger:renove
Request

«
2
2
P
podna
2
P
2
2

persitence £

restartServiceModelPluginAgent
This gradle task is used to stop and restart service model plugin for the agent.

root@User: fhome/supritha/Desktop/AtomSDK/atom-package-pluginfusermodel# gradle restartServiceModelPluginAgent
:restartServiceModelPluginAgent

BUILD SUCCESSFUL

Total time: 12.789 secs

This build could be faster, please consider using the Gradle Daemon: https://docs.gradle.org/2.10/userguide/gradle_daemon.html

During the task execution, the desired changes can be observed in the ATOM UI.

= (8 atom>  Services & Metrics Z 40 & rimn
22 Dashboard @ servers Components ISEEUIEEEL]
» CIATOM Agens .
= Resources [aromis » Start Server o
Servrhame Senersiate Crtealty Lot et ecened Timestamp
B8 Config Manager Parent Name: 0SGi (2 Servers)

& Collection Parent Name: Python (1 Server)

B Automation focel Plugn storpeD MiNoR Registerng openstack senvice pugnSPIuGNS305ina.. _ 05/18/20 11:3334 pm

g Parent Name: System (7 Servers)
Assurance

o Parent Name: Yang (1 Server)
Alarms
Z Refresh | [ Edit Columns

Name Vaiue

@ Reports

©f Administration
© Developer Tools

i No records found
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(®) atom>  Services & Metrics Z A0 & admin

=2 Dashboard

& Resources

‘‘‘‘‘‘‘‘‘

B9 Config Manager

B Collection

B Automation RUNNING MINOR Registering openstack service: pluginSPiugin§s02(na..  05/19/20 01:55:25 am

B Assuranc e

~ Parent Name: Yang (
Alarms
S Refresh | MEd

1 Reports
o Administration

@ Developer Tools

No records found

restartServiceModelPluginServer

This gradle task is used to stop and restart service model plugin for server.

root@User: /home/supritha/Desktop/AtomSDK/atom-package-plugin/usermodel# gradle restartServiceModelPluginServer
irestartServiceModelPluginServer

BUILD SUCCESSFUL

Total time: 3.94 secs

This build could be faster, please consider using the Gradle Daemon: https://docs.gradle.org/2.10/userguide/gradle_daemon.html

Upon success, the desired changes can be observed in the ATOM Tasks Ul.
(@) atom > Tasks and Events =0 2

search

Component Status Approver StartTime 4,

NA 05/19/20,1:56:49 AM

admin NA 05/19/20,1:55:17 AM 05/19/20,1:55:26 AM

Running ATOM Package Plugin Tasks

The ATOM Package Plugin gradle tasks available for package development as described in the
section, “Tasks for developing packages” can be executed from an IDE (For reference, Intellij is
used as an IDE) or directly from the CLI as described below.

Running Tasks in IDE

1. Install Intellij from https://www.jetbrains.com/idea/download/

2. Select File > New > Project from existing sources.

3. To import the ATOM-package plugin into IntelliJ, select the build.gradle file from the
package being developed as discussed in Setting up ATOM Package Plugin Environment.

4. Select View > Tool windows > gradle

Gradle support is displayed on the right-hand side.
5. Select the "Tasks" list. Execute the following operations:
a) build > clean
b) build

6. Run the ATOM plugin tasks based on your requirements as discussed in ATOM specific
tasks

Example: gradle generateYin
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Running Tasks in CLI

1. Follow the procedure as described in the section, “Setting up the repository for package
development”, locate the new package being developed and execute the following
commands:

gradlew build —refresh-dependencies (Windows)

./gradlew build —refresh-dependencies (Linux)

To view all the available tasks in gradle, enter the command: - gradle tasks --all

To clean the latest build, enter : gradle tasks clean

To build the project, enter: gradle tasks build

To run a required ATOM plugin task based on your requirement as discussed in ATOM
specific tasks, enter : gradle <task-name>

v WO N

E.g: gradle genarateYin

Troubleshoot & FAQs - Service Modelling
Errors during package upload into ATOM

Package Dependency Error
Make sure all the packages mentioned in import statements of your service yang are present
in the ATOM already. Those dependency packages if not uploaded then ATOM will throw
package dependency Errors. For E.g in below snippet, make sure all import statements yang
files are present.

fodule 13service {
namespace "http://anutanetworks.com/13service”;
prefix 13service;

import ietf-inet-types {
prefix inet;

}

import ncx-extensions {
prefix n-ext;

}

import controller {
prefix ac;

import interface {
prefix ai;

import 12features {
prefix 12;

}

import 13features {
prefix 13;

}

import ncx-types {
prefix nt;

organization
"Anuta Networks";

revision 2014-07-01 {
description
"Initial revision";

}

typedef interface-mode-type {
type enumeration {
enum "sub-interface";
enum "13-interface";
enum "vlan";

}
}

grouping 13service {

82



Example exception:

Upload: I13service:8.0.0.0 -
applicationyang-compilation-failedcompilation-failure/opt/naas/temp/1559629884671-0/schema/model/I3service.yang
Errors:

Failed to convert file 13service.yang

# read /data/naas/DevicePackages/Anuta/model/ncx-ui-component-state.yang

# READ /data/naas/DevicePackages/Anuta/model/ncx-ui-component-state.yang

# read /data/naas/DevicePackages/Anuta/model/interface.yang

# READ /data/naas/DevicePackages/Anuta/model/interface.yang

# read /data/naas/DevicePackages/Anuta/model/if-type.yang

# READ /data/naas/DevicePackages/Anuta/model/if-type.yang
Jopt/naas/temp/1559629884671-0/schema/model/I3service.yang:11: error: module "sdk-extensions" not found in search
path

Jopt/naas/temp/1559629884671-0/schema/model/I3service.yang:20: error: module "I12features" not found in search path
/opt/naas/temp/1559629884671-0/schema/model/I3service.yang:20: warning: imported module 2features not used
Jopt/naas/temp/1559629884671-0/schema/model/I3service.yang:23: error: module "I3features" not found in search path
Jopt/naas/temp/1559629884671-0/schema/model/I3service.yang:23: warning: imported module I13features not used
/data/naas/DevicePackages/Anuta/model/ietf-netconf-acm@2012-02-22.yang:105: warning: the escape sequence "\*" is
unsafe in double quoted strings - pass the flag --lax-quote-checks to avoid this warning
/data/naas/DevicePackages/Anuta/model/ietf-netconf-acm@2012-02-22.yang:146: warning: the escape sequence "\*" is
unsafe in double quoted strings - pass the flag --lax-quote-checks to avoid this warning
/opt/naas/temp/1559629884671-0/schema/model/I3service.yang

® Packages
c + 8 1-500f 122 Page1 0f3 » > | Sean
4
o Version Name Description Driver-Name Type System-Created Active
1 I ' [ so00 Anuta Networks Seed Data Anuta Networks Seed Data Package DEVICE ] (V]
8.0.0.1
o a Arista Networks Arista Networks Base Package DEVICE ® 9
bl | (] 7000 BGP4_MIB BGP4_MIB Base Package DEVICE ® ]
O 7000 Bgpdualstack BGPDUALSTACK Service Package @servicePac SERVICE_MODEL @ o
@ Error occured while
D 8.5.0.0.28048 BiglP BigIP Driver Package build=28048, branch=5{sc: uploading the package: DEVICE @ ®
com.anuta. h
£.3.1.0.26944 BiglP BigIP Driver Package DEVICE
* O 9 9 9 . v ma.util.SchemaException: ® (V]
O 7000 CISCO_CLASS_BASED_QOS_MIB CISCO_CLASS_BASED_QOS_MIB Base Package <errors DEVICE ® [}
&) 0 7000 xmins="urn:letf-params:xmi:
CISCO_EIGRP_MIB CISCO_EIGRP_MIB Base Package nsyangietf-restconf's DEVICE ® [v]
O 7000 CISCO_HSRP_MIB CISCO_HSRP_MIB Base Package SEIEREEILE DEVICE ® Q
¢ type=applications/error-
O 7000 CISCO_IETF_BFD_MIB CISCO_IETF_BFD_MIB Base Package type><error-tagoyang- DEVICE ® ]
[ 7000 CISCO_IETF_PW_MPLS_MIE CISCO_IETF_PW_MPLS_MIE Base Package Gl i e DEVICE ® (]
>_ tag><eror-
O 7000 CISCO_IPSLA_ETHERNET_MIB GISCO_IPSLA_ETHERNET_MIB Base Package apptag=compilation- DEVIGE ® [V]
failure</error-apptag><error-
3 7000 CISCO_LICENSE_MGMT_MIB CISCO_LICENSE_MGMT_MIB Base Package 4 Pptag DEVICE ® °
paths</error-paths<error-
3 7000 CISCO_OSPF_MIB CISCO_OSPF_MIB Base Package message>Errors: DEVICE @ o
Jopt/naas/temp/160879099
O 7000 CISCO_PROCESS_MIB CISCO_PROCESS_MIB Base Package 2084 DEVICE @ Q
O 7.000 CISCO_VRF_MIB CISCO_VRF_MIB Base Package 0/schemay/I3service/model/l DEVICE ® ]
3service.yang:160: error:
O 7020 Cisco Systems Cisco Systems Base Package premature end of file DEVICE ® @
1
8001 Cisco Systems Cisco Systems Base Package cerorsseenor< DEVICE
o st Ve 9 [CDATAl/opt/naas/temp/16 ® (]
[0 7500 Device SDK Device Model SDK Package 08790998984- DEVICE ® ]
0fschema/I3service/model/l
7.00.0
[} Device SDK Device Model SDK Package P AT DEVICE ® ®
O 7000 F5 Networks F5 Networks Base Package premature end of file [l DEVICE ® 9
</error></errors></error-
O 7010 InfobloxDeviceDriver InfobloxDeviceDriver Device Package build=1, bi messages<atom- DEVIGE ® [V]
O soo01 Juniper Networks Juniper Networks Base Package component- DEVICE
e ® o
O 7010 Juniper Networks Juniper Networks Base Package component-id></error> DEVICE ® ®
O 7000 Juniper Networks Juniper Networks Base Package > DEVICE ® ®
Solution:

First upload and load all dependency packages, after that upload the service package.
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Packages
@*

c + B A 10f1  I3se
0

Version Name . Description Driver-Name Type System-Created Active Activating-Task De-Activating-Task
1 I . O soo00 I3service L3 Service Package SERVICE_MODEL. ® o BmIIfAYOWWTOKLHAjtfYZ5AwW

Package Deletion Error

Users trying to delete the package from Administration > Plugins & Extensions > Packages, but
the services related to this package still exist in the Services tab, then the following exception
will be seen.

Error: com.anuta.api.DatalntegrityException

ﬂ Tasks  Events
(€] (o} i search
8
Operation Name ‘Component Status Message Approval Seeker Approver
] | 1 Delete Package I3service Version = 8.0.0.0 [ Emr Failed with error: Package: I3service has sche..  admin N/A
. [ Generate Compliance Report: 1 | Complete | Operation Completed successfully admin N/A
s
e
> D Workflow Instance 118199 - scale_ i :1:217 scale_ i 1:2176 Complete user task admin N/A

Delete Package I3service Version = 8.0.0.0

Task ID Po-1T0Op_dSQ6kN4RRXH12Eg

User Name admin
Time Taken | /Ta/20a0, 1048 - [24T/a0a0, 9] (1 seconds)

Summary Logs

Dec 24, 2020, 11:10:49 AM
Package: 13service has schema elements that are being used by some data ( 1 data nodes ). Delete the data first.
Dec 24, 2020, 11:10:52 AM  Failed with error: Package: 13service has schema elements that are being used by some data ( 1 data nodes ). Delete the data first

Solution:
Ensure that the services instantiated using the service package are deleted. Before the deletion
of the service package, do the following:

1. Go to the Automation -> Services tab and delete all the services.
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Operation Name Component Status Message. Approval Seeker Approver StartTime y @ End Time
M > O oeere e Jcontrller-services/ 3service:3-services/I3-service=testl B Operotion completed successfully admin NA 05/19/20,21720AM  05/19/20,217:23 AM |

2. Navigate to the packages tab, Unload the package first and after that delete package.

A

‘Are you sure to delete ?

cons. [0

@ Tasks Events

c o 3% search
fis}

Operation Name Component Status Message Approval Seeker Approver StartTme |,

([Pl O upicad: steconnectiity_paloaltos.0.0.7 Upload: siteconnectivity_paloalto:8.0.0.7 admin N/A 12/24/20,12:18:25 PM

v Delete Package [3service Version = 8.0.0.0 BEEEEN Deleted Package [3service Version = £.0.0.0 admin N/A 12/24/20,12:14:18 PM

Logging Level for Task Logs

Log_info or Log_debug statements can be added in python code to get those debug or info
messages in the Task Logs downloaded from ATOM.

E.x:

import util
util.log_info('calling register config provider for cisco')

util.log_debug("Exception seen with message: %s\n"%(str(e)))

Handler maps

To debug issues of python code whether it entered into each module or not, we need to check if
the required handler map is triggered or not. Handler map is to know which handles of service
code are getting triggered first when service is triggered. Generally these will be presentin
{module name}.py file (ex: suppose module name is acl_service, file in service package will be
with the name of Acl_Service.py).
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“3acl_service ) [ src ) 1 main ) [ scripts ) & Acl_Service.py » Wi > &5 W@
i  Project <@ = % 1| B Ad servicepy x |
3|+ Caacl_service ~/workspace/release| 1 7 €
| B .idea 2 # This computer program is the confidential information and proprietary trade
I 1 gradle 3 # secret of Anuta Networks, Inc. Possessions and use of this program must
! Esrc 4 # conform strictly to the license agreement between the user and
H £ main 5 # Anuta Networks, Inc., and receipt or possession does not convey any rights
f 1 model 6 # to divulge, reproduce, or allow others to use this program without specific
3 . . -
a [ scripts 7 # written authorization of Anuta Networks, Inc.
14 [acl_services 8 # ) )
B _init_py 9 # Copyright (c) 2016-2017 Anuta Networks, Inc. All Rights Reserved.
& Adl_Service.py i #
o 11
[& acl_service_lib.py 2 »
E"'—““‘f‘e—""—“’_m‘" 13 #DO NOT EDIT THIS FILE ITS AUTOGENERATED ONE
g:f"‘f;i:”;';eu"“”le” 14 #ALL THE CUSTOMIZATIONS REGARDING DATAPROCESSING SHOULD BE WRITTEN INTO service customization.py FILE i
& - 5 # i
£ vendor = 1
& package.xml i from servicemodel import util
© gitignore 18 Trom servicemodel import yang
@ build.gradle 19 from servicemodel import devicemgr
[ii gradle.properties 20 from acl_service_lib import getCurrentObjectConfig
[2l gradlew 21 import acl_services.profiles.profile.profile
[= gradlew.bat 22 import acl_services.profiles.profile.acl.acl
@ settings.gradle 23 import acl_services.profiles.profile.acl.match_condition.match_condition
i External Libraries 24 import acl_services.service.service
25 import acl_services.service.device_ip.device_ip
26
27 class ACL_Service(yang.AbstractyangServiceHandler):
28 """class for handling acl_ service creation request.
29 o
30 _instance = None
Sl
32 def create(self, id, sdata):
25 config = getCurrentObjectConfig(id, sdata, None)
34
85| def __init_ (self):
36 yang.AbstractYangServiceHandler. init  (self) 1
37 self.handler_map = {
38 'acl _service:acl services/profiles/profile': acl_services.profiles.profile.profile.Profile.getInstance(),
39 'acl_service:acl_services/profiles/profile/acl': acl_services.profiles.profile.acl.acl.Acl.getInstance(),
40 'acl_service:acl_services/profiles/profile/acl/match-condition': acl_services.profiles.profile.acl.match_condition.match_c
§ a1 'acl_service:acl services/service': acl_services.service.service.Service.getInstance(),
2 a2 'acl_service:acl_services/service/device-ip': acl_services.service.device_ip.device_ip.DeviceIp.getInstance(),
§ & }
s a4

Verification In tasklog

Look for keyword After Sorting which shows what are the handles of service being invoked
FeatureXPath: null, Features: []
xpath: /controller:services/acl service:acl services/profiles/profile/acl, handler: org.python.proxies.acl service.acl services.profiles.profile.acl.acl$Acl$9370@419e8551)
2017-Aug-29 09:04:30.378 [CONFIGMGR ThreadPool-170] !*769d@0f2-332d-4c7b-a717-3dc718dd34ae* ! DEBUG DefaultFeatureExecutionPreProcessor.processBeforeExecution(81) - AFEEF Sorting: plan =
FeatureNodeExecutionInfo: Node: system:709de9f2-332d-4c7b-a717-3dc718dd34ae, /controller:services/acl service:acl services/| i ile=acl
OperationType: CREATE
Priority: 8, Sequence number: O
hierarchyDepth = 4, rcpathOrderhumber: 8, isInterconnect: false, Associated: false
Handler Data: Optional.of(DataXPath: /controller:services/acl service:acl services/
FeatureXPath: null, Features: []
xpath: /controller:services/acl service:acl services/

hierarchyDepth = 5, rcpathOrderhumber: 1, isInterconnect: false, Associated: false
Handler Data: Optional.of(DataXPath: /controller:services/acl service:acl services/profiles/profile/acl

Regi tering”the Service Package with ATOM

After the service package is loaded successfully into ATOM, in the Services tab, user can check if
the python code with respect to yang is registered with ATOM or not. Users should cross check
like below.

1. Click Administration > Troubleshoot>Services & Metrics > Servers > Components >
Python > ServiceModelPlugin > click the Statistics tab

2. Check the status of the service package.

3. In the Statistics tab, if LOADED is displayed in the State column, the service package is
loaded into the ATOM system successfully.

4. If State column is FAILED for uploaded service package, then service package contains
some errors

5. Check for the exceptions in Service Model Plugin server log, fix the exception in
respective python module and upload again.
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Components ESHCUNEEG

22 Dashboard @ servers
» [JATOM Agents
&8 Resources o D> Stop Server
Server Name Server State

Config Manager

9 9 £ Parent Name: Debug (2 Servers)
B Collection Parent Name: 0SGi (2 Servers)
Automation & Parent Name: Python (1 Server)
FEETERED ServiceModel Plugin RUNNING

& Alarms

21 Reports
4 Administration

© Developer Tools

Parent Name: SNMP (1 Server)

& Refresh | [T] Edit Columns

Criticality

MINOR

Plugin Version
bitarray 7,000
pyangbind 7.000
servicemode! 7.020
jinja2 7.000
devicemodel 7.0.00
nexparser 7.000
cisco 7.020
I3service 7.000
& Refresh | [T] Edit Columns

Binding of the logic with ATOM

After uploading, registering the service package with ATOM successfully, syntactical and
semantic errors in the python glue logic can also cause issues that need to be resolved.

Sample Failure to upload Python Plugin files

State

LOADED
LOADED
LOADED
LOADED
LOADED
LOADED
LOADED
LOADED

Last Event Received

Registering openstack service: pl...

Loaded At

2019-06-03 10:15:34.656
2019-06-03 10:15:34.954
2019-06-03 10:15:44.053
2019-06-03 10:15:50.436
2019-06-03 10:15:50.75
2019-06-03 10:15:51.044

2019-06-03 10:16:12.643

2019-06-03 10:16:36.824

TimeStamp

06/03/19 03:46:36 pm

Description

Bitarray Package

Pyangbind SDK Package
Service Model SDK Package
Jinja2 Package

Device Model SDK Package
Parser

Cisco Systems Base Package

L3 Service Package build=De

7y  DefouttDashboard

|l Devices by Status

- B

Total

o @ Devices By Type

UNKNOWN:

@ Devices by Vendor

offline

[l workflow Status

12

10

Total

oo

alil  Active Alerts

Gisco 891

PR S N
RrTICAL VAJR MiNOR

% TopN Devices - Alerts

Device Name Device ID Alerts

Statuses
240TIE

@ osuspENDED

@ O EXTERNALLY TERMINATED

@ 6 INTERNALLY TERMINATED

@ 2coMPLETED
WARNING INFO CLERR
DeviceType | Resource Pool

Nothing to display!

Total

@ cRTicAL

® wasor
MINOR

@ warniNG

@ o

@ciew

5H L Rd
lshl  workflow Assignments
2 UNASSIGNED
@ oassenED
Totel
»

@ Alertstrend in last 7 days
e o o o o o 1}

S e v 2w 3t aus swe

lshil Tasks Summary

&
60

50

1. Navigate to the Task Viewer, download or view the Service Model Plugin logs and look for
the exception in the task log as shown below:
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2016-May-82 22:37:43.515 [http-bio-443-exec-98] 1*2dfel0f1-dca3-43b9-bale-3142c41F6145%! DEBUG YangServiceProcessor.registerYangServicefandler(171)
- Registered /controller/services/apn-services/apn-service/ip-routers/ip-router;org. python. proxies. apnru. iprouter$Routertandler$a3039a776h
2016-May-02 22:37:44,356 [http-hio-443-exec-90] |¥2dfeldf1-dca3-4309-bale-3142c41f6145% | ERROR PythonPluginContainer.loadPythonPlugins(121) -
SyntaxError: ("mismatched input '-' expecting INPORT", ('¢stringd', 1, 14, 'from postscrub-vlan import pluginin'))

org.python. core, PySyntaxError
at org.python. core.Parserfacade. fixParsefrror(Parserfacade. java:92) »[jython-standalone-2.5.3.jar:?
at org.python. core.ParserFacade.parse(ParserFacade. java: 199) ~[ jython-standalone-2.5.3.3ar:?
at org.python.core.Py.conpile flags(Py.java:1751) ~[jython-standalone-1.5.3.7ar:?
at org.python.util.PythonInterpreter. exec(PythonInterpreter, java: 206) ~[jython-standalone-2.5.3.7ar:?
at con.anuta.service.python. plugin. PythonPluginContainer, loadPythonPlugin(PythonPluginContainer. java: 145) ~[naasserver-agentaun-1.0-

Due to the hyphen (-) in the postscrub-vlan.py file, the package python code registering into
ATOM did not happen.

Exception:

2016-Apr-15 00:23:08.186 [http-bio-443-exec-73] 1*f2861c70-2050-4488-b48a-e14173¢c43727*! ERROR
PythonPluginContainer.loadPythonPlugins(121) - SyntaxError: ("mismatched input '-' expecting IMPORT",
('<string>', 1, 14, 'from postscrub-vlan import plugin\n'))

Solution:

1. Rename the postscrub-vlan.py to postscrubvlan.py, similarly rename yang and yin files

Syntax Errors in Python plugin file

.ctx.switchl !=
.create_ vlan( .ctx.switchl, vlanid, vlanname)

.add_allowed vlan(sinstance, .ctx.switchl, swl _intf1l)

.add allowed vlan(sinstance, .ctx.switchl, swl ifitf2)

Error

2016-May-0©2 22:53:59.894 [http-bio-443-exec-94] !*8d872f56-50d3-4824-9ffe-90ead5741016%! DEBUG YangServiceProcessor.registerYangServiceHandler(171) - Registered /controller/services/apn-

services/apn-service/ip-routers/ip-router:org.python. proxies.apnru. iproutersRouteriandlers100[1455645h
2016-May-02 22:53:80.256 [http-bio-443-exec-94] |*8d872f56-50d3-4824-9ffe-90ead5741016" | ERROR PythonPluginContainer.loadPythonPlugins(121) - Traceback (most recent call last):
File "<string>", line 1, in <module>
File "/data/naas/OpenStackPlugins/postscrubvlan/plugin.py”, line 18, in <module>
import postscrubvlan
File "/data/naas/OpenstackPlugins/postscrubvlan/postscrubvlan.py”, line 16, in <module>
import service_instance
File "/data/naas/OpenStackPlugins/postscrubvlan/service_instance.py”, line 12, in <modules
import aristaconfig
SyntaxError: (“mismatched input '\\n' expecting COLON®, ('/data/naas/OpenStackPlugins/postscrubvlan/aristaconfig.py’, 84, 34, ° if self.ctx.switchl != None \n'))

org.python. core.PySyntaxError
at org.python.core.Parserfacade. fixParseError (Parserfacade. java:92) ~[fython-standalone-2.5.3.5ar:?]
at org.python.core.Parserfacade.parse(ParserFacade. java:184) ~[jython-standalone-2.5.3.3ar:?]
at org.python.core.imp.compileSource(imp. java:326) ~[jython-standalone-2.5.3.jar:?]
at org.python.core. imp.createFromSource(imp. java:348) ~[jython-standalone-2.5.3.5ar:?]

Exception

SyntaxError: ("mismatched input "\\n' expecting COLON",
('/data/naas/OpenStackPlugins/postscrubvlan/aristaconfig.py', 84, 34, "' if self.ctx.switch1 !=
None \n'))

Solution:

Correct it like below
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switchl, vlanid

.add allowed vlan(sinstance, .ctx.switchl, swl intf1)

.add_allowed vlan(sinstance,

Now service package is free of syntactical errors and is loaded successfully into ATOM

Semantic Errors in the Service package files

Even if the syntactically yang and python files are correct, there might be some issues due to
typos in the YANG files or URLs used in python, glue logic

Though these errors are not displayed in the log, check for the following:
1. The used URLs are appropriate
2. Typos in the yang files or python modules

Typo in Yang File

contai

lis

-vlan-service-def;

instance' : s instance

Solution

Correct the typo present in yang and yin files
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Defined in the YANG module is as shown below:
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I
L

uses config-def;

contain

Mismatch in the yang and python module due to typos leads to improper call invocation.
Solution

Correct the typos in the python module as shown below:

stscrubVlanServiceHandler(y tractYa eHandler):

stance = None

ceHandler._ init_ (

e-instance’ : s e_instance.Postscrubvlans eInstance.ge

Commands not being generated in ATOM

1. Go to the naas server.log or the task log.
2. Look for the pattern “best match platform”.

2016-Apr-29 18:47:44.852 [http-bio-443-exec-55] *c85c1b95-ff54-498f-8f74-f13434487b6f*! DEBUG
DevicePlatformService.getBestDevPlatformForTarget(334) - bestDevPlatformToMatch for the target
/controller/devices/device/vlans/vlan for the matching platform ALL|DCS-2759 | Arista Networks 7150] Arista
EOS| Arista Networks is ALL|ALL|ALL|Arista EOS | Arista Networks

2016-Apr-29 18:47:44.857 [http-bio-443-exec-55] *c85c1b95-ff54-498f-8f74-f13434487b6f*! INFO
RestStyleYangServicelmpl.processDeviceOperations(1252) - best matching platform ALL|ALL|ALL|Arista EOS|Arista
Networks

3. For operation best match platform found and respective command conditions are
validated and $ variables are replaced by values provided by the end user.
4. The detailed highlights are marked in red as shown below:
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8.

Jeontroller/devices/device=376¢852a-bddf -4 15-8008-5752220918d0,/v1ans/v1an=409 with xpath /controller/devices/device/vlans/vlan and id 498b7458-dafd-4410-8811-6cec53caadsd for the
context CREATE and value null
2016-Apr-29 18:47:44.852 [http-bio-443-exec-55] ! "cBSC1b95-FF54-498f -8F74-F13434487b6F" | DEBUG DevicePlatformService. getBestDevPlatfornForTarget(334) - bestDevPlatfornTobatch for the
target /controller/devices/device/vlans/vlan for the matching platforn ALL|DCS-2759|Arista Metworks 7150|Arista EOS|Arista Networks is ALL|ALL|ALL|Arista EOS|Arista Networks
2016-Apr-29 18:47:44.857 [http-bio-443-exec-55] ! *cBSC1b95-FF54-498F -8F74-F13434487b6F" | INFO RestStyleVangServiceInpl. processDeviceOperations(1252) - best matching platform
ALL|ALL|ALL |Arista EOS|Arista Networks
2016-Apr-29 18:47:44.861 [http-bio-443-exec-55] ! *cB5c1b95-FF54-49f -8F74-F13434487b6F* | DEBUG RestStyleVangServiceInpl. processDeviceOperations(1262) - deviceoperation
Jeantroller/vendor-data/operations/operation=k2Fcontroller2F devices¥2Fdevi cek2FvlanskaFvlan, ALL¥TCAL LYTCALLE7CAr s ta%20 E0SK7CAris ta¥20Ne torks /device - operations/device-
operation=CreateVlan null
2016-Apr-29 18:47:44.869 [http-bio-443-exec-55] | *cBSC1b95-FF54-496f -6F74-F13434487b6F " | DEBUG RestStyleVangServiceInpl. conputeComandv2(2679) -
2016-Apr-29 18:47:44.873 [http-bio-443-exec-55] ! "cB5C1b95-FF54-498f -8F74-F13434487b6F" | DEBUG RestStyleVangServiceInpl. conputeComnandv2(2091) - T GUEEE i
13434887b6f
016-Apr-29 18:47:44.877 [http-bio-443-exec-55] ! *cB5C1b95-Ff54-498F -5F74-F13434487b6F+ | DEBUG RestStyleYangServiceInpl. computeComnandv2(2092) - Computing Comnand. Incoming :
-vlan $id

To19 18:47:44.881 [http-bio-d43-exec-55] | *cB5c1bes-FF54-4987-5774-F 13434487067 | DEBUG ReststylevangServiceInpl. computeConnandv2(2093) - Context Datanode:
Jeontroller/devices/device=376¢852a-bddf -4 15-8008-2752520918d0,/v1ans/v1an=4009 taskid: cB5c1b95-FF54-498F-674-F13434487b6F
2016-Apr-29 18:47:44.885 [http-bio-443-exec-55] | *cBSC1b95-FF54-496f -6174-F13434487b6F | DEBUG RestStyleVangServiceInpl. conputeComandV2(2094) - Outgoing:
vian 4209
2016-Apr-29 18:47:44.892 [http-bio-443-exec-55] ! *cB5C1b95-FF54-498f -8F74-F13434487b6F" | DEBUG RestStyleVangServiceInpl. conputeComnandv2(2079) -

&

S
2
5

2016-Apr-29 18:47:44.899 [http-bio-443-exec-55] | *cB5c1095-FF54-498F -6774-F13434487b6F | DEBUG ReststylevangserviceInpl. computeComnandV2(2091) - task id: cBSc1b95-FF54-498f -8F74-
F13434487b6F
016-Apr-29 18:47:44,905 [http-bio-443-exec-55] |*cBSc1b95-7754-495f -8174-F13434487b6F* | DEBUG ReststylevangServiceInpl. computeCommandv2(2092) - Computing Command. Incoming :
[nane_Snand]
2016-Apr-29 18:47:44,912 [http-bio-443-exec-55] !*cB5c1b95-ff54-498f-874-F13434487b6F* | DEBUG RestStyleYangServiceImpl. computeCommandV2(2093) - Context Datanode:
/controller/devices/device=576c852a-bddf-41e5-8008-2752aa0918d0/v1ans/vlan=4009 taskid: c85c1b95-ff54-498f-8174-F13434487b6f
2016-Apr-29 18:47:44.916 [http-bio-443-exec-55] ! *c85C1b95-ff54-498f -8174-F13434487b6f" | DEBUG RestStyleYangServiceImpl. computeCommandV2(2094) - Outgoing:
nane def-postscrub
BT6-Apr=29 184738, 919 [ty S5 T CBSCIbT5-TT A A90T BT /AT 3438 766 INFU Rest: TCEImpL.pr TEVICEUper BETONS (1269) — COMMands Eencrated are [VIam 3
ane_def-postscrub]
T0T6-Apr-25 18:47:44,923 [Nctp-bio-443-ewec-55] | CBOCIb95-TT54-4067 -67/4-11343448/067 | INF0 ReStotyleVangservicelnpl. processDeviceOperations(1286) - commands after dropping duplicates
are [vlan 4009, nane def-postscrub]
144,927 [http-bio-443-exec-55] | *c85c1b95-54-4987 -8774-713434487b6F | DEBUG RestStyleYangServiceInpl.processDeviceOperations(1294) - -
-Fri Apr 29 18; 44 UTC 2016
triggered hy: /controller/devices/device=576c852a-bddf-41e5-8008-2752aa0918d0/v1ans /vlan=4069
ldevice ip :172.16.5.143
loperation :Createvlan
comands:

vlan 4009

nane def-postscrub
End of Device comands log| N

i

3

--- Device

If the best match platform is null, check if the device operations are defined in the

vendor-data.

In the ATOM Ul, navigate to Administration >Plugins & Extensions > Device Support >

Operations

If the Operations are defined in the Device support and the commands are not being

generated still, check with Anuta Networks

However, if the operations have not been defined, create an operation in the Ul.
Solution

If device operation is not defined for the platform, define it by adding the Create, Update, and
Delete operations for that platform as illustrated below:

Operations.
c + B8 1-500f2267
o - T - - e Policy Skip-Context
O  1-1ALALLIUNOS Networks 0 0 STANDALONE
[ 11.1ALLALLIUNOS uniper Networks 0 o STANDALONE
[ 11.1ALLALLIUNOS uniper Networks 0 o STANDALONE
[ 111/ALLALLIUNOS uniper Networks 0 o STANDALONE
[ 11.1ALLALLIUNOS uniper Networks 0 o STANDALONE
[ TLIALLIALLUNOSIJuniper Networks [controler 0 0 STANDALONE
[ 11.1ALLALLIUNOS uniper Networks 0 o STANDALONE
[0 132/ALLHuniper QFXJUNOS Juniper Networ. 0 o STANDALONE
[0 132/ALLbuniper QFXJUNOS Juniper Networ. 0 o STANDALONE
O AWALAL 0 o STANDALONE
O ALALAL ms noler 0 0 STANDALONE
O AWALAL ms P 0 o STANDALONE
O ALALALL ms Bpol 0 o STANDALONE
O AWALAL 0 o STANDALONE
O AWALAL Host 0 o STANDALONE
O AWALAL ms noler nfig 0 0 STANDALONE
O AWALAL ms i 0 o STANDALONE
O AWALAL ms ntext 0 o STANDALONE
O AWALAL ms 0 o STANDALONE
O AWALAL ms 0 o STANDALONE
[0 ALLALLIALLIACEOS] ms 0 0 STANDALONE
O AWALAL 0 o STANDALONE
O AWALAL ms 0 o STANDALONE
O ALALALL ms Binterf 0 o STANDALONE
O AWALAL P 0 o STANDALONE
[ ALLALLIALLIACEOS] 0 0 STANDALONE
O AWALAL 0 o STANDALONE
O ALAWALL ms ETrunk o o STANDALONE
O AWALAL ms 8 0 o STANDALONE

Attribute Error

Error:

Page10f46 > | | Search a

92



When the leaf is defined in yang and at the time of service creation the user gives an
empty value to that leaf, below error will be seen.

Base-Object has no Attribute/object

2017-Aug-23 10:31:05.191 [CONFIGMGR ThreadPool-436] !+3b250927-0e05-41d3-98f1-fb119bdceb62*! DEBUG YangXPathResolver.resolve(87) - Using custom evaluation for expr = /ac:devices/device[id=current{)/../../../device-ip]/acl:access-
lists/access- llst[name current()/../namel/acl-type
2017-Aug-23 16:31:65.193 [CONFIGMGR ThreadPool-436] !+*3b250927-0e05-41d3-981-fb119bdceb62* ! DEBUG XPathComponentResolver.doResolve(68) - Resolving predicate: devicelid=current()/../../../device-ip]
2017-Aug-23 19:31:95‘195 [CONFIGMGR ThreadPool-436] !*3b250927-0e05-41d3-98F1-fbl19bdceb62+ ! DEBUG XPathComponentResolver .resolvePredicate(98) - Resolving path /ool /. /device-ip
2017-Aug-23 10:31:05.197 [CONFIGMGR ThreadPool-436] 1+3b250927-0e05-41d3-981-fb119b4ceb62*! DEBUG YangXPathResolver.getDataNodesForXPath(194) - xpath = ../../../device-ip, values = []
2017-Aug-23 10:31:05.200 [CONFIGMGR ThreadPool-436] !+3b250927-0e05-41d3-98F1-fb119b4cebs2*! DEBUG XPathComponentResolver.doResolve(6e) - Resolving predicate: access-listinamecurrent()/../namel
2017-Aug-23 10:31:05.202 [CONFIGMGR ThreadPool-436] !+3b250927-0e05-41d3-98f1-fb119b4ceb62*! DEBUG XPathComponentResolver.resolvePredicate(98) - Resolving path: /../name
2017-Aug-23 10:31:05.204 [CONFIGMGR ThreadPool-436] !+3b250927-0e@5-41d3-98f1-fb119b4ceb62+! DEBUG YangXPathResclver.getDataNodesForxPath(194) - xpath = ../name, values = []
2017-Aug-23 10:31:05.207 [CONFIGMGR ThreadPool-436] !*3b250927-0e05-41d3-98f1-fb119bdceb62*! DEBUG YangXPathResolver.getDataNodesForXPath(134) - xpath = jac:devices/devicelid='172.16.16.65']/acl:access-lists/access-List[name='C0S5-
ACL'1/acl-type, values = []
2017-Aug-23  10:31:05.220 [CONFIGMGR ThreadPool-436] !*3b250927-0e05-41d3-98f1-fb119b4ceb62*! DEBUG DefaultRestconfService.createData(223) - node = system:3b250927-0e05-41d3-98F1- fb119bdceb62, /controller:services/cpedeployment :managed-
cpe-services/customer=TCL/single-cpe-site/single-cpe-site-services=sitel2/cpe/access-lists/access-List=C085-ACL/access - List-rules=permit420ipi20172.16.36.0%200.0.0.255%20172, 16.37.05200.0.0. 255, permit. basenode = null
2017-Aug-23 10:31:05.222 [CONFIGMGR_ThreadPool-436] !*3b250927-0e05-41d3-98f1-fb119b4ceb62*! DEBUG DefaultRestconfService.createData(229) - Skipping validators if fail fast is false. Handling validations at the time of commit
2017-Aug-23 10:31:05.225 [CONFIGMGR ThreadPool-436] !+3b250027-0e05-41d3-08f1-fb110bdceb62+! DEBUG DefaultRestconfService.setTaskComponentId(340) - Setting task component to
system:COMMON, /controller:devices/device=172.16.16.65/13features:ip-nat
2017-Aug-23 10:31:05.229 [CONFIGMGR ThreadPool-436] !+3b250927-0e05-41d3-98f1-fb119bdceb62*! DEBUG PythonLogger.() - Exited: createDataWithTaskId. Returning None
2017-Aug-23 10:31:05.229 [CONFIGMGR_ThreadPool-436] !+3b250927-0e05-41d3-98f1-fb119b4ceb62*! DEBUG PythonLogger.() - Exited: createData. Returning Nene
2017-Aug-23 10:31:05.236 [CONFIGMGR ThreadPool-436] 1+3b250927-0e05-41d3-981-fb119b4ceb62*! ERROR ServiceModelUtil.execute(386) - Traceback (most recent call last)
File "/data/naas/ServicePackages/cpedeployment/managed cpe services/customer/single cpe site/single cpe site services/cpe/access lists/access list/access list.py”, line 10e, in create
service customization.ServiceDataCustomization.process service device bindings(smodelctx, sdata, dev, inputdict=inputdict, parentobj=parentobj, config=config, devbindobjs=devbindobjs)
File "/data/naas/ServicePackages/cpedeployment/managed cpe services/customer/single cpe site/single cpe site services/cpe/access lists/access list/service customization.py®, line 83, in process service device bindings
access list(smodelctx, sdata, device, **kwargs)
File "/data/naas/ServicePackages/cpedeployment/cpedeployment 1lib.py", line 85@, in access list
acl service discovery(smodelctx, sdata, dev, **kwar
File "/data/naas/ServicePackages/cpedeployment/cpedeployment 1lib.py", line 875, in acl service discovery
if util.isEmpty(rule obj.source ip):
AttributeError: 'BaseObj’ object has no attribute 'source :

org.python.core.PyException: null
at org.python.core.Py.AttributeError(Py.java:205) ~[jython-standalone-2.7.0.jar:?]
at org.python.core.PyObject.noAttributeError(PyObject.java:1013) ~[jython-standalone-2.7.0.jar:?]
at org.python.core.PyObject. getattr_ (PyObject.java:1088) ~[jython-standalene-2.7.0.jar:?]
at cpedeployment.cpedeployment libspy.acl service discovery$22(/data/naas/ServicePackages/cpedeployment/cpedeployment lib.py:862) ~[?:7]
at cpedepluyﬂ\ent cpedeployment_libspy.call fun(unn(/uata/naas/servuePackages/cpedepmyment/cpedepluyment lib.py) ~[7:7]
at org.python.core.PyTableCode.call{PyTableCode. java:167) ~[jython-standalone-2.7.08.jar:?]
at org. pythun core.PyBaseCode. call(PyBaseCode. java:307) ~[jython-standalone-2.7.0.ja
at org.python.core.PyFunction. function  call _(PyFunction.java:471) ~[]yth0n-§tandalune-2.7.0.]ar:?]
at org.python.core.PyFunction. call (PyFunction.java:466) ~[jython-standalene-2.7.0.jar:?]
at org.python.core.PyFunction. call _(PyFunction.java:461) ~[jython-standalone-2.7.0.jar:?]
at org.python.core.Pyobject. callextra(PyObject.java:601) ~[jython-standalone-2.7.0.jar:7]
at cpedeployment.cpedeployment libspy.access list$21(/data/naas/ServicePackages/cpedeployment/cpedeployment Lib.py:850) ~[?:2]
at cpedepluyment cpedeployment 1ibspy.call functlun(/data/naas/Servx(ePackages/cpedepLoyment/:pedepluymenl Tib.py) ~[2:7]
at org.python.core.PyTableCode. call(PyTableCode.java:167) ~[jython-standalone-2.7.0.jar:?]
at org pythun core.PyBaseCode. call{PyBaseCode. java:307) ~[jython-standalone-2.7.0.jar: 7]
at org.python.core.PyFunction. function__ call__(PyFunction.java:471) ~[Jython—5tandalnne—2.7.0.]5!’:7]
at org.python.core.PyFunction. call (PyFunction.java:466) '-[]ythnn standalone-2.7.6.jar:?]
at org.python.core.PyFunction. _call__(PyFunction.java:461) ~[jython-standalene-2.7.0.jar:?]
at org.python.core.PyObject. callextra(PyObject.java:601) ~[jython-standalone-2.7.6.jar:?]

cpedeployment .managed _cpe services.customer.single cpe site.single cpe site services.cpe.access lists.access list.service customization$py.process service device bindings$3(/data/naas/ServicePackages/cpedeployment/managed cpe services/
customer/single cpe site/single cpe site services/cpe/access lists/access list/service customization.py:82) ~[7:7]

at
cpedeployment.managed_cpe_services.customer.single cpe_site.single cpe site services.cpe. ac(essillsts.a(cessilist‘servlceicustumizatiun&py.callifunctlun(/data/naas/servicePackagEs/(pedeploymen(/managedicpeiservlces/customer/singleicpei
site/single cpe site services/cpe/access lists/access list/service customization.py) ~[7

at org.python. core.PyTableCode. call(PyTablecode. java: 167)_~[jython-standalone-2.7. . jar:7]

Solution
To overcome the above exception, make sure that the user should add the
get_field_value like shown in below snippet to fetch the value from service yang and
assign it to create call.

1t util.iskmptylrule_obj.get_tield_valuel'source conditlon_type’}):
rule_obj.source_condition_type = ""

if util.isEmpty(rule_obj.source ip):

if util.isEmpty(rule obj.get field value('source ip'}):
rule obj.source_ip

else:

if rule_obj.source_condition_type == "cidr
cidr = util.netmaskZmasklen(rule_obj.source mask)
cidr = util.netmaskZmasklen(rule_obj.get_field wvalue('source mask'))
wildcard_mask = 32-int{cidr)
B1 - rule_obj.source_ip = str(rule_obj.source ip) + '/'+ str{wildcard mask)
rule_obj.source_ip = str(rule_obj.get_field value('source ip')) + '/'+
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def acl service_discovery(smodelctx, sdata, sr_device, **kwargs):
inputdict = kwargs['inputdict']
if sdata.isServiceDiscoveryEnabled() == True:
access_list_obj = sr_device.url+"/acl:access-lists/access-1list=%s"%(inputdict['na
access_list = yang.Sdk.getData(access_list_obj, '', sdata.getTaskId())
obj = util.parseXmlString(access_list)
if hasattr(obj.access_list,'acl rules'):
acl rules_obj = sr_device.url+"/acl:access-lists/access-list=%s/acl-rules"%(1i
acl rules = yang.Sdk.getData(acl_rules_obj, '', sdata.getTaskId())
acl_rule = util.convert_to_list(acl_rules)
for aclrule in acl_rule:
rule = util.parseXmlString(aclrule)
rules_obj = util.convert_to_list(rule.acl_rules.acl_rule)
for rule_obj in rules_obj:
uri = sdata.getRcPath()
if util.isEmpty(rule_obj.get_field_value('name')):
rule_obj.name = ""
if util.isEmpty(rule_obj.get_field_value('action')):
rule_obj.action = ""
if util.isEmpty(rule_obj.get_field_value('layer4protocol')):
rule_obj.layerdprotocol = ""
if util.isEmpty(rule_obj.get_field_value('source_condition_type')):
rule_obj.source_condition_type = ""

Sorting of Create/Delete commands:

After service instantiated sometimes commands will be generated in the wrong order in task
details, due to this operations can fail to execute on device. To overcome the failure follow
below procedure.

Example code :

Suppose devices will accept 'CreateQPolicyMap' command operations first and after that
'Createlnterface’, 'Updatelnterface' command operations but commands generated in reverse
order in service task details, we need to write sorting for the Create/Delete commands like
below.

This class is already present in respective service_customization files. User needs to add the
move or delete operation like shown below.
class CreatePreProcessor(yang.SessionPreProcessor):
def processBeforeReserve(self, session):
operations = session.getOperations()
"""Add any move operations for creation"""
log('operations: %s' % (operations))

yang.moveOperations(operations, ['Createlnterface’, 'Updatelnterface'], ['CreateQPolicyMap'], True)

Explanation for example code:

In above code CreateQPolicyMap command will come before Createlnterface or
Updatelnterface command.

For deletion commands also same procedure.
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[ISFC ) 1 Main ; [ SCTIPES ;7 (] Managead_cpe_services ) (] CUSCOMer ) (1 SINgle_cpe.site ) (1 SINgie_CPe_SILe_Services ) @ Service_cuscomizacion.py Wl w W

¥ F W Dk

& test robot x | & cpedeployment_lib.py x | & single_cpe site_services.py x | & cpe/service_customization.py x | & cpe.py x | @ single_cpe_site_services/service_customization.py x

@staticnethod
def process_service_update_data(smodelctx, sdata, **kwargs):
"""callback called for update operation"""

modify = False
if modify and kwargs is not None:
for key, value in kwargs.iteritems():
log("%s == %s" %(key,value))

@staticnethod
def process_service_delete_data(smodelctx, sdata, **kwargs):
"""callback called for delete operation"""
modify = False
if modify and kwargs is not None:
for key, value in kwargs.iteritems():
log("%s == %s" %(key,value))

class DeletePreProcessor(yang.SessionPreProcessor):
def processBeforeReserve(self, session):

operations = session.getOperations()
"n"Add any move operations for Deletion"""
log('operations: %s' % (operations))
yang.moveOperations(operations, ['DeleteRouteMap'], ['DeleteRouteMapActions', 'DeleteRouteMapConditions', 'UpdateInterface'], True)
yang.moveOperations(operations, ['DeleteRouterBGPAggregatesummaryNetwork', 'DeleteRouterBGPNetwork',6 'DeleteRouterEigrpRedistribute’,
print 'pass: operations: %s' % (operations)

class CreatePreProcessor(yang.SessionPreProcessor):
def processBeforeReserve(self, session):
operations = session.getOperations()
"""aAdd any move operations for creation"""
log('operations: %s' % (operations))
yang.moveOperations(operations, ['CreateInterface', 'UpdateInterface'], ['CreateQPolicyMap'], True)

# print ‘'passi2: operations: %s' % (operations)

IPAM Pools integration with services:

raise Exception('Update forbidden for node single-cpe-site-services at path managed-cpe-services/customer/single-cpe-site/single-cpe-site-services')

'DeleteRouterEig

To integrate the IP address pools with services, make sure that user can add code like below in

services.yang

leaf out-queue-length { "
type uint32 {
range "0..240000";

description
"0..240000";
when "../hold-queue-out = 'true'";
n-ext:maps-to "/ac:devices/device/if:interfaces/interface/out-queue-length";
}
3
grouping ic-locall {

description
"subnetwork properties";
leaf cidr {
type leafref {
path "/ip:ipaddress-pools/ip:ipaddress-pool/ip:name";

}

description
"cidr";

mandatory true;

}
leaf inbound-policy {
type leafref {
path "/ac:services/cpedeployment :managed-cpe-services/customer [name=current()/../../../../../name]/qos-service/poli

description
"inbound-policy";
when "../hierarchical-inbound-policy = 'false'";

leaf hierarchical-inbound-policy {
type boolean;
description
"hierarchical-inbound-policy: True/False";

}
leaf hierarchical-policy {
type leafref {
path "/ac:services/cpedeployment:managed-cpe-services/customer [name=current()/../../../../../name]/qos-service/hier

3
376 3

After adding the leaf in yang, user will generate the code by using SDK, but in codegen bi

of IPAM related methods will not be generated automatically if extensions are not used

ndings

properly. Users can add below code in some lib.py file and import those definitions wherever

needed.
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e Below method is used to get the used ips from ipaddresspool.

def get_used_ip_list_from_ippool(ipaddress_pool_name, sdata):
print "inside get_used_ip_list_from_ippool"
ipaddress_pool_name = util.make_interfacename(ipaddress_pool_name)
ipaddress_pool_name = ipaddress_pool_name.replace('", '%20')
ip_used_list =]

get_ipaddress_pool_url = "/app/restconf/data/ipam:ipaddress-pools/ipaddress-pool=%s"
%(ipaddress_pool_name)

pool = yang.Sdk.getData(get_ipaddress_pool_url, ", sdata.getTaskld())
pool = util.parseXmlString(pool)
if hasattr(pool.ipaddress_pool, 'ipaddress_entries'):

get_ipaddress_pool_entries_url =
"/app/restconf/data/ipam:ipaddress-pools/ipaddress-pool=%s/ipaddress-entries" %(ipaddress_pool_name)

entries = yang.Sdk.getData(get_ipaddress_pool_entries_url, "', sdata.getTaskld())
entries = util.parseXmiString(entries)

#print "list of ip_address_pool_entries is:", entries
if hasattr(entries.ipaddress_entries, 'ipaddress_entry'):
for entry in util.convert_to_list(entries.ipaddress_entries.ipaddress_entry):

ip_used_list.append(entry.ipaddress)

return ip_used_list

e Below method is used to add the ipaddress entries under ipaddress pools.

def add_ipaddress_entries(ipaddress_pool_name, ip_address,sdata):
payload = '<ipaddress-entries/>"'
ipaddress_pool_name = util.make_interfacename(ipaddress_pool_name)
ipaddress_pool_name = ipaddress_pool_name.replace('", '%20')
url = '/app/restconf/data/ipam:ipaddress-pools/ipaddress-pool=%s'%(ipaddress_pool_name)

yang.Sdk.createData(url, payload, sdata.getSession(), False)

## Update used count

payload_ippool = "'<ipaddress-entry>

<ipaddress>""+ip_address+'"'</ipaddress>

<name>'"+ipaddress_pool_name+'_'+ip_address+'"'</name>

</ipaddress-entry>
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yang.Sdk.createData("/app/restconf/data/ipam:ipaddress-pools/ipaddress-pool=%s/ipaddress-entries"
%(ipaddress_pool_name), payload_ippool, sdata.getSession())

e Below method is used to get the free ips from cidr.

def get_freeip_from_cidr(cidr, used_list):
print "inside get_freeip_from_cidr"
cidr_obj = util.IPPrefix(cidr)
gateway_ip = cidr_obj.gateway_ip()
#used_list.sort()
#ip_address = used_list[0]

#last_ip_address = used_list[used_list.__len__ ()-1]

network_given = IPNetwork(cidr)
(addrStr, cidrStr) = cidr.split('/")
addr = addrStr.split(".")
cidr = int(cidrStr)
mask = [0, 0, 0, 0]
for i in range(cidr):
mask[i/8] = maskl[i/8] + (1 << (7 -i % 8))
net =[]
foriin range(4):
net.append(int(addr[i]) & mask[i])
network =".".join(map(str, net))

ip_address = network

print "gateway_ip for /32 cidr", gateway_ip
print "cidr_obj.masklen is", cidr_obj.masklen
if str(cidr_obj.masklen) == str(32):
return gateway_ip
else:
gateway_ip = util.next_ip_address(ip_address)
print "gateway_ip is:", gateway_ip
while (True):
if gateway_ip not in used_list:
break
else:
gateway_ip = util.next_ip_address(gateway_ip)

print "final gateway_ip is :", gateway_ip
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ip = IPAddress(gateway_ip)
if not network_given.Contains(ip):
raise Exception('Invalid IP address for this cidr')

return gateway_ip

VLAN Pools integration with services:

To integrate the VLAN pools with services, make sure that user should add code like below in
services.yang

// Location/Zone Specific Config Grouping

grouping location-grouping {
container zones {
container cor {
leaf zone-name {
type enumeration {
enum "cor";

description
"cor\n";
default "cor";
}
leaf vlan-pool {
type leafref {
| path "/vg:vlan-pool-groups/vg:vlan-pool-group[vg:name=current()/

mandatory true;
description
"vlan-pool";

container site-iad2 {
container rack-compute
uses conditional-vlan-grouping;
uses server-mgmt-vlan-cor-grouping;

224 container rack-storage {
22 uses server-mgmt-vlan-cor-grouping;

container rack-hadoop {
uses conditional-vlan-grouping;

}
N

After adding the leaf in yang, user will generate the code by using SDK, but in codegen bindings
of VLAN pools related methods may not be generated automatically based on the extension
used. Users can add below code in some lib.py file and call those definitions when needed.

Below method is used to allocate the VLANs in a VLAN pool.

def allocate_vlan(dev, obj, sdata, pool, group, count=1):
print "poolname %s groupname %s"%(pool, group)
if util.isNotEmpty(count):
if util.isEmpty(pool):

raise Exception('Vlan pool cannot be empty')

allocated_list =[]
for i in range(0,int(count)):

ifi==0:
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addr = vlanpool.allocate_vlan(group, pool)
else:

addr = vlanpool.allocate_vlan(group, pool, addr+1)
allocated_list.append(addr)
vlans_object = devices.device.vlans.vlans()

vlans_vlan_object = vlans_object.vlan.add(id=addr)

vlans_object_payload = vlans_object.getxml(filter=True)
log('vlans_object_payload: %s' % (vlans_object_payload))

return allocated_list
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