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Anuta ATOM Overview

Anuta ATOM platform provides comprehensive end-to-end network automation, network

monitoring, configuration and compliance management, network orchestration, and closed-loop
automation for multi-domain and multi-vendor networks.

Key Features of ATOM Platform

A Cloud-Native platform that delivers Analytics & Closed-Loop Automation through Assurance, Telemetry and Orchestration for
Multi-Vendor & Multi-Domain Networks.
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Vendor Agnostic Platform: Anuta ATOM supports 45+ vendors across 150+ platforms. All
major vendors, including Cisco, Juniper, Arista, F5, and others, are supported. Anuta ATOM

provides SDK, enabling customers and partners to develop device models not supported by
ATOM currently.

Automated Device onboarding: Network devices can be onboarded on ATOM either manually
or automatically through seed and sweep mechanisms. ATOM also provides zero-touch

provisioning through DHCP or PnP. Once onboarded, ATOM provides a complete device
lifecycle and inventory management.



Configuration & Compliance management: Upon onboarding the devices, ATOM provides
configuration management and automated compliance enforcement. ATOM periodically
archives and versions device configurations. Any out-of-band changes are detected, notified,
and remediated on approval. ATOM’s compliance policy builder enables the administrator to
define and standardize configurations. Any violation of baseline behavior triggers automated
remediation to fix non-compliance.

Service Orchestration: ATOM enables Service lifecycle management and service
orchestration. L2VPN, L3VPN, Application delivery, or any custom service can be modeled and
ordered using the ATOM platform.

Low Code Workflow Automation: ATOM provides an intuitive drag & drop framework to
develop automation for even the most complex workflows such as software upgrades, Device
RMA, network migration, troubleshooting, and diagnostic scenarios.

Performance & Network Health Monitoring: Anuta ATOM provides a single-pane-of-glass to
monitor the entire network. ATOM can collect necessary device and network data through
SNMP, SNMP Trap, Syslog, and streaming telemetry mechanisms. Operators can visualize the
collected data through out-of-box and custom charts or share it with external databases.

Alert Routing & Suppression: ATOM supports alert deduplication, alert grouping, alert
suppression, and alert routing. ATOM allows the grouping of similar alerts into a single
notification. During significant outages, when many systems fail simultaneously, numerous alerts
are triggered. Alert Manager in ATOM can be configured to group alerts by their cluster or alert
name to send a single compact notification for similar alerts.

Closed-Loop Automation: ATOM enables closed-loop automation by relaying the monitoring
platform’s feedback to the automation platform. Network administrators can set thresholds and
alerts for network events. The ATOM platform can automatically trigger remediation workflows
based on the network administrator’s approval on breach of thresholds.

APls and Integrations: ATOM is an Open and API-driven platform. All operations in ATOM can
be triggered through the ATOM’s self-service portal or APIs by northbound solutions such as
OSS/BSS, ITSM, Ticketing/Billing, etc. ATOM workflow automation can invoke APIs from
external entities such as ServiceNow, Jira, IPAM, etc.

RBAC & Multi-Tenancy: ATOM Supports Role-based access control and multi-tenancy, which
will allow customizing privileges to various functions in ATOM. Workflow automation also
supports similar access control rules where the workflows created by one user will not be seen
by another unless explicitly assigned to them. RBAC policies also offer control over the
execution of workflows.



Massively Scalable: The ATOM platform is built on the latest technologies. It is a
microservices-based stateless platform that can scale horizontally to support thousands of
devices with high throughput and low-latency. ATOM is componentized and enables the
deployment of selected components essential for desired functionality.

HA & Full redundancy: ATOM Software is microservices-based, containerized, and runs on the
Kubernetes platform. All components of ATOM, except for databases, are stateless. Databases
contain state information and are in HA. ATOM components support the active-active cluster
model.

Scope of this Guide

ATOM Trial Instance allows you to experience the following ATOM features.

Multi-Vendor Resource & Configuration Management
Service Orchestration

Workflow Automation

Compliance Management
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Accessing the ATOM Cloud Instance

Visit the Anuta Networks website and request an ATOM Cloud Instance.



https://www.anutanetworks.com/atom-cloud/#how_to_buy

P

See How It Waorks
Request A Free Trial

Full Name®
Phone

Email*

™

reCAPTCHA
Privacy - Terms

Request Free Trial »

T —

I'm not a robot

On requesting a free trial, you will receive a set of emails related to your account.
1. The first email provides instructions to set your password.
2. The second email provides instance URL and login details.

Access the instance URL and login with your credentials.



Username or email

Password

Forgot Password?

In case of any issues, please contact support@anutanetworks.com.

Anuta ATOM Cloud Walkthrough

Before we test drive Anuta ATOM, let’s briefly examine the lay of the land.


mailto:support@anutanetworks.com

On every login, you will be presented with an ATOM Cloud info page. The page provides you
with all essential information related to ATOM Cloud instance and agent health, license details,
support information, and documentation links.
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Task Scheduler senice Configuration
Compliance Compliance

Get Started With Product Demo

Watch a short demo and discover the various
features and capabilities of ATOM Cloud

ATOM Cloud Blog

get the latest product updates & essential debugging
and troubleshooting tips.

Read our Blog

ATOM Instance Health Information
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* 90% Available

Details

Documentation & Release Notes
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ATOM Cloud FAQ
Have questions? Find answers to most of your
queries in our frequently asked question section
Read FAQ
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Details

Bug Report

Not working as expected? Raise a ticket and track
the progress of all defects

Most Frequently Used Service

Network upgrade
Network migration

Services
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Workflows

Resource Manager
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Service Closed Loop
Orchestration Automation

Support

Contact us through email or slack and get help with
ATOM Cloud,

Email Us 4% Chat

Feature Request

have suggestion for new feature or improving
existing one? Please share with us

Contact Us

Administration

Tasks and Events
Users & Tenants
License

System
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Plugins & Extensions
Tags Management
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Troubleshoot
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ATOM dashboard provides you with a quick summary of all essential metrics. You can add new
widgets or create new dashboards as required.

Py DcfeutDsshooard 5. -
il Devices by Status Wil Workflow Status sl Workflow Assignments
I3
Statuses
il 0ACTIVE
N 11 0 11 @ osusrenoeo
2
Lo ot offine — @ 0 EXTERNALLY TERMINATED @ oassioNED
o ol @ 0 INTERNALLY TERMINATED ol
@ 0COMPLETED
B Devices By Type il Active Alerts B Alerts history trend in last 7 days
>_
i Total 40
34
@ cricAL o
Cisco CSR 1000V: 18.2% 2) @ VAR T
MINOR g
@ WARNING N
VMX: 36.4 % (4) @ NFo :
S n
@ resoLveD
| ——— Fortigate 1000C: 9.1% 10
s
3 o
0
2svar 2evar 2zMar 2sMar ZoMar So.Mar 31Mar
INFOBLOX: 9.1 % (1)
Panorama: 9.1 % (1)
bigipVinual: 18.2 % @) . N N N N N
CRITICAL MAJOR MINOR WARNING INFO RESOLVED
% Top-N Devices - Alerts B Devices By Vendor il Tasks Summary
Device Name Device ID Alerts Device Ty| o
30
fortigate anutanetworks.com Fortigate_172.16.4.207 1 Fortigats Panorama Systems: 10.0% (1) -
Cisco Systems: 20.0%(2)
25

| -

See here to learn more about viewing and customizing the dashboard.

With this essential knowledge in place, let’s try out a few ATOM features.

Exercise 1: Resource and Configuration
Management

ATOM can onboard network devices across 45+ vendors and 150+ platforms. (See the list of all
supported devices). This trial instance has devices across Cisco, Juniper, Palo Alto, BiglIP,
Fortigate, and Infoblox.

Click on devices at the menu bar to see a list of all devices onboarded to your instance.


https://www.anutanetworks.com/documentation/anuta-atom-user-administration-guide/#_c82ffv3qy69v
https://www.anutanetworks.com/managed-devices/
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Default-Dashboard

Resource Manager

Devices

Network Topology
Locations

Groups

Config Compliance
Software Compliance
Config Scheduler
IPAM

Image Manager
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@ BigP_17216.4.60

® BigP_17216.4.61

Alert Name. Device/NodeName

@ Fortigate 17216.4.207

@ Infoblox_172.16.5.54

® Panor

ama_172.163.76

© \CSR17216471

© \CsR17216472

© WX 172164166

© WX 172164167

© WIX172165171

© VaFX_172165.169

» |8 Layer 2 switch

> (B Layer2/3 switch

» |& Layer 3 Router

» B Loadbalancer

» B OffineDevices

> BN

Device FQDN

Nothing to display!

Unit



Click on the device grid icon on the bar at the bottom right corner to view device inventory in a
tabular view.
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O sigP_17216461 ) 17216.461 tm02 anutanetworks.com bigipVirtual AL ALLbigipVirtual Biglp TMOSIFS Networks
.':Z [ Fortigate_172.16.4.207 ) 172.16.4.207 fortigate anutanetworks.com Fortigate 1000C ALLIFortigate 1000C|Fortigate Firewall[FortiOS|Fortinet
[ infoblox_17216.554 ° 17216558 Infoblox@anutanetworks com NFOBLOX AL ALLIINFOBLOX/INFOBLOXIINFOBLOXOSIINFOBLOX
° O vesra7216.471 [ 17216471 ©sr-4.71.anutanetworks.com Cisco CSR 1000V 03/25/21,2:35:09 PM 1719 17.1.1/Cisco CSR 1000V|Cisco CSR 1000V/IOSXE[Cisco Systems
O vesra7216472 ° 17216472 csr-4.72.anutanetworks.com Cisco CSR 1000V 03/25/21,23519PM 7.1 17.1.1/Cisco CSR 1000V[Cisco CSR 1000VIIOSXE[Cisco Systems
>_ [mECEESR ° 172.16.4.166 mixs anutanetworks.com wmx 03/25/21,23417PM 19.4R3.11 19.4R3.11[vMX|Juniper MX|JUNOSIuniper Networks
O wix7216.4167 ) 172.16.4.167 mx6.anutanetworks.com YMX 03/25/21,2:34:28 PM 19.4R311 19.4R3.11\VMX|Juniper MX|JUNOS|Juniper Networks
O wixa72165171 [ 16.5171 mx.anutanetworks.com vMX 03/25/21,2:34:48 PM 20.2R1.10 20.2R1.10[vMX|Juniper MX|JUNOS|Juniper Networks
O varxa7216.5169 [ 172.16.5.169 vmx anutanetworks.com YMX 03/30/21,10:19:47 PM 20.4R1.12 20.4R1.12)VMX|Juniper MX|JUNOSJuniper Networks




View Device Inventory

Let’s take a look at one of the devices.

Click the first virtual CSR device.

® DevicesGrid  Credential Sets  Credential Profiles  Credential Maps  Discovery  Discovered Devices
cC + 8B o A » 110f11 Search Q
o O ©a Status Mgmtip-Address Fqdn-Name Name Device-Type Credential-Set Last-Extended-inv-Time Os-Version Platform
M O cormzi6se0 ° 17216460 1tm01.anutanetworks.com bi ALL ALLIbigipVirtual BigipiTMOSIFS Networks
O sigr17216.461 ° 17 1tmO2.anutanetworks.com bigipvirt ALL ALLIbigipVirtualiBigipITMOSIFS Networks
[8W| [ rortgate 172.16.4207 ° 17216420 fortigate.anutanetworks.com Fortigate 1000 ALL Fortigate 1000CiFortigate Firewall FortioS Fortinet
O infoblox_172.16.5.54 ) 1 Infoblox@anutanetworks.com INFOBLOX ALL ALLIINFOBLOX|INFOBLOX|INFOBLOXOS|INFOBLOX
* O Panorama_172.16.3.76 Y 6376 pan@anutanetworks.com Pa ALL ALL|PanoramalPanoramalPANOS|Panorama Systems
Iy O vcsr17216471 G g 17 7 cs-4.71.anutanetworks.com i R 100 03/25/21,235:09PM 171 17.1.1/Cisco CSR 1000V|Cisco CSR 1000V/IOSXE[Cisco Systems
O vesra7216.472 [ 172164 csr-4.72 anutanetworks.com Cisco CSR 1000V 03/25/21,235:19PM 171 17.1.1|Cisco CSR 1000V|Cisco CSR 1000VIIOSXEICisco Systems
> 0O wixa7216.466 ) 1 6 mxS anutanetworks.com v 03/25/21,23417 PM 19.4R3.11 19.4R3.11IvMX Juniper MX|JUNOS|Juniper Networks
O wxa72164167 ° 416 mx6 anutanetworks.com vMX 03/25/21,23428 PM 19.4R3.11 19.4R3.11IvMX(Juniper MX|JUNOS|Juniper Networks
O wxarn2iesan ) 1 mx.anutanetworks.com vMX 03/25/21,2:34:48 PM 20.2R1.10 20.2R1.10[vMX|Juniper MX|JUNOS|Juniper Networks
O varx172165169 ° 172165169 “mx anutanetworks com i 03/30/21,101947PM  204R112 204R112WMXHuniper MXJUNOSJuniper Networks

Click on the summary tab to view device inventory including, device type, OS version and
interface, and compliance status.



® Network & n Summary  Configuration ~ Monitoring  Alerts

VCSR_172.16.4.71 xCcO Detalls | csr-4.71.anutanetworks.com Device-Details-Summary-Dashboard s

@ VCSR17216.471 collector-i |shl  Averts |shl Interface Status |shil  Config Compliance Status
||l agent]_toshiba
config-parse-status
= 0 0 No Data
“ SUCCESSFUL
Up Down Violation Count
% vendor-string
Cisco Systems ——
o device-family-string No data available
Cisco CSR 1000V 0 No Data
e Others Severity
Cisco 10S Software [Amsterdam], Virtual XE Software
(X86_64_LINUX_IOSD-UNIVERSALK9-M), Version 17.1.1, — —————
RELEASE SOFTWARE (fc3) Technical Support
hittp://www.cisco.com/techsupport Copyright (c) 1986-
2019 by Cisco Systems, Inc. Compiled Fri 22-Nov-19 03:3 |l Actions |l Health
device-type s ,
inventory | Run Extended Inventory | Run Top ntory
Cisco CSR 1000V No Data No Data No Data
Retrieve Configs | Run Diagnostics
id CPU Utilisation (%) Memory Utilisation (. Temperature (C)
VCSR_17216.4.71
ostype-string
10SXE 8 Recent Activity
priv-status Retrieval Status Parse Status Operation Name Retrieval Id Parsing Id Tags
Eliz FAILED Job:config pull NugID3q9KKTZaGYscy3axe_w
name RETRIEVED SUCCESSFUL Job:config pull LOPb3WZTISI2VLONENT1g 0uGMfiZ_3rSGeiekUIFKCIUW
e T e orks o RETRIEVED SUCCESSFUL Job:config pull GC39rQYyOARIWLRYB1CG2KdA M1820pN_6pSsSOqMXAQQZYA
mgmt-ip-address RETRIEVED SUCCESSFUL Base config o IENW7CIPWQbMSIZWIYh-ZVA
17216471
RETRIEVED SERVMODELnetwork_access LBZKCQF4ZMQ1qLSudeFZhCA
manage-by-management-station RETRIEVED SUCCESSFUL Job:config pull g q TChb.mQ y
false
RETRIEVED SUCCESSFUL Job:config pull GG7NTI92qQQ9yMOnaGSbzSgA MBImBjsDOITSWLYOOIS10Gvg
status RETRIEVED SUCCESSFUL Job:config pull EoTkXUO387TRaUWgghKseQ0Q P8482JQDISPGM70-Wpr_pmg
ONLINE
RETRIEVED SUCCESSFUL Job:confia pull OxC3eeiw-kRROWWMAM-1VACa NZBLGKTs9_QKKSsbTFo7-K63a

sys-object-id
¥ u

-~

View Archived Configurations

The next tab will display a list of archived configurations. ATOM periodically archives device
configurations. The status of each retrieval is also displayed.



Network

VCSR17216.471

® \csR17216471

Summary  Configuation  Monitoring  Alerts.

c 110f11 | Keyword a

O Dpeviceld Device-lp Host-Name Retrieval-Status | Parse-Status Operation-Name Parsing1d Retrievalid Retrieval-Time ),
O vesra7216. 17216471 csr-4.71.anutanetw. ® Job:config pull BexByoL0eqaW_CsmKSMMbogQAAARNWgBBMqw NugID3q9Kk. 03/29/21,3:25:05 P1
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull Be3Ycrw6fNv1 EtP-6CgB83igAAARNWIBEMQwW GC39rQYyoA. 03/29/21,3:11:33 P
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BexTYdNsfBEICISUpwa3VIwAAARNWGBBMqW GGIrl1QMeU. 03/29/21,3:10:01 Py
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BepSsi_llccC-chhVepBraYQAAARNwgBBMqw OxC3eelw-k. 03/29/21,3:09:01 P
O vesra7216. 17216471 csr-4.71.anutanetw. [ [ Job:config pull BedHbABTezfakmaRATt6 gNFQAAARNWGBBMqw EoTkXUO38. 03/29/21,12:34:33 F
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull Be01cSX-fSG4qVMeM13IcBGAAAARNWGBEMQW LDPb3WZT. 03/29/21,12:04:00 F
O vesra7216. 17216471 csr-4.71.anutanetw. [ [ Job:config pull BewdbYrSpHRMNQAOTBSVKPAAAARNWGBBMqW EXDelYng_0. 03/29/21,12:00:31
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BeN52CaLdpGWIPP21yvIrxAAAARNWGBBMqw BqhF1u70Dr. 03/29/21,10:49:47 4
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BePbXK0a09nXJI2S5]7H5ITAAAARNWGBEMqW GG7NTt9aq, 03/26/21,1:56:58 P
O vesra7216. 17216471 51471 anutanetw. o SERVMODEL:network_access s 5. LBZkCQF4z. 03/25/21,3:09:18 P}
O vesra7216. 17216471 csr-4.71.anutanetw. o [ Base config BeBkMKOJLAOr3cD3sHQsBVXQAAARNWGBEMQW 0 03/25/21, 2:36:48 P

Select any configuration to view.

Network
VCSR17216.471

® \csRI7216471

Summary  Configuation  Monitoring  Alerts.

€D oo oo
c | | & selected (N
B Deviceld Device-lp Host-Name Retrieval-Status | Parse-Status Operation-Name Parsing1d
O vesamis. 1721647 coraTiamutanet. @ Jobiconfiy pul BexgyoLoega_Camik
ﬁ VCSR17216.4 17216471 csr-4.71.anutanetw. o o Job:config pull Be3Ycrw6fNv1EtP-6Cg
O vesra7216. 17216471 csr-4.71.anutanetw. ) ) Job:config pull BexTYdNsfBEICIOUpw:
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BepsSsi_liccC-chhVepB
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BedHbABTezfakmaRA
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull Be01cSX-fSG4qVMeM
O vesra7216. 17216471 csr-4.71.anutanetw. [ [ Job:config pull BewdbYrSpHRIMNQAC
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BeN52CaLdpGwfPiP21
O vesra7216. 17216471 csr-4.71.anutanetw. o o Job:config pull BePbXK0a09nXJI2S5]
O vesra7216. 17216471 csr4.71 anutanetw. [ SERVMODEL:etwork_access BeBTMHHEEYpsFwdM
O vesra7216. 17216471 csr-4.71.anutanetw. [ [ Base config Be8kMKOJLAOr3cD3s!

X configuration-details A

- Current Configuration -

show running-config
Building configuration. ..

2
3
4 current configuration : 6470 bytes
51
5

! Last configuration change at 0@:
Mar 26 2021 by adnin

7

8 version 17.1

9 service timestamps debug datetime msec

10 service timestamps log datetime msec

111 call-home is enabled by Smart-Licensing.

12 service call-home

13 platforn qfp utilization monitor load 80

14 platforn punt-keepalive disable-kernel-core

15 platform console virtual

161

17 hostname csr-4.71

181

19 boot -start -marker

20 boot -end-marker

2y

21

23 enable password elastic

201

2510 aaa new-model

26 call-home

271 If contact email address in call-home is
configured as sch-smart-licensinggcisco.con

281 the email address configured in Cisco Smart
License Portal will be used as contact email
address to send SCH notifications.

29 contact-email-addr sch-smart-licensing@cisco.con

30 profile "CiscoTAC-

31 active

32 destination transport-method http
331

34 ip vrf vrf_toshiba

350

Type and Enter



You can tag every archived configuration. You can use this tag to restore configuration at a later
point in time. Provide a tag name at the right bottom corner and then save the changes.

Summa Configuration Monitoring Alerts.
g LEES o = J X configuration-details 2 °

@ VCSR172.16.471 C § ¥ & scleced @B
B oeviced Devicep Host-Name RetrievalStatus |~ Parse-Status Operation-Name Parsingid 2 show running-config
3 Building configuration. ..
O vesrin2i6. 1721647 csraTianutanetn. @ Jobzonfg pul seryoLoeaanosmk oo 8 o 470 bytes
VCSR_17216¢ 17216471 csr-4.71.anutanetw. () () Job:config pull Be3YcrwéfNVIEtP-6Cg st
Last configuration change at @0:09:34 UTC Fri
* O vesra7216. 17216471 csr-4.71.anutanetw. o ') Job:config pull BexTYNsfBEICIOUpw: Har 26 2621 by adain
O vesra7216. 17216471 csr-4.71.anutanetw. ) ) Job:config pull BepSsi_liccC-chhVepB !
o O vesra7216. 17216471 csr4.71.anutanetw. Y Y Jobrconfig pull BedrbagTezfakmsral Sreion 171 .
service timestamps debug datetime msec
O vesra7216. 17216471 csr-4.71.anutanetw. ) ) Job:config pull Be01cSX-fSG4gVMeM 10 service timestamps log datetime msec
>_ O vesra7216. 17216471 csr-4.71.anutanetw. ° () Job:config pull Bew9bYrSpHRIMNQAQH 1! Call-home is enabled by Smart-Licensing.
12 service call-home
O vesra7216. 17216471 csr-4.71.anutanetw. ) o Job:config pull BeNS2CaLdpOWIPIP2T 13 )t form qfp utilization monitor load 80
O vesra7216. 17216471 csr-4.71.anutanetw. ) ) Job:config pull BePbXKO200nXJi2ssj 14 platform punt-keepalive disable-kernel-core
15 platform console virtual
O vesra7216. 17216471 csr-4.71.anutanetw. [ SERVMODEL network_access BeBTMHHEEYpsFwdM 0
O vesra7216. 17216471 csr-4.71.anutanetw. ) ) Base config Be8KMKOJLAOr3CD3sl 17 hostname csr-4.71
181
19 boot-start-marker
20 boot-end-marker
2y
2y
23 enable password elastic
21
250 aaa new-model
26 call-home
271 If contact email address in call-home is
configured as sch-smart-licensing@cisco.com
28 1 the email address configured in Cisco Smart
License Portal will be used as contact email
address to send SCH notifications.
29 contact-email-addr sch-smart-licensing@cisco.con
30 profile "CiscoTAC-
31 active
32 destination transport-method http
331
34 ip vrf vrf_toshiba
351
- golden configuration X | Type and Enter

View Configuration Diffs

Select the following two configurations from the timeline and click on compare icon on the
toolbar to view the difference between them.

Summary  Configuraion  Monitoring  Alerts
CD o covonme

C § F ® ¥ sceced @B 110f11 | Keyword Q

B oevicerd Device-p Host:N Retrieval Parse-St; Operation-N Parsing-ld Retrievalid Retrieval-Time ),
O vesr1721647 17216471 csr471anutanetw.. @ Jobrconfig pull BexByoL0eqaW_CsmKSMMbogqQAAARNWGBBMaw NugiD3qoKk..  03/29/21,3:25:05 PI
O vesra721647 17216471 csr-4.71.anutanetw. Y ° Job:config pull EP 9 GC39rQYyoA..  03/29/21,3:11:33 P1
[ vesr1721647 17216471 csr-4.71.anutanetw, Y Y Job:config pull BexTy GGIlIQMCU..  03/29/21,3:10:01 P
O vesra721647 17216471 csr-4.71.anutanetw. ® ° Job:config pull BepSsi_liccC-chhVepBrBYQAAARNWGBEMqw OxCeelwk 03/29/21,3:09:01 P1
[ vesr1721647 17216471 cs471anutanetw.. @ Y Job:config pull BedHbABTezfakmaRATt6gNFQAAARNWGBBMaw EoTKXUO3E..  03/29/21,12:34:33 F
O vesr1721647 17216471 csr-4.71.anutanetw. Y Y Job:config pull 820 qVMeM131cB! LDPb3WZTt..  03/29/21,12:04:00
hvesr 1721647 17216471 csr-4.71.anutanetw. Y Y Job:config pull pi EXDelYng 0..  03/29/21,12:00:31F
0 vesra721647 17216471 csr-4.71.anutanetw. Y Y Job:config pull BeN52CaLdpGWIPIP21yVIrXAAAARNWBBMqw BQhF1U70Dr..  03/29/21,10:49:47 4
[ vcsR172.16.47 416471 csr-4.71.anutanetw. Y Y Job:config pull BePbXKO209NXJI2S5[7THSITAAAARNWGBBMaw GG7NTt9aq 03/26/21,1:56:58 P
VCSRL172.1647 17216471 csr471anutanetw.. @ SERVMODELnetwork_access BeBT! p 5 TM: LBZKCQF4z. 03/25/21,3:09:18 PI
VCSR172.1647 17216471 csr471anutanetw.. @ Y Base config Be8kMKOJLAOr3cD3sHQsBVXQAAARNWGBBMQw o 03/25/21, 2:36:48 PI




Comparing Configurations

aces B Show changes only

View Configuration Data

The config data button in the configuration tab provides you with a simplified view of the device
configuration. The entire configuration of the device is modeled into related items. This view is
available for CLI and Yang/NetConf based devices.

Let’s check for all VLANs configured in this device. To view all VLANSs in the current device, click
on the “Config Data” button. Scroll down in “Config Elements” and click on “VLANs.”



) Network

Search for a config ac

Config Elements <
3

cC + B o & »
O u«a Name

0 es

Description

Vn-Segment

10f1 Search Q
Mode Mty Partition Owner

toshiba

Summary & Next Steps

Through this exercise, you learned ATOM’s resource and configuration management
capabilities.

Some of the key capabilities are listed below.

Resource Management

Configuration Management

1.

2.

Automatically onboard Greenfield
networks through ZTP

Automatically discover brownfield
network and services.

Automatically group devices based on
custom rules (such as type, location,
etc.)

View L2 Topology

o whN =

Archival
Versioning
Restoration

RMA

Diff

Config Data Model

Check out the configuration compliance section in the user guide to learn more on these topics



https://www.anutanetworks.com/documentation/anuta-atom-user-administration-guide/#_r6ee463qhnx0
https://www.anutanetworks.com/documentation/anuta-atom-user-administration-guide/

Exercise 2: Service Orchestration

ATOM provides service lifecycle management for multi-vendor devices. ATOM provides
numerous out-of-box services. Custom services specific to business interests can also be
developed using ATOM SDK.

In this exercise, we will be provisioning, modifying, and deleting L3 and EVPN services.

Provisioning L3 Service on a Cisco Router

Please refer to the L3 service automation use-case guide to get a detailed understanding of the

L3 service capabilities.

In the menu, Click on automation and then services.


https://www.anutanetworks.com/documentation/l3-service-automation/

Automation

Services

Workflows

7+
e

Go to the service catalog and click on the L3 service card.



@ pl Catalog Approvals
= Catalog =|
) Service Vendor ~  0SType ~  DeviceFamily ~  DeviceType ‘Aoply m
il Collopse D Expand C
£ @ Migration-information + B0 {%E Evpn-vx-lan + B0 QI_(? L2vpn-sve + B0 @ L3-services 4 + B0
* Seie Standod Sa— e Standad e Standrd
GB
] Senice taus Senice Staus Senice Staus Sence St
0 Deployments 0 Compliant 0 Deployments 0 Compliant 2 Deployments 2 Compliant 1 Deployments 1 Compliant
> 0 Non-Compliant 0 Non-Compliant 0 Non-Compliant 0 Non-Compliant
Show More Show More Show More Show More
L3-services instances
cC+ B ol » 10f1] Search Q
D Name A Service-Status Device-ld Interface-Mode: Interface Description vrf Vian-id Ip-Address Net
[ L8 Services_toshiba AVAILABLE VCSR_172.164.71 sub_interface GigabitEthernets a5 17216151 25¢

Create a new service

Let’s create another L3 Service. Click on “+” to create a new |3 service.

L3-services instances

g

C+ B o »

Service-Status

O

D L3 Services_toshiba

Mame s

AVAILAELE

Entering Form Details

Device-d

vCSR_172.16.4.71

You are now provided with a form. ATOM will provision a new L3 service based on the details
provided in this form. Enter the details as below and submit.

You can also import a template with prefilled form values(see below)



Field

Value

Name

Trial L3 Service

Device ID

Select a vCSR from the dropdown

Interface-mode

Sub-Interface

Interface GigabitEthernet3
Description TrialService

Vrf TrialVRF

Vlan-Id 522

Ip-Address 172.1.16.24
Netmask 255.255.255.0

Ipv6-Address

Leave it blank

Ipv6-Prefix-Length

Leave it blank




Create L3-Service {g} B:,_

Name »

Trial L3 Service

Device-ld

vCER_172.16.4.71

Interface-Mode »

Sub-interface L3-Interface

Interface

GigabitEthernet3

Description

Vrf

TrialVRF

Vlan-id

Ip-Address

172.1.16.24

Netmask

255.2565.255.0

Vilan



Importing a form template

ATOM allows operators to import an existing template. Download the L3 service template from
here and import it.

Create L3-Service {é} D‘._, Templates
Import

Export
Interface
Load

Save

Most of the form values are prefilled. Enter device and interface configuration and submit.


https://www.anutanetworks.com/template_l3-service/

Create L3-Service {8} X

MName &

Trial L3 Service

Device-ld = ‘_‘,.-'

Interface-Mode «

Interface _‘—-f"
Description
TrialService
Vrf
TrialVRF
Vian-d =
522
Ip-Address
172.1.16.24
Netmask

255.255.25350

View task progress

Wian

Open the tasks view to monitor the progress.



We can see our service is being provisioned. The progress bar shows that it's 50% done.

L3-services instances x Tasks

C+ B o 4+

O neme 4 Senvice-status interface-Mode

O 13 services._toshiba AVAILABLE VCSR_172.16.4.71 sub_interface

@ 20210331 13:0024

aerver-side-config-diff 100%
-3 @ Operation completed successhul "

© 20210331 122242

— server-side- canfig-diff 1004
@ Operstion completad suecesshul W
@ 2014331 122242

To view the details of the task, click on the three dots and then select details.

Create: 13-service Trial L2 Service

# Provisioning resources started

@ 2021-03-31 13:03:43

Details Z -
Delete: I3-service Trial L3 Service
@ Operation completed successfully Trace Logs E

@ 2021-03-31 13:02:43 Dehug Logs
View @ L |
Create: 13-service Trial L3 Service
@ Operation completed successfully Download
© 2021-03-31 13:00:24 Cancel

In the task details pane, you can view the logs and the commands that are yet to be
provisioned.



Create: I3-service Trial L3 Service x

TaskID  DzalVOMFi9Sv2UKauyqsiadw

UserName <oshita

Time Taken. SHRHEGESE0S4] - ikl
logs Summary  Commands

Var 31, 2021, 1:03:43 PN Posted on kafka: {"taskId": "DzalVOWFi9Sv2WK4uyqSjaQu”, "timestamp”: 1617176023929, "commit": true, "autoRollback’: true, "force": false, "skipNotify": false, "verbose: false, "skipUniqueConstraintValidation”: false, "stacktrace”: "
payload"™

<input><transaction-p:

fail 1 pe>COMIITTED_DATAX.

p quence-poli 2 quence-pol i se< 3

, “operation”: "*, “systemTask": false, "taskStatustlanaged”: false, “actionContextPat
Mar 31, 2021, 1:03:43 Pl atom-core-7bf6f9f686-1gdbn: Processing from kafka
far 31, 2021, 1:03:43 P {"taskId": "DzalVOWFiSSv2WKAuygSjaQu”, "taskState”:

, "errortisg™

“"logupdateReferences”: false, "targetapi: "DEFAUL

L "type": "CREATE", "yangState": "COMMIT_REQUESTED", "currentUser

oshiba"}

OMAIT_REQUESTED”, “timestamp”: 1617176023987, "description”:
‘CREATE", "operationType”: "CREATE", "verbose

, “serviceTemplate”: "13-services/13-service”, "servicelnstance”: "Trisl L3 Service”, "operationiiame”
false, " "¢ false}

“commandGenerationDisabled”: false, “autoRollback”: true, perationTyp false, "pre
var 31, 2021, 1:03:44 Pl CREATE Service 13-servicesTrisl%20L3%26service: 13-service
War 31, 2021, 1:03:44 PM  get-datal:/controller: services/13service:13-services/13-service-TrialXzoL 3%20service (durat:

var 31, 2021, 1:03:44 P sv_172. tvrfs (durati

(duration = 41 msec). Parans:

ice-vCSR_172.16.4
anutanetuorks. con

VRF </nane><vrf-definition

sv_172. (durat

11 msec

(duration

Parans:

device-uCsR_172.16.
anutanetuork

<nane>Trialservicec/nam 1an:
Har 31, 2021, 1:03:44 P S8_172.16.4.71 : (duration = 13 msec)
Mar 31, 2021, 1:03:44 P cre - i 172.16.4.71 8 (duration = 76 msec). Params
0] createn app/restcont /data/ controller :devices/ device=vCS%_172.16.4.71/interface: interfaces
+ 111 peyload - <interface: interface xnlns: inter-face="nttp: //anutanetuorks. con/ nter face">«long-nam 2¢/1ong-nane> & ernets.522¢/nane>< tiomr ption>cmode>sub-intert: > ip-address>172.1.16.24¢/ip-address>en. . (570 bytes)
far 31, 2021, 1:03:44 Pl No commands generated for: toshi it 5a0u, /controller:devices/device=vCSR_172.16.4.71/12features: vans/vlan=522{DzAY8 4xsLuQtq2_AkY3QaHHu. T} lags[csc-ouner,csc-shuith] (evaluated commands: [])

far 31, 2021, 1:03:44 Pl Saving commands
far 31, 2021, 1:03:44 Pl Resuming commit

far 31, 221, 1:83:44 P Service call stats: get-data - 2, data-exists
Mar 31, 2021, 1:03:44 Pl Executing on agent: default_sgent

far 31, 2021, 1:03:44 Pl Processing on agent: default_agent

3, create-data

Download as Cor

Create: I3-service Trial L3 Service x

TaskID  DzalVOMFi9Sv2UKauyqsiadw
UserName <oshita
Time Taken SHNH202TE0S4 - kg

Logs  Summary  Commands

Operation Greatevif

Device Name/IP csr-4.71 anutanetworks.com / 172.16 471

Status TO BE PROVISIONED
Commands
vif definition TrialVRF
address-family ipv4
exit-address-family
Operation Createlnterface

Device Name/IP csr-4.71 anutanetworks.com / 172.16 471
Status TO BE PROVISIONED

Commands
interface Gigabitethemet3.522

description TrialServic

vif forwarding TrialVRF

encapsulation dot1q 522

ip address 172.1.16.24 255.255.255.0

no shutdown

Download as Cor




Refresh the task list to retrieve the latest status of the task.

X Tasks 381 ¢

0 348 32 1

Awaiting Complete Running

Once the task is completed, close the task panel and refresh the service view.

x Tasks 383 ¢

0 351 32 0

Awaiting Complete Running

Create: 13-service Trial L3 Service 100%

B © Operation completed successfully

D 20271-03-31 13:03:43

L3-services instances

C+ B o »

D Name Service-Status Device-d Interface-Mode Interface
D L3 Services_toshiba AVAILABLE vCSR_172.16.4.71 sub_interface GigabitEthernet3
[ TrielL3 Service 4" AVAILABLE VCSR_172.16.4.71 sub_interface GigabitEthernet3

To view provisioned commands, follow the steps as described in this section.

Verify the service creation

ATOM automatically pulls configuration from the device after provisioning the service. To verify
the service has been provisioned successfully, go to the archived configuration tab described in
this section.




In this archive, you can see that the last entry is related to the operation “Create: L3 Service”.

Summary  Configuration  Monitoring  Alerts

c
O Devicedd

0O vesra721647
D VCSR_172.16.4.7
0 vesra721647
O vesra721647
0 vesra7216.47
O vesra7216.47
O vesra721847
O vesr172.16.47
0 vesra721647
0 vesra721647

0O vesra721647

Device-lp

17216471
17216471
17216471
17216471
17216471
17216471
172.16.4.71
17216471
17216471
17216471

17216471

Host-Name

csr-4. 71.anutanetw.

csr-4.71.anutanetw.

csr-4,71.anutanetw.

csr-4.71.anutanetw.

csr-4. 71.anutanetw.

csr-4.71.anutanetw.

csr-4.71.anutanetw...

csr-4.71.anutanetw...

51471 anutanetw.
csr-4,.71.anutanetw.

csr-4.71.anutanetw.

2
a

€D e o

l-Stat Parse-Stat Operaticn-Name Parsingdd Retrievakid

Create: I3-service Trial L3 Service / BenUCgMj2L 2uTYT! DzaLVOWFiS
® Job:canfig pull BeaVerwbfhv] EtP-6Cga83igAAARNWGBBMgw GC39rQYyoA,
® Job:config pull BexTYdjNSTBEICIOUpwa3VIwAAARNWOBBMqW GIN1QMCU.
® Job:eonfig pull BepSsiliocC-chhVepBrBYQAAARNwgBBMqw OxC3eelw-k
® Jobrcanfig pull BedHbABTezfaKmaRATIGgNFQAAARNWGBBMqW EoTkXUO38
® Job:config pull BeD1ct q UcB gBEMq LDPB3WZTt
® Job:config pull BewobYrSpl IQAOTBSVKP: EXDel¥ng 0.
] Job:config pull BeN52CaLdpGwiPiP21yv1 BQhF1u70Dr
° Job:config pull BePbXKOA0INKJ2SS|7THSITAALARNWGBBMQW GGTNTIaq

SERVMODEL network_access BeBTMHHERYPSFwAMXw]S.TM gBEMG LBZKCOF4z
® Base config BefkMkOJLAOracD3sHQsBvxQAAARNWOBBMOW o

10f11 | Keyword

Q

Retrieval-Time
03/31/21,1:04:28 P
03/29/21,3:11:33 P
03/29/21,3:10:01 Pt
03/29/21,3:09:01 Pt
03/26/21,12:34:33 F
03/25/21,12:04:00 F
03/29/21,12:00:31 F
03/29/21,10:49:47 £

03/2¢

1,1:56:58 PI
03/25/21,3.09:18 P1

03/25/21, 2:36:48 P4

Compare the last two configurations to verify if the correct configurations were provisioned in
the device.

. Summary Configuration Monitoring Alerts
m Change Log Config Data
C W% ¥ sclcted
= Device-d Device-lp Host-Name Retrieval-Status Parse-Status Operation-Name
vCSR_172.16.4.7 172.16.471 csr-4.71.anutanetw... @ Create: I3-service Trial L3 Service
vCSR_1721647 17216471 csr-4.71.anutanetw...

. . Job:config pull

Comparing Configurations

Ignore Spaces

‘Show changes only

# VCSR_172.16.4.71

1 Current configuration : 6470 bytes

2 | Last configuration change at 00:09:34 UTC Fri Mar 26 2021 by admin

3

4
s
6
7
s
s

Modify existing service

VCSR_172.16.4.71

Current configuration : 6688 bytes

! Last configuration change at 23:12:21 UTC Tue Mar 30 2021 by admin
vrf definition TrialVRF

address-fanily ipve

exit-address-family

interface GigabitEthernet3.522

description TrialService

encapsulation dot1Q 522

vrf forwarding TrialVRF

ip address 172.1.16.24 255.255.255.0

130113

Let’s try modifying the service configuration. Follow the steps described in this section to return
to the L3 service summary view. Here we can now see an entry for the previously provisioned

service.



To modify the service, select the row and click on edit.

L3-services instances

C I'q”l;a B ¥ selected B

B nNeme A Service-Status Device-ld Interface-Mode
D L3 Services_toshiba AVAILABLE WCSR_172 4.7 sub_interface
Trial L3 Service AVAILABLE VCSR_172.16.4.7 sub_interface

In the displayed form, modify VLAN from 522 to 600 and submit the form.

Vlan-id =

1k

&0

This triggers a modification request, and ATOM modifies the VLAN on the device.

Monitor the task as described in this section. Validate service configuration as described in this
section.

Delete the service

Now let’s proceed to the final step of a service lifecycle - Service Deletion.

To delete the service, select the row and click on delete.

L3-services instances

c 7 i‘g’ﬁ ¥ selected

= Name Service-Status Device-ld Interface-Mode Ir
[ L3 services toshiba AVAILABLE vCSR_172.16.4.7 sub_interface g
Trial L3 Service AVAILABLE vCSR_172.16.4.7 sub_interface ¢

This triggers a deletion request, and ATOM deletes the selected L3 service.



Monitor the task as described in this section. Validate service configuration as described in this
section.

Provisioning EVPN VXLAN Service on a Juniper Router

Please refer to the EVPN VXLAN service automation use-case guide to get a detailed
understanding of the EVPN VXLAN service capabilities.

Go to the service catalog as described in this section and click on EVPN VXLAN service.

I
g3
g3
It

oo Vender - 0SType -+ DevicoFamity « DevieeType - m [ ciw

Collapse I Expand O
+» &0 + & O L2vpn-sve + & O + B O
Click on “+” to create a new service.
Evpn-vx-lan instances
C+ B o »
[frr
D Vlan-Id A Description Resource-Pool Create-\/rf

Fill the form with details as shown below and submit.

Field Value

Vlan-ID 202

Description S _EDU_NAT 202
Resource-Pool Select rp

create-vrf Select the checkbox



https://www.anutanetworks.com/documentation/evpn-vxlan-service-automation/

Rd 65301:101219

Rt 65301:101219
Vrf OVERLAY_DC 202
Cidr Select Evpn-vxlan-pool

Virtual-Gateway-Address 172.16.2.4

You can also import this template as defined in this section.

Monitor the task as described in this section. Validate service configuration as described in this
section.

Summary & Next Steps

Through this exercise, you learned ATOM’s service automation and orchestration capabilities.

Some of the key service orchestration capabilities are listed below.

Service Orchestration

Stateful automation

Dry Run before production
Atomic transactions
Approvals

Service Compliance

aOrON -~

Check out the user guide to learn more on these topics.

Exercise 3: Workflow Automation

ATOM Workflow Automation allows you to automate simple and complex method-of-procedures.
The entire end-to-end procedure, including pre-checks, post-checks, and approvals, can be
automated using this feature. ATOM provides a Workflow Builder to design and develop
workflows. Workflow Builder is out-of-scope of this trial.


https://www.anutanetworks.com/template_evpn_vxlan_evpn-vx-lan-2/

In this lesson, we’'ll execute a workflow that automatically upgrades a Juniper MX device.

Juniper MX Upgrade Automation

Please refer to the Juniper vMX Workflow Automation use-case guide to get a detailed
understanding of the upgrade capabilities.

In the menu, Click on automation and then Workflows.

Dashboard

sl Devices by Status

Automation

Services

Wo rkﬂws

Go to the Workflow catalog and click on the Juniper MX Upgrade Workflow.


https://www.anutanetworks.com/documentation/juniper-vmx-software-upgrade/

Summary  Workflows  Workflow Instances  Actions My Actions

= Catalog
Workflow Vendor - 05Type = DeviceFamily ~  DevicaType - WerkflowType (
Collapse D Expand  C
)\. Juniper Mx Diskspace Checks +EO ;\ Juniper Mx Pre Post Checks +EO )\ Internal Atom Package Wf F Y] A Juniper Mx Upgrade 4,-" +EO
Workflow 4 Workfiow Type Workflow 4 Woskflow Type Workflow 14 Workflow Type Workfiow Id Workflow Type
Workflow Status Workflow Status Workflow Status Workflow Status
Show Mote: ‘Show More ‘Show More Show More
)\ L3service_workflow +mO {L External Worker Cron Process > =0
Workflow 4 Workfiow Type Workflow 14 Wosielow Type
Workdlow Status Workflow Status.
Show Mote: Show Mare

You will now enter the workflow summary page. Here you can visualize the entire workflow, all
instances of the workflow and their corresponding statuses, and the workflow version.

= © 0 -

- .

202

Start a new workflow

C' nstances

O  workflow Instance Name Workflow Id

0 am Juniper_MX_Upgrade:1:2497318
0 Juniper_MX_Upgrade:1:2497318

d

2498223

2497370

state

COMPLETED

COMPLETED

Start Time.
03/30/21, 3:35:56 PM

03/30/21, 3:00:57 PM

Execute this workflow by clicking the “start” button on the toolbar

Started By
admin

admin

m % @ o1completed  2Active  Versiom: 2 (Latest) x -



Enter a name for this workflow instance and click on “start.”

Start Workflow |

Workflow Instance Namee

TrialUpgrade

You can now see an active instance in the instances section.

C Instances

I:I Waorkflow Instance Name Workflow 1d Id

D TrialUpgrade Juniper_M¥_Upgrade:1:408022 410090

Click on the instance to see more details about the instance.

The workflow task that is currently being executed is highlighted in yellow. The upgrade
workflow is waiting for input from the user (see the little human icon in the box? ).




Enter Workflow Form Details

Click on Actions (present at the bottom of the page) to view all claimed and unclaimed tasks.s

Variables @ Errors

Un Claimed =

Cc
|:| waorkflow Instance Id Workflow Instance Name MName
D 1600315 TrialUupgrade User Inputs

Select the tasks and click on “claim.”

Variables w Errors

Un Claimed b

C :ﬁ“] Selected

Workflow Instance Id Workflow Instance Name

1600315 Trialupgrade

Unselect “Un Claimed” to view all claimed tasks

Variables m Errors
Un Claimed %x

C
D Workflow Instance Id Workflow Instance Name Mame
D 1600315 TrialUpgrade User Inputs

Select the claimed task and complete it



Variables w krrors

Un Claimed [ x

& @ Selected (D
Workflow Instance Id Workflow Instance Name MName
1600315 TrialUpgrade User Inputs

You will now be presented with a form to collect all relevant data for the workflow. Most of the
details are prefilled for this trial instance. Select the “vMX” device in the Device-ld and submit
the form.



)

Juniper MX Upgrade User Inputs

Device

viMX_SMU_172.16.5.92

Upgrade-05-Version =

18.1R1.9

Protocol »

sCp

Image-Server-Location »

172.16.19.184

Image-File-Path

home/anuta/ftp/files

Image-File-Name »

junos-vmx-x86-64-18.1R1.9.1gz

Destination-Path e

tmp

Username »

anuta

Password

|||||||||||

B



Follow the instance summary, and the workflow moves from 1 task to the next. This process
should take few minutes.

‘i ? ] i ®
: ] ‘f NG L 5 -1
of=HE o = e EEHEHE = (=} {= e ofto- =1~
L LIRS |
o) o Q
b-ff o

The workflow will pause once again just before rebooting the vMX device to seek reboot
approval.

Claim the task and open the approval form as described in this section.
Variables Errors
Un Claimed [ x

c > selected

B Workflow Instance Id Waorkflow Instance Name Name

Id
2512027 TrialUpgrade RebootApprovalForm 2512519
D 2512027 TrialUpgrade Juniper MX Upgrade User Inputs 2512042

Approve the request and submit the form.

Rebootapproval
[

Wait_time




Once approved, the workflow will proceed and upgrade the vMX router.

Summary & Next Steps

Through this exercise, you learned ATOM'’s Workflow Automation capabilities.

Some of the key workflow automation capabilities are listed below.

Workflow Automation

Automate the entire Method of procedures

Introduce Prechecks, post checks

Approvals

Sequential and Parallel automation

Integrate with service orchestration

Integrate with external elements such as ITSM solutions, IPAM, Ticketing/Billing, etc.

ook wWN =

Check out the user guide to learn more on these topics.

Exercise 4. Compliance Enforcement

ATOM enables operators to design global compliance policies. ATOM provides several
out-of-box compliance policies that you can readily utilize in their network. ATOM also enables
you to develop any custom use-cases specific to your business.

Go to the menu and select “config compliance” to view a list of all compliance policies.



Dashboard

Resource Manager

Devices
Network Topology
Locations

Groups

Config Compliance

Software Compliance
Config Scheduler
IPAM

Image Manager

This instance has three out-of-box policies.
1. Clock Synchronization
2. Disable CDP LLDP on Public IP Interfaces

3. Interface Configuration

Compliance policies are a collection of rules and conditions on the success or failure of rules.
Let’s look at a few policies to understand them better.

Compliance policy for CLI based devices

Select “Clock Synchronization” policy and click on edit

C j;"] [ 4 @ Sselected
L

= Mame Description

Clock Synchronization Configure Clock and NTP based on Region



The policy has two rules.

Py Edit Poliey | Clock Synchronization

Rules (<}
0
c+ 20f2
11 O rueName 4 Description
y O clock template Configure the time zone
o esc
O TP Template Verify NTP configuration w.r.t Golden template
4
Ownere
ibm v
Shared-With 4
x| ibm -
Update Policy

Let us examine each rule. Select Clock template and click on edit.

Rules

C I:ﬂ_n]i ¥ selected ED

L
= Rule Name A Description
Clock template Configure the time zone
|:| NTP Template Verify NTP configuration w.r.t Golden template

Simple Rules and Conditions

Any Rule has four sections. The first section, “Basic Information,” contains the rule description.



Py Ecit Poliey | Clock Synchronization

Edit Rule | Clock Template °
lﬁ

Basic Information Platform Selection Rule Variables Conditions and Actions

11

Rule Namee
PRY| i o o e s spce oxlength s 64
= Clock template
Bl oeccrption

Configure the time zone
Y
Impact

) The clock will be different on each device. It makes logging and troubleshooting cumbersome.

Suggested fix

Make sure clock will same across the topology.

z

-~

Next, select all platforms applicable to this rule. We have selected this rule to apply to all cisco
devices.

Py it Policy | Clock Synchronization

Edit Rule | Clock Template °
0

Basic Information Platform Selection y Rule Variables Conditions and Actions

[ Fiiiomes

-~ Cc + 10f1 | Enterakeyword Q

O vendors 0S Type Device Family Device Type 08 Version

* Bk AL AL

AL ALL

-~

We have no rules variables for this rule. We’ll come back to it soon.



In the last tab, we will add conditions and corresponding actions. We have added a single
condition. Select the condition and click on edit.

Py it Policy | Clock Synchronization

Edit Rule | Clock Template

Platform Selection

[/ Conditions and Actionse

C +

1061 Enterakeyword Q
O  conditionName Sequence Number
* O check summer Time 1

Here we have entered the condition to check in the “value” field.

& Edit Policy | Clock Synchronization

Edit Rule | Clock Template

Basic information Platform Selection

[{Pl  condiions and Actionss Condition Details  Action Details

—
- C /0 seeced @B 1001 Enter a keyword a —_— / @ -\J)
Values

Condition Name Sequence Number Condition Names
* Chack Summar Time. 1
Check Summer Time
L Sequence Numbere
Scope Details

Condition scope details

Configuration -
+*
Block Options
Stant Expression
*
Condition Match Criterla
Operator
MATCHES_THE_EXPRESSION -

Rule-passcritena
All_SubBlocks ~ k



This condition is matched, and appropriate action is taken on success (condition match) or
failure (condition not-matched). In case of a match, we do not take action for this condition. For
a non-match, we have described the corrective action to be taken.

PIY  Edit Policy | Clock Synchronization

Edit Rule | Clock Template

Select Non-Match Action

Select action

Variables in Rules and Conditions

Let's now review NTP Template Rule. The rule structure is the same as the “Clock Template” for
the most part. You will see a difference in the condition & action section. Let’s go to the
“Condition & Actions” tab.

You will see that the “NTP Template” rule has three conditions. Select the “Check NTP ACL”
condition and click on edit.

The “Value” field has 2 variables - ntp_primary_server & ntp_secondary_server. Variables are
covered in double brackets like “{{ variable name }}” . In our condition, ntp_primary_server &
ntp_secondary_server are variables whose values will be substituted at run time.



Py Ecit Poliey | Clock Synchronization

Edit Rule | NTP Template
i+

Basic Information Platform Selection Rule Variables Conditions and Actions
11

Conditions and Actionse

Condition Details  Action Details
y C /7 W seected G 30f3 | Enterakeyword Q
B condition Name Sequence Number Condition Names.
£ [ —— P Gonditn Name. cancontain Alphanumeris,underscore, psce and hypen cha
o [0 check NTP associations 1 CheckiNTR ACL

[ check NTP Server

Sequence Numbere

ence Number controls the order

sion of the Conditons.

Scope Details

Condition scope details

Gonfiguration

Block Options

Start Expression

Condition Match Criteria

Operator

MATCHES_THE_EXPRESSION

Rule-pass-criteria
All_subBlacks

-~

Actions can also have variables, as you can see below.

Py it Policy | Clock Synchronization

Edit Rule | NTP Template
0

Basic Information Platform Selection Rule Variables Conditions and Actions
11

Conditions and Actionse

Condition Details Action Details
N C /7 W selected @B 30f3 | Enterakeyword Q -
- B  condition Name Sequence Number Sl AT
* Check NTP ACL 1 Select action
* [ check NTP Associations 1 continue

[ check NTP Server

-~

Values

accesslist 50 remark NTP access restrictions
access-list 50 permit {{ ntp_primary_server }}

accessist 50 permit {{ ntp_secondary_server }}
accesslist 50 deny any log

Select Non-Match Action

Select action

Raise_violation_and_continue

Violation severity

CRITICAL

Violation message type

Defautt_violation_message

FixCLI

access-list 50 remark NTP access restrictions
access-list 50 permit {{ ntp_primary_server }}
access-list 50 permit {{ ntp_secondary_server }}

access-list 50 deny any log

Derive fix cli commands

Select

Default values of these variables are defined in the “Rule variables tab.”

020

“

OO



Py Ecit Policy | Clock Synchronization

Edit Rule | NTP Template
s

Platform Selection di and A
(1Pl rulc variables
o C + 30f3 | Enterakeyword Q
O ke Description Default Value
# [ p— .
O rto_primary_server 157832241
Q [ ntp_secondary_server 157.83.224.65

Regex in Rules and Conditions

You can also use regex to match conditions. Go back to the compliance policy list and select

“Disable CDP LLDP on Public IP Interfaces.”. This policy removes CDP/LLDP configuration from
any interface with a public IP address.



'y Ecit Policy | Disable CDP LLDP On Public IP Interfaces

1@

Policy Namee c+ Lot
Bl Diseble cOP LLOP on Publc P Interfaces @) e g Gl
y O check Public IP Interfaces
[l oeccription

Dascripion ofthe policy

Ownere
ibm v

‘Shared-With <
x| ibm -

-~

Select the rule “Check Public IP Interfaces” and click on the edit

'y Edit Policy | Disable CDP LLDP On Public IP Interfaces

o

Policy Namee c+ of

iphanumerics underscore, space and hyphen characters only. .

il Disable CDP LLDP on Public IP Interfaces @) e g Gl
y O check Public IP Interfaces
[l oeccription

Dascription ofthe policy

Ownere
ibm v
‘Shared-With <

x| ibm -

-~

Next select, the “Verify CDP on Public IP Interface” condition



'y Ecit Policy | Disable CDP LLDP On Public IP Interfaces

Edit Rule | Check Public IP Interfaces
i+

Basic Information Platform Selection Rule Variables Conditions and Actions

[[Mll  conditions and Actionse

y Cc + 20f2 | Enterakeyword Q
O condition Name ‘Sequence Number
* [ verify COP on Public IP Interface 1
* [ Verify_LLDP_on_Public_IP_Interface 2
»
?

Here in the Value field, you would see a regex expression. The regex checks if the IP address of
the interface is not private, i.e., it doesn’t fall in 10.0.0.0/24, 172.16.0.0/20, or 192.168.0.0/16

block of IP addresses.

PPy Edit Policy | Disable CDP LLDP On Public IP Interfaces

Q Edit Rule | Check Public IP Interfaces
o

Basic Information Platform Selection

Rule Variables
[[Pl  conditions and Actionse
. Selecte 20f2 | Enter a keywor
y C 7/ ¥ selected f keyword Q
B  condition Name ‘Sequence Number
* Verify CDP on Public IP Interface 1
& [ Verify_LLOP_on_Publc_IP_Interface 2
»

-~

Conditions and Actions
Condition Details Action Details
Condition Names
‘Verify COP on Public IP Interface
Sequence Numbers
1 s
Scope Details
Condition scope details &
configuration v
£
Block Options
Start Expression
Condition Match Criteria

Operator

CONTAINS_STRING

Rule-pass-criteria

All_SubBlocks

OO

ip address (2110.(2:{0-9]I[1-9]l0-9]11[0-9}2}2[0-4]{0-9] 25[0-5]).(7:[0-9]i[1-9](0-9]i1 [0-0}(2} 2[0-4][0-9] 125{0-5]).(7:[0-9][1-9][0-9]11[0-9]
{2)12(0-4][0-9]125[0-5)[172.16.(%{0-9][1-][0-] 1[0-9}{2}2{0-4][0-9]250-5)).(7:{0-9]i[1-9][0-9]i1[0-0}(2}:2[0-4]{0-0) 25[0-5]) 1 92.168.(

fo-9)i[1-s](o-]1 [o-9}(2)2lo-4j{o-]i2s{0-5]).(2f0-0}1-](0-]i1[0-9}(2)20-4]l0-]i25[0-5)) (\d+\d+\d+.\dH) \d+.\d+.\d+\d+
cdp enable

Values

interface (?ILoopback*[Port.channel*)(+)



In case the IP address is public, then we raise a violation and disable CDP for all those
interfaces.

'y Ecit Policy | Disable CDP LLDP On Public IP Interfaces

Edit Rule | Check Public IP Interfaces
0

II. Conditions and Actionse Condition Details Action Details
~ AT ] 2012 Entera keyword a @
~ Select Match Action Select Non-Match Action
B  condition Name Sequence Number
* Verty COP on Public P interface 1 Selectaction

Select action
Raise_violation_and_contin v i
[ Verify_LLOP_on_Public.IP_Interface 2 FRevoEton anecontinue

Violation severity
CRITICAL

Violation message type
Default_violation_message v

Fix CLI

{5 for content in matched_contents %)
groups'I[0][grep_content] )}

&

Derive fix cli commands

Select

Compliance policy for Yang-based devices

Compliance policy definition and enforcement can be done for CLI or YANG-based devices. All
principles that we learned in the previous section are applicable for YANG devices as well.
Variables and regex are supported for both CLI and YANG devices.

Edit “Interface Configuration” compliance policy and open the “XML interfaces” condition under
the “Check Interfaces” Rule.



Py Ecit Policy | Interface Configuration

Edit Rule | Check Interface
i+

Conditions and Actionse

Basic Information Platform Selection Rule Variables Conditions and Actions
11

y C /7 W seected G

Condition Name ‘Sequence Number
* xmlinterface 1

10f1 | Enter akeyword

-~

The interface configuration that we expect to be present in every device is defined in XML
(YANG/NetConf device).

Py Ecit Policy | nterface Configuration

Edit Rule | Check Interface
0

Basic Information Platform Selection Rule Variables Conditions and Actions
11

Conditions and Actionse

Condition Details
C /7 W seected G 10f1 | Enterakeyword Q

Condition Name

xmlinterface

Sequence Number Condition Namee

Candition Name, can cants

3

xml interface

Sequence Numbere

Condition scope details

Inventory_Data

Condition Match Criteria

Inventory Operator

MATCHES_THE_TEMPLATE_PAYLOAD

~

The fix CLI is also in XML format.

Template Payloade
.

e given
<funipermx194R110>
<configuration>

<address>
<name»45.0.0.1/32</name>
</address>
</inet>
</family>
<name>0</name>
<funit>
<name>irbe/name>
</interface»
</interfaces»
</configuration=
</junipermx194R110»

z



Py it Policy | Interface Configuration

Edit Rule | Check Interface

IQ
il
Condition Details  Action Details ~
- a &M
~ Select Match Action Select Non-Match Action
% Select action Select action
continue v Raise_violation v
° Violation severity
CRITICAL v
Violation message type
Defaut_violation_message v
»
Fix Mutation Payload
<config>
< ins="http://anutanetworks.com/controller'>
?

Running Compliance Policies

Close all conditions, rules, and policies. Let’s check the profile section. We have two profiles
Cisco and Juniper.

Dashboard Policies Profiles Report Remediation Archive
c + @A
Name Description Policies
|:| Cisco profile
|:| Juniper profile nterface Configuration

Select the cisco profile and click on “edit” Two policies are added to this profile. You can also
observe that the default values for “NTP Template” are already populated. We can modify the
default values for this profile as needed.



Edit Profile

m st e andsedle

Select policiess Enter rule variable
Profile names
C  selected (B 30f3 | Enterakeyword Q Clock Synchronization
Cisco profile
B nNeme Description Owner NTP Template ntp_associations 8
Zesciprel Clock Synchronization Configure Clock and NTP based on Region ibm ntp_primary_server | 157.83224.1
Disable CDP LLDP on Public IP Interfz
isable on Public [P Interfaces [ ntp_secondary_se.. 1578322465
[0 Interface Configuration ibm
4
Ouners

We then select the devices on which the compliance policies have to be validated in the next
tab. We can either choose to schedule the compliance run at a later point in time or choose to
run now.

Edit Profile

Select policies Select devices and schedule

C' Selected 250f25 | Entera keyword a Select Configuration
O current config

8 o Status Name Device Type Ver

Latest Fr Config Archi
[ 17216330 ® wnacrp-dtss-O-gw.anutanetworks com cif @ t=tex o Conig archiva

Skip when config older than
[ 17216334 ) ana-cd-1-gw.anutacorp.com Cis| D 2

o 3+
[ 17216342 ® n7-cbb-0-gw.anutanetworks.com Cis
Hours

17216345 ® ana-buf-1-gwanutanetworks.com Cisco CSR 1000V cis
172.16.3.46 . test567.anutanetworks.com 1000V Cis Schedule
O 17218376 ® 172.16.3.76 Panorama par  Frequency
0 17216377 ° 172.16.3.77 Palo Alto pal O =0 -
[0 17216378 ° 172.16.3.78 Palo Alto pal Hours MU=
[ 17216456 ) gre01-vMX-4.156. vMX sur [ startnow

Select “Start Now” and then submit. This will request ATOM to validate compliance on the
selected devices.



Select Configuration

O Current Config

@ Latest From Config Archive

Skip when config older than

0 =
Hours
Schedule
Frequency
0 = 0 =
Haours Minutes
Start now

Let’s execute the Juniper Profile. Select the “Juniper Profile” and select “Run Profile.”

Dashboard Policies Profiles Report Remediation Archive

C /s @ [ b @ selected
Name Description Policies Owner Shared

D Cisco profile a ibm ibm

Juniper profile nterface Configuration ibm ibm

ATOM will now validate all the selected Cisco and Juniper devices for compliance violations.

Analysing Compliance Reports

Go to the Reports tab to analyze the reports for all our runs. Here, you can see all policies and
rules that have been validated on all cisco and juniper devices.



Dashboard Policies Profiles

Report  Remediation

Archive

En = = Filter v ® 0 skipped Conditions @ 15 Compliant @ 0 Non Compliant 8] Total
Device Id v Device Type v Vendor v Compliance Status v Conditic
Device groups v  Severity v Execution Status v Policy v Rule Na
c :

Host Name Device Type Severity Device Compliance Status Execution Condition Status

D ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA o ® Y

|:| ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA| o ) )

D ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA o ) )

|:| ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA| o ) )

D ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA o ) )

|:| ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA| o ) )

D test567.anutanetworks.com Cisco CSR 1000V NA . . .

D test567. anutanetworks.com Cisco CSR 1000V NA| . . .

D test567.anutanetworks.com Cisco CSR 1000V NA . . .

D test567 . anutanetworks.com Cisco CSR 1000V NA| . . .

D test567.anutanetworks.com Cisco CSR 1000V NA . . .

D test567 . anutanetworks.com Cisco CSR 1000V NA| . . .

O greo1-vmx-4.156 VMIX [NA ® ® ®

D mx2.anutanetworks.com VX NA| . . .

[ srot.rp-redirect VMX NA ® ® ®

To view by device, go to the filter tab and pivot by “Device.”

Eﬂ@?

ney  Pivot By

Dey  Device

Device Type
C

Policy
Host

Location

O
|:| Device Group
| | _

Filter

W



Here, you can visualize device-level reports.

= Device x = Filte - ipped Conditions omplian on Compliant [35] Tota
D ® o skipped Condit @ 12 compliant 3 Non Compliant Total
Device Id - Device Type - endo v e v
c
Ly

Device Compliance Status Severity Execution Host Name Device ID Device Type

D @ LY 9] ana-buf-1-gw.anutanetworks... 172.16.3.45 Cisco CSR 1000V
O e [NA e test567.anutanetworks.com 172.16.3.46 Cisco CSR 1000V
O e == e} gre01-vMX-4 156 172.16.4.156 VMX

O e == o) mx2.anutanetworks.com 172.16.5.170 VMX

O e == o) sr01.rp-redirect 172.16.5.198 VMX

ATOM provides a comprehensive filtering capability to view and generate granular reports. Try
out the pivots and filters to see how the data changes.

Remove the device filter and go back to the unfiltered view.
Bl = Device @ = Filte
In our run, we see that all cisco devices are compliant with the policies. However, 1 Juniper

device is noncompliant.

Select the noncompliant juniper device and click on “Fix-CLI.”



Dashboard Policies Profiles Report Remediation Archive

[ cav = Filter - @ 0 skipped Conditions @14 Compliant @ 1 Non Compliant i8] Total
~  Device Type - - ompliance Status - Condition Status - Location il
- - ~  Policy ~  RuleName - -

c 0“7

Host Name Device Type Severity Device Compliance Status Execution Condition Status Device Id Vendor Policy Name

O anabuf-1-gw.anutanetworks.com Cisco CSR 1000V (] ® ® ® 172.16.3.45 Cisco Systems Clock Synchr
|:| ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA . . . 172.16.3.45 Cisco Systems Clock Synchr...
O zna-buf-1-gwanutanetworks com Cisco CSR 1000V ] ® o ® 172.16.3.45 Cisco Systems Clock Synchr...
|:| ana-buf-1-gw.anutan rks.com Cisco CSR 1000V NA ® ® [ ] 17216.3.45 Cisco Systems Clock Synchr...
O zna-buf-1-gwanutanetworks com Cisco CSR 1000V ] ® o o 172.16.3.45 Cisco Systems Disable CDPL...
EI ana-buf-1-gw.anutanetworks.com Cisco CSR 1000V NA . . . 17216.3.45 Cisco Systems Disable COP L.
O tests67.anutanetworks.com Cisco CSR 1000V ] ® o o 172.16.3.46 Cisco Systems Clock Synchr...
EI test567.anutanetworks.com Cisco CSR 1000V NA . . . 17216.3.46 Cisco Systems Clock Synchr.
O tests67.anutanetworks.com Cisco CSR 1000V ] ® ® ® 172.16.3.46 Cisco Systems Clock Synchr...
EI test567.anutanetworks.com Cisco CSR 1000V NA . . . 17216.3.46 Cisco Systems Clock Synchr.
D test567.anutanetworks.com Cisco CSR 1000V NA . . . 17216.3.46 Cisco Systems Disable CDPL...
EI test567.anutanetworks.com Cisco CSR 1000V NA . . . 17216.3.46 Cisco Systems Disable COP L.
mx2 anutanetworks.com vMX  critical | [ ] ® ® 172.16.5.170 Juniper Networks Interface Con...
M oemn Airart vy Tua - - - 177 1A 5108 lininar Natwarke Intarfars Can

This window displays all non-compliant policies and the configuration needed to be provisioned
to rectify non-compliance. Enter a compliance job name, select “shared with,” select “start now”
and submit it to start the remediation process.

Y -

FIX CLI X X

0\ = Jobnames
on @
il Dt No Rule Fix Configurations
'
~ | Devicess
oWl & » 21650
Ouners
. Mai - . - /devica=17216.5.170/at Junipermc194R110)/junos-conf-rootconfiguration/junos <onf:
5 intefaces ntertaces.
2 stuntvn 4 <> v
<tcpaths
(m] lect a v - Jeantroller devices/device=172.16.5.170/atom-junos-mount junipermx194R110/junas-cont-root-configuration/junos-cont
o interfaces ntertaces/intertace=ed
</cpaths
o perton
a <roparaons
<paylonds
(m] <intertace>
o <unit>
tamilys
o <t
<address>
o P osmount’>
80013 rt'>
[m} mames acos™s
<raddreass
a <finet>
<arily>
a <name>
= :
<mames
a <Junits
a Schedule
0 £ 0 ¢ [ startrow

=~

Monitor the remediation task as described in this section.



Summary & Next Steps

Through this exercise, you learned ATOM’s Compliance Enforcement capabilities.

Some of the key compliance enforcement capabilities are listed below.

Compliance Enforcement

1. Enforcement for CLI and Yang/NetConf based devices

2. Comprehensive report generation

3. Automated Remediation

4. Service, Configuration and Software compliance capabilities

Check out the user guide to learn more on these topics.

Execute the Juniper profile again to verify.

Continue to Explore

The above exercises give you a good insight into ATOM features and capabilities. The below
resources will help you to learn more about ATOM’s capabilities.

Anuta ATOM deep-dive videos
ATOM Solution Briefs

Use Cases enabled by ATOM
ATOM User Guide

hownh =



https://www.youtube.com/watch?v=iDk4G35DnLg&list=PLjvJUDMgUlyxi879j0jZKF52JDvgSDt3o
https://www.anutanetworks.com/solution-brief/
https://www.anutanetworks.com/anuta-atom-use-cases/
https://www.anutanetworks.com/documentation/anuta-atom-user-administration-guide/




